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Agent-based Approach to Crime
and Criminal Justice Policy Analysis

VALENTINA PUNZO*

SUMMARY: 1. Introduction - 2. Agent-based Modeling and the Bottom-up Approach to
Computer Simulation - 3. Agent-based Modeling and Crime Analysis: Using Simu-
lated Experiments in Crime Prevention - 4. Agent-based Models of Crime Prevention
and Criminal Justice Policies — 5. Conclusions

1. INTRODUCTION

Agent-based Social Simulation (ABSS) has increasingly been proving to
be successful for the study of crime and criminal justice policies'. The use
of techniques belonging to the field of computer simulation in policy mod-
elling is also actually increasing?.

Early applications of simulative approach to crime analysis appeared in
the field of Environmental Criminology®. In 2008, a special issue of the
“Journal of Experimental Criminology” was entirely devoted to current ap-
plications of simulation methods to the study of crime and criminal justice
policies*. As regards crime research, it was suggested how this technique
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could be useful to advance, test or refine theory, to anticipate consequences
accruing from one type of intervention over another®, and to provide new

policy evaluation tools”. As a consequence simulation can also supply in-

formed policy guidance to crime control agencies®.

Recently several international conferences on artificial intelligence and
multi-agent systems hosted lots of contributions about applications of com-
puter simulation to the crime problem”.

There are many reasons why it is appropriate to investigate the relation-
ship between ABSS and crime analysis. The principal argument in criminol-
ogy is the need for complementarities between the experimental or quasi-
experimental approach and the simulation one!®. The use of agent-based
computational method would be considered particularly beneficial in cases
where empirical research is limited by the inability to conduct field trials!!.
In some cases, simulation can be viewed as a sort of pre-test of certain crime
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prevention programs, able to suggest any changes before their empirical
test!2.

There is also a strong evidence that agent-based simulation allows to im-
plement the Coleman’s casual macro-micro-macro “transitions”!*. It allows
researchers to create artificial societies'* and to explore how individual-level
criminal action might translate into observable macrolevel crime patterns.
An important challenge within the field of criminology is to investigate the
spatio-temporal dynamics of crime!®. Within this area, the key object is the
study of crime, criminality, and victimization as they relate to particular
places and how offenders, targets (victims), and guardians (control agents)
shape their activities spatially'®. For example, a relevant question is which
factors influence the emergence of so-called hot spots - areas in which many
crimes occurl” - and how the displacement of criminal hot spots can be
predicted and prevented!s. Computer simulation of criminal patterns is im-
plemented to identify potential hot spots and flashpoints. It can be usefully
used for supporting police forces which can allocate resources to areas where

particular crimes are most likely to occur?®.
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The knowledge and techniques that can be ascribed to ABSS are, in effect,
demonstrating a significant capacity to contribute to criminal justice policy
making.

This paper aims at presenting the potential intersections between ABSS
and crime research by focusing on policy making issues. The goal is to clar-
ify how ABSS can specifically support the elaboration of criminal justice
policies by making the policy evaluation tools more effective.

2. AGENT-BASED MODELING AND THE BOTTOM-UP APPROACH TO
COMPUTER SIMULATION

The employment of Agent-based Social Simulation (ABSS) in the social
sciences has increased over the past ten years®® and has proved as a pow-
erful computational tool to formalize models of social outcomes and to
modelling crime?!. The main purpose of agent-based modelling is to ana-
lyze the properties of social systems by explicitly representing individuals
(called “agents”), interactions between them and the (geographical, spatial,
economic, institutional) environment in which they are situated?.

In crime modelling, agents represent offenders, potential victims, police
and/or others informal control agents. Agents make decisions about move-
ment and actions in a local environment (e.g. a street network, social net-
work or some other representation of space). The environment can include
features such as buildings, where potential victims might be situated, or bar-
riers to movement or communication.

The bottom-up approach to computer simulation on which agent-based
social simulation relies means that starting from a few, simple, theory-based
rules that inform the behavior of individual agents (and their interactions),
the model generates macro-level patterns (they often acquire the property of
emergence which refers to unexpected consequences)®.

The interactions of agents with each other and the environment are gov-
erned by set of rules, following a sequence of the “what if” - questions. As
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underlined by Elffers and Van Baal it means: what happens if “acts” (“be-
havior”) of a number of “agents” are fully governed by certain “law-like pro-
cesses”? These law-like processes state completely which specific act an agent
will perform, in a given situation®*. For example, a rule such this could state:
“If an offender agent occupies the same location as a target agent, then the
offender robs the victim”, otherwise “If a police agent is within a set distance
of an offender agent then no crime occurs”. Rules govern the transition from
one state to another - for example, the state with no crime to the state with
a crime.

Usually these law-like processes are specified by means of a mathematical
formula (a decision rule that in many cases includes probabilistic elements)
that identifies what behavior will be performed by that actor, given his situ-
ation (often the situation is characterized by the availability of other actors).

Moreover, the environment may change during the simulation accord-
ing to a related law-like process as well (under the influence of higher order
rules for adapting, such as learning models, neural network models, etc.) and
agents may be capable of evolving, based on experience, allowing unantici-
pated behaviors to emerge.

Simple problems of this type sometimes can be analytically solved
through mathematical analysis. However, simulation becomes indispens-
able as soon as the complexity of the problem is analytically intractable with
mathematical or statistical models. As already Squazzoni highlighted, social
scientists can grasp within a formalized model those relevant features of the
complexity of social systems: autonomy and heterogeneity of agents, adap-
tive rationality, spacial and local interactions, non-equilibrium dynamics?.
Even a simple agent-based model can exhibit complex behavior patterns and
provide valuable information about the dynamics of the real-world system
that it reproduces®®.

In the field of crime research, for example, the spatial nature of crime
and interaction between agents (criminal, police, victim, etc.) often requires
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the agent-based models to include space and time*’. It becomes important
overcoming some of the limitations which characterize the traditional re-
search methods in criminology bounded both temporally and spatially. In
this framework, simulation method represents a third way between the more
established research approaches?® of carrying out social science, in addition
to argumentation and formalization. In contrast to other methods “with
computer simulations, it is possible to carry out experiments and observe
the occurrence of emergence”?.

3. AGENT-BASED MODELING AND CRIME ANALYSIS: USING SIMU-
LATED EXPERIMENTS IN CRIME PREVENTION

For the purpose of this paper we focus our attention on agent-based sim-
ulation as a different, but complementary approach, to existing methodolo-
gies applied in the study of crime. Especially we refer to the use of agent-

based modelling as a virtual laboratory to conduct “virtual experiments”>°.

In regard, Eck and Liu®! stated that simulated experiments of crime preven-
tion interventions are an important class of research methods that fits within
the empirical experimental paradigm widely used in criminology.

A simulation works as a computational laboratory when you manipu-
late a, so-called, experimental condition®?. Agent-based models can be used
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to investigate the relative impact of one or more components of a system
through several manipulations. Simulations implemented in the framework
of a computational laboratory offer the advantage of being able to control
aspects of interest about agents and/or the landscape, varying the values of
the parameters related to one or both of them?®.

This feature provides a level of control difficult to achieve using tradi-
tional social science methods®*. First of all, the combination of heteroge-
neous agents which interact in different local environments enables the re-
searcher to conduct several “virtual” experiments in different experimental
conditions (also applying various prevention scenarios) and then evaluate
the simulated outcomes®®. Simulation “offers social scientists an analogue
to controlled experiments for examining social phenomena. In a simulation
researchers can alter factors normally beyond their control, implement inter-
ventions perfectly, and explore dose-response relationships beyond logistic
and financial constraints™*.

By contrasting empirical and computational experimentation within
criminology, Eck and Liu*” state that simulated experiments provide a bridge
between theoretical explanations and empirically inferred representations
of crime patterns®®. Simulated experiments help criminologists to face the
weakness of theoretical explanations of crime (mainly written in common
languages and often subjected to multiple interpretations), because they pro-
vide a rigorous formalization of a certain theory for empirical testing and
experimentation. Indeed simulation requires that the theory’s assumptions
must be operationalized as a computer algorithm that is consistent with the
theory. The result is a more formalized theory®®. In other words, agent-
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based simulation requires the researcher to specify the causal mechanisms*

by which a hypothesized independent variable gives rise to the dependent
variable, according to the theory incorporated into the simulation model.

The process of decomposing theories into computational formalisms
“such as the rules that govern agent behaviour, is useful in that it provides
researchers greater insight and demands that they specify theories and con-
cepts in explicit terms. This can highlight potential inconsistencies or short-
comings and, by doing so, contributes to the subsequent strengthening of
theory*!.

Once the theory has been operationalized as a computer code, the next
step 1s to observe whether the model (and then the theory on its basis) is suf-
ficient to generate an outcome that looks like the empirical distribution of
the dependent variable observed. According to the principles of the gener-
ative explanation*?: if the simulation outcomes do not match the empirical
data related to the phenomenon in question, the theory is falsified, otherwise
we have identified at least one process that grows the phenomenon (and how
theory explains it).

It is for its ability to falsify that simulation might help improving theo-
rizing in criminology®. As stated by Eck and Liu “because simulations can
falsify theory, they are not simply a method for theory elaboration but can
also be used for experimentation”**. Criminological theories can be made
testable.

Unlike statistical explanations of crime, generative explanation reached
through the mean of agent-based simulation focuses on the mechanisms that
give rise to the phenomenon. Specifically, crime pattern simulations allow
researchers to examine not only the mere distributions of crime patterns
(e.g. the dislocation of hot spots within a certain spatial environment) but
also how they develop (the mechanisms that give rise to crime patterns or
that prevent crime from clustering)*®.
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The utility of applying simulated experiments in crime research also de-
rives from data limitations. Crime studies rely on poor and misleading em-
pirical data. This is a matter of fact. Data sources are in fact highly unreliable
where people involved with crime know little about what occurred or have
a self-interest to say nothing about it (for example in the case of offenders) or
to misrepresent the truth in particular circumstances. Inductive reasoning,
based on inherently faulty data, is likely to lead to invalid explanations*. In
the case of crime there is also the problem of the so-called “dark number”
which implies that a certain amount of crimes are inherently undetectable.

Data and theory limitations show the weakness of many criminological
theories”’. In addition, computer experiments provide us with an approach
that overcomes some of the current limitations of the traditional research
methods which deal with real-world settings, real subjects or even with lab-
oratories. There are indeed many limits to manipulate multiple indepen-
dent variables through field experiments or test their effects independently.
In field experiments it is difficult to create many experimental conditions.
Where field experiments in crime prevention or criminal justice are difficult
and highly costly, “simulations allow the testing of innovative interventions
prior to their being taken into the field”*®. With simulations, an extensive
range of interventions can be applied by varying parameters. As underlined
by Townsley and Birks “Simulation models allow repeated experiments un-
der identical conditions, save for differences selected by the researcher™®.
Moreover, each experimental condition can be replicated hundreds or thou-
sands of times®® and once the model has been built, further adjustments are
simple to perform.

Simulations can then be used to select the range of conditions and in some
cases they may be usefully employed as pre-tests in order to screen out the
least plausible innovations®!.
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There are also moral boundaries to empirical experimentation that op-
erates with human subjects. Simulations might then be considered when
ethical issues preclude random assignment of people to certain control con-
ditions. For example, while police might not “strike” for long periods of
time in real life, they can do so in an artificial society.

Simulated experiments could also shed light on some important police
functions that are very unlikely to be studied with field experiments, for
example the effect of police rapid response on crime™.

Finally, computational laboratories allow to change the physical environ-
ment, that is not possible in real-world settings, for example it is thus possi-
ble to alter street patterns experimentally, on a large scale, to see their effects

on crime patterns>.

A critical note with regard to simulated experiments relates to the ac-
tual implementation of an intervention in a real environment. Only after
the actual implementation of a policy intervention indeed it will create the
post-implementation data used in empirical experiments. In simulated ex-
periments the implementation data of a certain intervention are hypothet-
ical, created in a “virtual” setting. On the one hand this fact reduces the
credibility of simulated experiments, on the other “it has the advantage that
we can ‘bench test’ policies prior to their implementation, or even test ar-
rangements that cannot be tested in the field”>*.

Next Section will focus on the advantage of crime simulation for criminal
justice policy modeling. We will review several agent-based models imple-
mented for this purpose.

4, AGENT-BASED MODELS OF CRIME PREVENTION AND CRIMINAL
JUSTICE POLICIES

Criminologists have recently been exploring how agent-based simulation

models can inform the study of crime™.

52 | E. ECK, L. L1U, Contrasting Simulated and Empirical Experiments in Crime Prevention,
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The early works are the studies by Epstein and colleagues®® on civil vi-

olence and by Wilhite>” on crime protection. Both studies show how in-
teractions between individual agents appear to be linked to the emerging
pattern of violence or protection at the collective level. Crime simulations
allow researchers to examine how crime patterns develop and to explore the
mechanisms that give rise to crime patterns>®.

It is possible to distinguish different types of agent-based models on crime,
starting from their purposes. They range from theorizing, to policy testing
and program planning®. Starting from assumptions drawn from different
criminological theories, several simulations explore theoretical problems in
crime®®. In each case, researchers are interested in determining whether com-
monly observed crime patterns could arise from simple processes. If the sim-
ulations can mimic real world phenomena, by using a limited set of simple
processes, this suggests that the theories encapsulated into the software may
be sufficient to explain the phenomena.

Experimenting with these artificial crime models may help formulate hy-
potheses about how crime is produced®!. After theoretical hypotheses/ex-
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planation mechanisms have been identified they must then be tested using
empirical data®.

Other studies acquired a simulative approach to examine prospectively
the likely effects of policy changes®.

Some authors suggested the use of agent-based simulation as a policy eval-
uation tool®. Deepening the aspects related to the impact of various anti-
crime policies, Wilhite and Allen® for example showed that, although the
intensification of the anti-crime measures tends to reduce crime, the impact
of incarceration is ambiguous, as a high rate of detention may lead to in-
creased crime in the long term. In general, the increase in time of incarcer-
ation can reduce crime, as a mechanical effect, but this reduction may be
due to a steady increase in the prison population, and this may suggest that
incarceration may not be a solution in a long-term perspective. The results
achieved by Wilhite and Allen show that the deterrent effect of the anti-
crime (in particular the increase in length of the penalties) and incarceration
varies between short and long term.

Other studies employed agent-based models to test policies or to compare
crime prevention strategies®®. Szakas and colleagues, for example, illustrate a
simulation of police patrolling that would allow to test various police patrol
methods®”. Simulations such as presented by Szakas and colleagues could
help in planning a certain intervention (in the case study it is a police in-
tervention) by narrowing the range of options available and aiding in the
selection of the options with the greatest promise. Specifically, the authors
suggested that police simulations might be particularly useful for planning
police interventions for emergency situations (e.g. natural disasters, terrorist

62 J.E.ECK, L. L1U, Contrasting Simulated and Empirical Experiments in Crime Prevention,
cit.
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241-266.
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attacks, and mass accidents). Similarly, the agent-based model described by
Bosse and colleagues illustrates the usefulness of simulation as an analytical
tool to investigate the effectiveness in crime prevention of various guardian-
ship policies and to develop policing deployment strategies, the so-called hot
spot policing®.

According to Eck and Liu “planning simulations are very similar to the
use of simulations to test policies, but they are less specific about the changes
being implemented”®®. For example, a planning simulation might ask what
would happen to court backlogs if arrests were increased (but would not
specify how arrests are increased). Instead, a policy testing simulation might
ask whether changing a particular policing practice results in more arrests”°.

An approach similar to the planning simulations relates to the use of sim-
ulations to test the impact of programs prior to implementation’!. In this
framework, simulations form the basis of decision support systems (DSS)’?,
a popular class of computer-based information or knowledge based systems
that support decision making activities. Specifically, Intelligent DSS often
use multiple intelligent agents interacting based on decentralized coordina-
tion models to assist decision makers in analyzing a situation””.

Contextualizing its interest to a specific policy sector, the agent-based
model developed by Dray and colleagues’* examines the likely impact of
crime-prevention interventions looking at the effects of forms of policing on
heroin related harms. The study describes an agent-based model that aims

68 T Bossk, H. ELFFERS, C. GERRITSEN, Simulating the Dynamical Interaction of Of-
fender, Targets and Guardians, in “Crime Patterns and Analysis”, Vol. 3, 2010, n. 1, pp.
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at comparing three different law enforcement strategies (policing strategies),
exploring the relative impact of each (standard patrol, hotspot policing, and
problem-oriented policing) on an archetypal street-based illicit drug mar-
ket. Researchers simulate the relative effectiveness of these different drug
law enforcement approaches, analyzing several outcome indicators (such as
the number of committed crimes, dealers’ and users’ cash, overdoses and fa-
tal overdoses). Simulative results show that problem-oriented policing is the
most effective approach to disrupting street level drug markets in a simulated
urban environment”>.

The study shows how simulated policy experiments can examine situa-
tions that are impossible to be examined using empirical research methods.
In fact an experiment on three types of policing strategies simultaneously
throughout the same city would be impossible to conduct in the real world.

Within the field of Criminology, the spatio-temporal dynamics of crime
are an important subject of study. Typical questions, in this area, are how
the emergence and displacement of criminal hot spots can be explained and
predicted. In this regard, an interesting question is whether simulation mod-
els of criminal displacement can be useful for anticipatory policies strategies
(e.g. to increase the number of guardians at locations where hot spots are
likely to emerge, instead of at the present locations of hot spots). Some
agent-based models have been implemented to this purpose, comparing be-
tween a number of policy strategies (varying from merely reactive to more
anticipatory policies)’. In all these cases researchers highlight the implica-
tions of simulated experimentation in terms of policy indications.

An interesting and recent approach that looks at the use of computer
simulation in policy modelling is the so-called participatory agent-based so-
cial simulation”’ . Participatory modeling aims at closely involving potential
users and stakeholders in model specification, design, testing and use. The
development of agent-based social simulation models is realized in conjunc-
tion with users and stakeholders. They can repeat decisions made under
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76 T. BOSSE, C. GERRITSEN, Comparing Crime Prevention Strategies by Agent-based Sim-
ulation, cit.

7 A. RAMANATH, N. GILBERT, The Design of Participatory Agent-based Social Simu-
lations, in “Journal of Artificial Societies and Social Simulation”, Vol. 7, 2004, n. 4,
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differing scenarios and strategic conditions’®. This method can provide sup-
port for decision making in a relatively cost effective way’®. A group of
researchers at the University of Koblenz (Germany) have recently been de-
signing and implementing a software tool to support participatory simula-
tion and policy modeling®. The software is intended to provide a platform
for formalizing various kinds of agent behavior representations®! and to sup-
port models of political negotiations between different groups of stakehold-
ers®2. The use of participatory simulation as a technique that enhances un-
derstanding of tasks and communication among stakeholders is also receiv-
ing increasing attention in the field of criminal justice policy research®.

5. CONCLUSIONS

In the present paper we have discussed how agent-based social simula-
tion (ABSS) can address the study of crime and how it can support criminal
justice policy making. Crime simulation is a methodological approach to
formalizing and testing criminological theory and to conducting “virtual”
experiments on crime-prevention strategies.

One of the advantages of simulated experiment is its ability to create a
counterfactual (it does not have to use randomization because it can go back
in time and recreate the same society upon which to apply a different inter-

vention)®*.
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As far as the field of criminology is concerned, agent-based social sim-
ulation is useful in many circumstances, specifically when opportunities to
conduct empirical experiments with real subjects are challenging or impossi-
ble®. For example, simulations might be considered when ethical concerns
prevent the random assignment of people to the so-called “control condi-
tions”. Simulations are also useful as a comparatively inexpensive way to
evaluate a certain program and suggest some changes before it is properly
tested empirically. The cost of running ‘virtual” experiments is inferior of
the costs involved in empirical field trials. Simulation may play a significant
role in vetting and strengthening programs prior to their empirical testing®®,
“then we may be able to weed out interventions prior to their application in
the field for empirical testing”®’.

Within criminology, ABSS has been usefully employed to projecting the
likely impact of crime-prevention interventions®® and to evaluating the po-
tential of a certain criminal justice policy strategy®’.

As far the application of crime simulation to policy making, several re-
searchers have been developing agent-based models to study policy problems
in different policy sectors and with different purposes. In Fig. 1 we synthe-
sized the way in which agent-based social simulation can be usefully applied
within the policy process, showing, for each stage of the policy cycle, the
specific purposes of agent-based models.

As already seen in previous Sections, agent-based social simulation can
support the overall policy making process along its different stages: from
the original problem definition; to the phase of implementation (in which
agent-based models can be used to test the relative impact of a certain policy
and to highlight what is going wrong); to policy evaluation, in which agent-
based models can be used to test the overall impact of a certain policy.

During the first phase of the policy cycle (problem definition), for ex-
ample, simulations could help improving the theoretical explanation (which
justifies the definition of a certain issue as a problem that needs to be solved),
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by requiring a higher degree of theory formalization. Formalization reveals
logical inconsistencies of a theory that must be eliminated before planning
useful policy interventions. If crime prevention interventions can be sim-
ulated, then we may be able to weed out interventions prior to their appli-
cation in the field for empirical testing. Several agent-based models address
this question and allow for the examination of the outcomes of different
crime-prevention interventions (e.g. police patrolling strategies).

Agent-based models to specify|
mechanisms that give rise
to the problem

Agentbased models as policy Problem identification

evaluation tools to estimate
the total impact of a policy
intervention

Participatory agent-based models
in support of political negotiations
between users and stakeholders

L—

Policy evaluation Policy formulation

Policy cycle

Policy implementation Decision making

Agent-based simulations to test
the relative impact of a program
prior to its implementation

Computer-based information
to analyze different policy
decision making strategies

and to support decision making activities
(Decision support systems)

Fig. 1 - The employment of agent-based simulations along the policy making process

Moreover simulations could reveal how much time must pass between
the implementation of a policy intervention and the appearance of its out-
comes, for example in terms of crime reduction or increase of the safety of
the population. This also means that simulation helps us to measure the im-
pact of a policy intervention. This could also allow to improve the planning
of empirical experiments and avoid using experiments that measure impact
prior to its occurrence™.

Finally, simulations could help us estimate the conditions in which a cer-

tain intervention is likely to wear off’!. It is then possible to use simulated

P JE. Eck, L. LIU, Varieties of Artificial Crime Analysis: Purpose, Structure, and Evidence
in Crime Simulations, cit.
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experiments to estimate the total impact of the intervention, by using vari-
ous experimental scenarios in which you manipulate parameters related to
the social, cultural or economic environment in which the policy is imple-
mented and then to observe the consequences in the model. It may allow to
give realistic measures of a program’s impact and to provide effective, reli-
able, and replicable instruments for evidence based policy making.





