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1. INTRODUCTION

Protecting informational privacy in cyberspace is difficult. The technical
infrastructure makes it remarkably easy to collect and use personal infor-
mation1, while there are few incentives in favour of the respect of privacy
over use of personal information for commercial purposes. The Internet
and other technologies have created new opportunities for providers of
service to collect personal information easily, amass large databases of per-
sonal information and capitalize on the personal information for commer-
cial purposes. Our very presence on the Internet leaves valuable traces that
internet service providers, search engines, providers of social network sites,
credit card companies, web shops etc. can exploit at times with our consent
or our connivance or at times surreptitiously without caring to consider our
possible opposition. These providers (and users/merchants) of personal
information have become a primary threat for users’ privacy, at the same
time that the services they offer are simultaneously growingly indispensable
for many users. More than 90% of Internet users in Europe have registered
anxiety over abuse of personal information online2. Governments too, may
be a threat to user privacy in the delivery of e-government services and the
centralisation of personal information.

* The Author is Associate Professor and Rosalind Franklin Fellow, University of
Groningen, The Netherlands.

1 P. SAMUELSON, Privacy as intellectual property? in “Stanford Law Review”, Vol. 52, 2000, p. 1125.
2 Eurobarometer Report, Confidence in the Information Society, May 2009, available at

http://ec.europa.eu/public_opinion/flash/fl_250_en.pdf.
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To date, states have sought to protect (the fundamental right3 of) pri-
vacy by specific personal data protection legislation and by encouraging
businesses to adopt privacy policies and practices to protect con-
sumer/user privacy. These approaches have limited effects, leaving con-
sumers often without any protection or remedies against abusive use of
their personal information. While in case of government traditional safe-
guards provided from fundamental human rights enforcement mecha-
nisms are also available – there is still an option to sue governments for
breaches of fundamental rights as judgements of the European Court of
Human Rights show – the responsibility of private companies for
breaches of informational privacy is still being worked out.

This paper reflects on the role that data protection legislation (name-
ly as implemented in European Member States following Directive
95/46/EC and other later directives) has in the protection of informa-
tional privacy online. It looks at two specific scenarios: possible remedies
where personal information has been negligently lost or stolen; and pos-
sible safeguards or remedies available when two or more private infor-
mation-rich businesses merge or are taken-over online. In each scenario,
it explores possible approaches that can be used to complement the cur-
rent systems of protection of personal information. The paper explores
two potentially complementary approaches:

The first approach is embedded in current theories of public interna-
tional law arguing for private sector fundamental rights responsibility. In
this part of the paper the author explores the usefulness of using devel-
opments in public international law on private sector responsibility for
breaches of fundamental rights – e.g. in the case of breach of property
rights or environmental rights – and the shifting of liability of private
sector liability to states in cases of breaches of fundamental rights – e.g.
where the state takes responsibility for breaches (of e.g. environmental
protection) carried out by private companies established in its territory.

The second approach is a market-based approach using competition
policy mechanisms to protect informational privacy. Traditionally, priva-
cy law and competition law have been considered to be two separate and
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3 Protected by Article 8 of the European Convention of Human Rights.
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independent areas of law with very little (if at all) in common. Recent
developments4 in the United States and Europe suggest that perhaps
there is more in common between these two areas of law than first
thought. This paper will describe and explain these developments.

2. INFORMATIONAL PRIVACY

Before examining the legal protection offered or that can potentially
be offered to consumers to protect their personal information, it is
important to define what is meant by the phrase ‘informational privacy’
in this paper. Three aspects of informational privacy, loosely based on
Roessler’s list in ‘New Ways of Thinking about Privacy’5, will be consid-
ered here.

The first element, based on the US concept of ‘right to be left alone’,
finds that “information about a person is worthy of protection even
when it involves something that occurs in public”6. In a European con-
text, this element of informational privacy is often protected in press
laws. The European Court of Human Rights has also had the opportu-
nity to elaborate on the remits of this aspect of informational privacy in
amongst other Von Hannover v. Germany7. It has considered that the
absence of a remedy in relation to the publication of information relat-
ing to private affairs may constitute a lack of respect for private life. In
Von Hannover v. Germany the Court acknowledged that, despite being
very well known, there was no doubt that the publication by various mag-
azines of photographs of the applicant in her daily life fell within the
scope of her private life and warranted protection8.

The second element of ‘informational privacy’ relates to autonomy –
the ability to control what personal information is made public and what

107J.P. Mifsud Bonnici / Protecting Informational Privacy in Cyberspace: Exploring ...

4 In particular following the Google-DoubleClick merger in 2007.
5 B. ROESSLER, New Ways of Thinking about Privacy, In Dryzek J.S., Bonnie Honig J.S,

Phillips A. (eds.), “The Oxford Handbook of Political Theory”, Oxford, Oxford University
Press, 2008.

6 IBID., p. 704.
7 Von Hannover v. Germany - 59320/00 [2004] ECHR 294 (24 June 2004).
8 D.J. HARRIS, M. O’BOYLE, ET AL., Harris, O’Boyle and Warbick: Law of the European

Convention on Human Rights, Oxford, Oxford University Press, p. 368.
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personal information is kept private. This aspect – informational self-deter-
mination – is to some extent protected (in Europe) by data protection leg-
islation.

The third element of ‘informational privacy’ relates to situations of
abuse following from the mass collection and processing of personal
information. This third aspect can cover both misuse of personal infor-
mation by the state and by the private sector. It is this third aspect of
informational privacy that will be given most attention in this paper.

3. DATA PROTECTION LAW

Data protection legislation provides (in different ways and different
extents) for the three aspects of informational privacy just described. In
Europe primarily, data protection legislation is based on a fundamental
right to live one’s private life without unnecessary interference identified in
the Universal Declaration of Human Rights and the European
Convention of Human Rights (ECHR)9. Since the 1980s, the right to pri-
vate life (envisaged in Art. 8 ECHR) has been extended to cover protec-
tion of personal information. By 1981, well ahead of the commercial
introduction of the Internet, the Council of Europe had opened for sig-
natory Convention 108 – the Convention for the Protection of Individuals
with regard to Automatic Processing of Personal Data – for its Member
States. The main principles found in Convention 108 where later taken up
by the European Union, in its Directive 95/46/EC on the protection of
individuals with regard to the processing of personal data. This Directive,
was agreed on in 1995 (at the start of the commercial Internet era) came
into force by 1998 (at the start of the first major growth of the Internet)
and is still in force today. The developments in (tele)communications tech-
nology and the use of personal data information in the offering of servic-
es are covered by another Directive – Directive 2002/58 on Privacy and
Electronic Communications – introduced after the 2000, ‘.com’ fall out.

The approach taken to the protection of personal information (in
Europe) can be described as a ‘fundamental rights approach’ where what
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9 Article 8 - European Convention Human Rights; Article 12 – Universal Declaration of
Human Rights.
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is protected is not the information itself but the individual (and his/her
right to a private life). Protection of personal information in data protec-
tion is based not on ownership of the personal information but on the
fact that that personal information identifies the data subject. The pro-
tection attached to personal information has since 2000 been included as
a separate fundamental right in the Charter of Fundamental Rights of the
European Union10.

Directive 95/46/EC establishes some fundamental principles in
accordance with which personal data can be collected, processed and
kept. It also gives some powers to a data subject to access, seek rectifica-
tion or deletion of inaccurate or no longer appropriate information.
Directive 2002/58 complements Directive 95/46/EC and applies to
areas not specifically identified in Directive 95/46/EC such as treatment
of traffic data, spam, cookies and confidentiality of information. This
paper will not proceed with a detailed review of what these two
Directives protect, instead it will focus on two scenarios of possible
abuse following from the mass collection and processing of personal
information where, it is argued here, the Directives do not provide
enough protection.

Before proceeding with the scenarios, it is important to keep in mind
that the in the US the position is somewhat different as there is no com-
prehensive privacy protection. Direct legislation to protect personal
information has been sporadic and sectoral. Information privacy is pro-
tected only through an amalgam of narrowly targeted rules11. Instead the
approach has been one that relies on market self-regulation, that is, pro-
tection of personal information privacy is dependent on businesses intro-
ducing self-imposed rules identifying fair information practices. To a

109J.P. Mifsud Bonnici / Protecting Informational Privacy in Cyberspace: Exploring ...

10 Article 8 – Charter of Fundamental Rights of the European Union.
Article 8 - Protection of personal data 1. Everyone has the right to the protection of per-
sonal data concerning him or her. 2. Such data must be processed fairly for specified pur-
poses and on the basis of the consent of the person concerned or some other legitimate
basis laid down by law. Everyone has the right of access to data which has been collected
concerning him or her, and the right to have it rectified. 3. Compliance with these rules shall
be subject to control by an independent authority.

11 J. REIDENBERG, Privacy Wrongs in Search of Remedies, in “Hastings Law Journal”, Vol. 54,
2002, p. 877.
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large extent, the market has had few incentives to self-regulate. In prac-
tice there are many significant gaps in protection and few clear remedies
for violations of fair information practices.

4. SCENARIO 1: NEGLIGENT LOSS OR THEFT OF PERSONAL INFORMATION

The first situation to be considered here is the following: The
increased ease in collecting personal information (on the Internet or
through other media) seems to have led to increased occasions of negli-
gent loss or theft of personal information stored on moveable storage
systems. An informal track of personal data losses in the Europe and the
US in the past three years12 shows that millions of personal records have
been lost, misplaced or stolen in often the most mundane of situations –
a laptop with stored personal information of employees/clients etc.
stolen when left unattended in a car; storage media left on trains; a cd
with personal information (including bank records, social security num-
bers and other important personal identifiers) lost in the mail; banks’ or
shops’ client information systems hacked and so on.

The Data Protection Directive and the national laws implementing it
all impose an obligation on the data controller to keep the personal
information collected and processed in a secure manner13 and “to imple-
ment appropriate technical and organizational measures to protect per-
sonal data against accidental or unlawful destruction, accidental loss”14.

While all the national legislations include this obligation, there are a
number of limitations to the effectiveness of this obligation. One major
limitation lies with the reduced or limited powers of Data Protection
authorities to enforce this obligation and impose sanctions when this
obligation is breached. For a wide variety of reasons, some Member
States have chosen to give their data protection authorities very limited
powers to police the implementation of the data protection obliga-

110 Diritti di libertà nel mondo virtuale della rete

12 See ‘Table of Losses’ attached to J. CANNATACI, J.P. MIFSUD BONNICI, The UK 2007
Data Protection Fiasco: Moving on from Bad Policy and Bad Law, in “International Review of Law,
Computers and Technology”, Vol. 23, nn. 1-2, 2009, pp. 47-76.

13 Art 17 - Data Protection Directive.
14 Art 17(1) - Data Protection Directive.
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tions15. While the data protection authorities in some countries, like Italy,
have relatively wide powers to inspect premises where personal infor-
mation is kept by companies, in other countries such as the UK, the
Information Commissioner was effectively barred from spot-checks of
either the public or the private sectors. His officers could only inspect
premises and records after giving advance warning and with the agree-
ment of the civil servants or companies concerned16.

A related limitation to inadequate enforcement is the absence of real
sanctions for breaches of the obligations of this article. Data protection
authorities have limited sanctions that they can apply after investigating
breaches. Proper sanctions can work as incentive for data controllers (and
employees within a company) to take the obligations of article 17 seriously.

The Data Protection directive (in article 23) requires that Member
States provide a way for persons “who have suffered damage as a result
of an unlawful processing operation or of any act incompatible”17 with
the Directive to be entitled to compensation from the controller for the
damage suffered. In many national legislations, individual citizens may
bring a claim of compensation under general private (or civil) law provi-
sions18. Had a citizen to take such action however, the burden of proof
for the damage caused by a negligent loss of a company would lie with
the citizen – a burden, one may argue, that is disproportionately large.

While arguing for necessary changes to be made to the power of data
protection authorities, we may also consider whether there are comple-
mentary courses of action can be followed in such cases. In this part of
the paper the author explores the usefulness of using developments in

111J.P. Mifsud Bonnici / Protecting Informational Privacy in Cyberspace: Exploring ...

15 Bignami argues that “compared to other areas of European law, the Data Protection
Directive gives surprisingly few powers to the European network of privacy regulators; the
bargaining history [she claims] shows that this decision was driven by extreme disagreement
on the importance of privacy.” F. BIGNAMI, Transgovernmental Networks vs. Democracy: The Case
of the European Information Privacy Network, in “Michigan Journal of International Law”, Vol.
26, 2005, p. 810.

16 J. CANNATACI, J.P. MIFSUD BONNICI, op. cit.
17 Article 23 - Data Protection Directive.
18 See for example Article 46 of the Maltese Data Protection Act (Chapter 440 of the

Laws of Malta).
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public international law on private sector responsibility for breaches of
fundamental rights – e.g. in the case of breach of property rights or envi-
ronmental rights – and the shifting of liability of private sector liability to
states in cases of breaches of fundamental rights – e.g. where the state
takes responsibility for breaches (of e.g. environmental protection) car-
ried out by private companies established in its territory.

4.1. Responsibility of Non-state Actors for Human Rights Violations

There is a growing literature on the responsibility of states and non-
state actors in violations of human rights19. Traditionally the responsibil-
ity for the protection of human rights lies with states. States have the
responsibility to provide the necessary environment and laws for the pro-
tection of human rights within a state and for relevant sanction where
human rights are violated. Citizens can bring actions against the state
where the state alleged violates the citizens’ human rights. Courts have, in
most European courts reviewed actions of governments for human
rights violations and citizens in Europe can, once local remedies are
exhausted, bring their claims before the European Court of Human
Rights. What this in fact means for our debate on protection of infor-
mational privacy, is that violations by a state or parastatal organisations of
informational privacy may be brought before a court and citizens may be
compensated (and/or laws changed) if the court finds for the citizen
bringing the action. Numerous allegations of the violation of the right to
non-infringement of one’s private and family life (including protection
for informational privacy) have been brought before the European Court
of Human Rights20.

While the responsibility of states for their own actions is often clear,
it is not clear whether private corporate entities have enforceable obliga-
tions to protect human rights and whether states are also responsible for
the actions of private corporate entities established in its territory. It is

112 Diritti di libertà nel mondo virtuale della rete

19 See for example, R.G. STEINHARDT, Soft Law, Hard Markets; Competititve Self-interest and
the Emergence of Human Rights Responsibilities for Multinational Corporations, in “Brooklyn Journal
of International Law”, Vol. 33, 2007, pp. 933-953.

20 E.g. Hannover v. Germany; S and Marper v. UK etc.
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increasingly argued, e.g. in the environmental field, that private compa-
nies can be directly held responsible for violations of human rights (e.g.
the right to property). As a response to this devolution of responsibility
of human rights violations to the private sector, the private sector has in
many areas developed codes of practice or standards of practices delim-
iting their responsibility21. Steinhardt argues that “one dominant critique
of the corporate responsibility initiative suggests that it subverts share-
holder primacy by requiring management to develop an expertise in
human rights law and exercise de facto control over abuses …raising costs
without raising revenues”22. Yet one can also argue that human rights are
rights that every human being has erga omnes and not solely against his
own State or another state, as guarantors of an environment of human
rights’ protection. No person should be allowed with impunity to breach
the fundamental human rights of others.

Unlike other areas, as noted earlier, where private companies have taken
what has been called an “entrepreneurial approach to human rights”23 and
have identified their human rights obligations as an industry and adopted
these obligations in the standard business practices, this has not yet hap-
pened for the protection of informational privacy. Even if most business-
es active online have privacy policies, none of these policies contain any
provision on the remedies available to individuals if personal information
kept by the company is accidentally or negligently lost or stolen.

Apart from waiting for business to take an entrepreneurial approach to
human rights, one could also argue that businesses can also be held respon-
sible for human rights violations. It has also been argued that human rights
obligations are not different in kind from other sources of obligation in
trade law24. In support of this argument is that any business can be held
liable for damages caused by the negligence or intentional acts of its
employees. Following this logic, negligent acts or intentional acts that vio-
late human rights obligations should not be treated any differently.

113J.P. Mifsud Bonnici / Protecting Informational Privacy in Cyberspace: Exploring ...

21 See Code of practice for diamonds - Kimberly Process Certification Scheme; for
forestry etc.

22 See R.G. STEINHARDT, op. cit., p. 933.
23 See R.G. STEINHARDT, op. cit., p. 937.
24 See R.G. STEINHARDT, op. cit., p. 941.
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It is legally more difficult however to claim that citizens can bring an
action for damages caused by a violation of their right to informational
privacy based not on data protection law but directly on the basis of fun-
damental rights. The question here is, are Article 8 ECHR and Articles 7
(protecting the right to private life) and 8 (protecting the right to data
protection) Charter of Fundamental Rights of the European Union jus-
ticiable against private parties? Arguably (given the novelty (post coming
into force of the Lisbon Treaty in December 2009)) one will first need to
answer the question whether Articles 7 and 8 of the Charter of
Fundamental Rights of the EU have direct effect vertically against the
action of states and horizontally against the action of private actors.
Following Article 6 TEU the Charter of Fundamental Rights has “the
same legal value as the Treaties” and is addressed “to the Member States
only when they are implementing Union law”25. This does not however
mean that each of the fundamental rights is directly effective.

In case of Treaty provisions, the ECJ has held in Van Gend en Loos
(and developed further in subsequent decisions such as Van Duyn and
Defrenne) that “a Treaty Article will be accorded direct effect provided that
it is intended to confer rights on individuals and that it is sufficiently clear,
precise and unconditional”26. Whether Articles 7 and 8 satisfy these cri-
teria is yet to be decided.

4.2. State Responsibility in Case of Non-state Actor Violation of Human Rights

Contemporaneously, there is a tendency to consider states also liable for
violation of human rights by companies established in their territory. What
is argued here is that states have the ultimate responsibility to protect
human rights and cannot relinquish their responsibility when the violations
are committed by a private company established within its territory.

What are the implications of this trend for the protection of informa-
tional privacy in cyberspace? Within this second approach – holding states
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25 Article 51(1) Charter of Fundamental Rights of the European Union OJ 2010/C
83/02.

26 See P. CRAIG, G. DE BURCA, EU Law: Texts, Cases and Materials, Oxford, Oxford
University Press, 2008, 275 p.
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responsible for human rights violations committed by private companies
– this could in practice mean that citizens’ can bring human rights actions
against the state when a private company would have in any way (negligent
loss, theft, mishandling) misused the private information it held.

One important aspect not discussed so far is the question of jurisdic-
tion. Collection of personal information on the Internet is, to many
extents, borderless or not specifically bound to one geographical space. If
one were to take as an example the social network Facebook with more
than half a million users, the personal information collected from and
about those users is no bound to one geographical territory. Where would
a user bring an action to remedy a human rights violation? Which state
can be held responsible for the breach of informational privacy by
Facebook? Are the ‘traditional’ of jurisdiction – e.g. territorial or person-
al link between the dispute and the jurisdiction of the court – enough?
And what law should apply? Given the universality of human rights one
would argue that the choice of law problem should not arise here.
However, given that the right to informational privacy is only unambigu-
ously identified as a fundamental right in the EU Charter of Fundamental
Rights, the universal aspect of the human right might come into question.
There is a possibility that state courts take a parochial approach, prefer-
ring a narrow interpretation of jurisdiction, preferring their own jurisdic-
tion over possibly the jurisdiction of other courts and preferring their
restrictive interpretation on the possibilities of holding states and private
actors liable for human rights violations. This uncertainty on jurisdiction
acts against citizens as it offers no clear route to avail themselves of pos-
sible (possibly also undetermined) remedies.

5. SCENARIO 2: MERGERS AND ACQUISITIONS

The second situation to be considered here is the following: similar to
business enterprises active off-line, businesses online often merge or are
bought-off by other businesses. In these business transactions personal
information of clients or employees etc. coming from the different busi-
nesses are also merged. Combining already large collections of personal
information in a reality where so much can be done with the personal
information can be considered to be another threat to personal informa-
tional privacy unless appropriate safeguards are in place.

115J.P. Mifsud Bonnici / Protecting Informational Privacy in Cyberspace: Exploring ...
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In the current data protection legislation structure there is no method
to forestall situations or impose specific protections where a commercial
entity in the course of its transactions with other commercial entities (e.g.
during a merger or take-over) increases its store of consumer personal
data. The urgency of adequate protection of consumer information
becomes even more acute when two online companies merge giving one
company exceptionally wide access to consumer information, as in the
Google-DoubleClick merger in 2007 where it was argued that the acqui-
sition of DoubleClick would permit Google to have more information
about the Internet activities of consumers than any other company in the
world27. Data protection legislation would need to be followed after the
merger but there is no means in the legislation to impose specific safe-
guards to ensure that the personal information would not be exploited in
a way to threaten consumer privacy28.

Under fair competition/antitrust rules, a merger can be reviewed by
the EU Commission in Europe and the Federal Trade Commission
(FTC) in the United States to establish whether the merger could poten-
tially constitute unfair and deceptive trade practices. Could one of the
review criteria be the potential threats of privacy by the concentration of
too much consumer information in the control of one corporate entity?

There is a growing trend (seen particularly in the US29) to attempt to
include privacy concerns in anti-trust/unfair competition proceedings.
Indeed in 2007, the Google-DoubleClick merger was challenged by a
number of organisations in the US on privacy and antitrust grounds30.
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27 EPIC complaint to the FTC April 2007, available at http://www.epic.org/privacy/
ftc/google/epic_complaint.pdf.

28 One can argue that if information has been supplied to a particular company on trust
and for the purposes informed of at the moment of collection, it would not only be a major
breach of trust if that information is passed to another but also a breach of data protection
obligations (to process and keep personal information only for specified purposes).

29 See for example Geocities case in 1999 - “In the matter of Geocities, Agreement
Containing Consent Order, File No. 9823015 (12 February 1999) (available at http://www.
ftc.gov/os/1998/08/geo-ord.htm) and ToySmart.com in 2000 (available at http://www.ftc.
gov/opa/2000/07/toysmart2.shtm).

30 The Electronic Privacy Information Center (EPIC) file a complaint on 20 April 2007
with the Federal Trade Commission requesting the FTC to (a) issue an injunction to prevent 
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Access to personal information of consumers was also one of the con-
cerns investigated by the EU Commission in the proceedings examining
whether the merger would significantly impede fair competition31. Both
the US Federal Trade Commission and the EU Commission eventually
found that there was no situation of distortion of competition by the
merger and authorised the merger to proceed. This notwithstanding, this
case (and others) has given rise to increased awareness of the possibility
of using competition (and anti-trust) principles to protect individuals’
informational privacy. One can question however whether competition
and anti-trust principles are in fact appropriate mechanisms to be used in
the protection of consumer personal information privacy.

5.1. Personal Information as a Commercial Asset

As pointed out in the beginning of this paper thanks to the advances in
information technology is it relatively easy and cheap for companies to amass
personal consumer information. Thinking in market terms, the ease with
which personal consumer information can be collected produces a steady sup-
ply of personal information which is taken up by companies that increasing-
ly consider large data sets of consumer information as essential assets for
companies trading online. By using consumer information, companies can tai-
lor their goods and services to match the preferences and dislikes of the mar-
ket. One can expect that a company with a wide and large data set of con-
sumer information can have a competitive edge over other competitors who
may have lesser stores of personal data. Having large sets of personal infor-
mation could also be exploited in a way that threatens consumers’ privacy.
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the merger and (b) to conduct an investigation regarding the circumstances of the merger.
The complaint alleged that “the acquisition of DoubleClick will permit Google to track both
a person’s Internet searches and a person’s web site visit...giv[ing] one company access to
more information about the Internet activities of consumers than any other company in the
world. Moreover, Google will operate with virtually no legal obligation to ensure that priva-
cy, security and accuracy of the personal data that it collects”, available at http://www.epic.
org/privacy/ftc/google/epic_complaint.pdf.

31 COMMISSION DECISION of 11/03/2008 declaring a concentration to be compati-
ble with the common market and the functioning of the EEA Agreement (Case No
COMP/M.4731 - Google/DoubleClick) C(2008) 927, available at http://ec.europa.eu/
competition/mergers/cases/decisions/m4731_20080311_20682_en.pdf.
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The personal information market is not quite as perfect as it seems
with supply and demand keeping each other in check. The market is
not transparent: the original supplier of the person information (the
data subject) has little or no control over the use of the personal infor-
mation supplied. Data protection legislation in Europe tries to address
this lack of transparency by requiring consent of the data subject and
that the data subject is informed of the purpose of collection and use
of the personal information. Theoretically at least, the giving of infor-
mation allows the data subject/consumer to then make informed
choices about the use of his/her personal information. As in other
areas of consumer law, where the notion of informed consumer is cen-
tral32, there are limits to the effectiveness of this obligation as a reme-
dy against abusive use of personal information. One could argue that
companies in a leading position in the market may potentially afford to
ignore traditional privacy safeguards (where they exist at all). The dif-
ference between companies abiding with data protection or other pri-
vacy legislation and those which do not can also result in the non-
abiders having a competitive edge on competitors following the more
onerous obligations of privacy protection. Data protection legislation
does not provide remedies to balance the inequality between abiders
and non-abiders with the laws. Furthermore, where the reach of
European data protection law does not reach (or is ignored), the con-
sumer is left in an even more vulnerable position with his/her person-
al information being traded while he/she has little power over the use
of personal information.

There is a growing school of thought33 that law should grant the data
subject/consumer a property right in their own personal data and be
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32 See for example, T. WILHELMSSON, The Informed Consumer v the Vulnerable Consumer in
European Unfair Commercial Practices Law - A Comment, In Howells G., Twigg-Flesner C., Parry
D., Nordhausen A., “The Yearbook of Consumer Law 2007”, United Kingdom, Ashgate
Publishing, Ltd., 2007 and S. WEATHERILL, The Rôle of the Informed Consumer in EC Law and
Policy, in “Consumer Law Journal”, Vol. 2, 1997, p. 49.

33 See for example P. SAMUELSON, Privacy as Intellectual Property? In “Stanford Law
Review”, Vol. 52, 2000, p. 1125 and E. DOMMERING, Van ‘Ja zuster, nee zuster’ naar ‘Discodans’:
de lange weg naar commerciële informationele privacy, in Visser D.J.G. (ed.), “Commercieel portre-
trecht ’t Schaep met de 5 pooten”, Netherlands, Uitgeverij deLex, 2009, pp. 259-273.

07_Mifsud.qxd  27/09/2010  12.38  Pagina  118



allowed to negotiate with business which personal data to reveal to which
firms for what purposes and for what price. This approach assumes a
move towards a market-based approach rather than a fundamental rights
approach which has so far dominated European thinking. While a prop-
erty rights model has some appeal in (theoretically at least empowering
the consumer), it is hard so far to imagine its viability in practice and its
prospect of achieving information privacy goals34.

5.2. Competition Law

The regulation of mergers between business entities falls under a dif-
ferent area of law to privacy law: competition law (or antitrust law in the
US). Prima facie, the aims of competition law have little in common with
(if not antithetical to) the concerns privacy law seeks to address. In
essence competition law has three elements: a. prohibiting agreements or
practices that restrict free trading and competition between business enti-
ties; b. prohibiting abusive behaviour by an entity dominating a market or
practices that tend to lead to a dominant position; and c. supervision of
mergers and acquisitions of entities. The main enforcement entity for fair
competition/antitrust rules at a European level is the EU Commission
and the Federal Trade Commission (FTC) is the equivalent entity in the
United States.

In theory, by applying competition policy ensuring that companies
compete with each other in a free and fair manner while offering their
goods and services, consumers are also being offered better services and
goods. It is often argued35 that the end beneficiary of fair market rules is
the consumer (even if the rules as such do not mention consumers or
consumer protection).

Given that consumer protection is a goal shared by both privacy law
and competition policy, and given the evident commercial value of per-
sonal information in today’s online trading businesses, there is a growing
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34 See SAMUELSON, op. cit. p. 1125 for an eloquent discussion on the viability and diffi-
culties of such a system.

35 See for example E. EDWARDS, Stepping up to the Plate: the Google-DoubleClick Merger and
the Role of the Federal Trade Commission in Protecting Online Data Privacy, 2008, available at SSRN
http://ssrn.com/abstract=1370734.
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trend (seen particularly in the US36) to attempt to include privacy con-
cerns in anti-trust/unfair competition proceedings. There is yet no com-
prehensive research identifying the role competition policy mechanisms
can play (if at all) in the protection of personal informational privacy.

On the one hand it can be argued that competition policy mechanisms
play no role in the protection personal informational privacy simply
because competition policy is geared towards the regulation of econom-
ic factors and not non-economic factors like privacy protection. This
position can be defended through economics-based competition analysis,
inspired by the so-called “Chicago School” of competition theory that
shows that “non-economic” factors, including privacy protection, are
best dealt with by legislation and not by competition policy.

On the other hand, it can also be argued that since there is a market
for personal information, personal privacy should be framed in market
terms and no longer, solely, from a fundamental rights perspective.
Following then a market-driven approach to privacy protection, one
could argue that privacy protection is so fundamental that there should
be an obligation to integrate privacy protection in all regulation and poli-
cies, including competition policy.

What one can definitely see however, from the handling of the
Google-DoubleClick merger examination, is that while competition pol-
icy has mechanisms that can be used to protect personal privacy, inte-
grating privacy matters in the current competition law enforcement struc-
ture will need some institutional and cultural changes to happen37.

Despite the length of time to instigate and wait for the necessary
changes to happen, it is important that interested organisations or indi-
viduals continue to challenge mergers and acquisitions of companies hav-
ing access to broad collections of personal information. The mere
process of asking for review can achieve safeguards that consumers
would not have otherwise had. An example of this can be seen in the
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36 See for example Geocities case in 1999 - “In the matter of Geocities, Agreement
Containing Consent Order, File No. 9823015 (12 February 1999) (available at http://www.
ftc.gov/os/1998/08/geo-ord.htm) and ToySmart.com in 2000 (available at http://www.ftc.
gov/opa/2000/07/toysmart2.shtm).

37 See E. EDWARDS, op. cit. 
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DoubleClick-Abacus Direct acquisition in 2000. When DoubleClick (an
Internet advertising company) purchased Abacus Direct (a market
research company), the acquisition also sparked concern that consumer
privacy may also be harmed by the transaction. Ultimately, a consent
decree maintaining the separation between the consumer databases was
awarded, securing to some degree consumers’ informational privacy38.

6. CONCLUSION

In a world where online providers seek to convince their customers
that ‘privacy is dead’ in an attempt to enjoy carte blanche over the personal
information they collect, discussing safeguards and remedies for infor-
mational privacy takes on a renewed appeal. It is important for con-
sumers to appreciate that there are viable mechanisms that can be
invoked to protect one’s personal information.

With “private enterprises now control[ing] more powerful resources
of information technology than ever before”39 is it important to review
the current legal framework protecting informational privacy. This paper
has looked at two specific scenarios where consumers’ rights to informa-
tion privacy may be violated, considering the limits of the current data
protection legislation and the possibility of using other fields of law to
complement the current framework of protection.

In the first scenario – involving situations of possible negligent loss or
theft of personal information – one can see that while the current legal
framework (set by Directive 95/46/EC) sets an obligation for data con-
trollers to use appropriate mechanisms and institutional setups to secure
personsal information, the law stops short from giving the data protec-
tion enforcement authorities enough power to ensure compliance with
the obligation by data controllers. While a first recommendation is to
encourage necessary changes to the law, the paper also explored other
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38 R. HAHN, H.J. SINGER, An Anti-trust Analysis of Google’s Proposed Acquisition of Double
Click, 2008, accessed at SSRN http://ssrn.com/abstract=1016189.

39 PAUL M. SCHWARTZ, Privacy and Democracy in Cyberspace, in 52 Vand. L. Rev. 1609, 1633
(1999) as cited in D. SOLOVE, A Brief History of Information Privacy Law, in “Proskauer on
Privacy”, pp. 1-46, available at http://papers.ssrn.com/sol3/papers.cfm?abstract_id
=914271.
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possible remedies for consumers. It looked at the responsibility of non-
state actors for the violation of human rights and state responsibility for
non-state actor violations. The routes offered basing one’s claims on the
direct responsibility of non-state actors for violations of information pri-
vacy or of claiming state responsibility for non-state actor violations may
exist but still need to be tested before a court of law.

In the second scenario – involving mergers and acquisitions of com-
panies holding large collections of personal information – the route
explored in this paper, of using FTC and EU Commission anti-trust
scrutiny mechanisms, has already be used in practice. Although the cur-
rent outcomes have been limited, it is, highly unlikely that these mecha-
nisms are not used again in future mergers of key industry players. As
Edwards argues “despite the view of traditional analysts and observers,
the FTC [and the EU Commission] has the authority to analyze data pri-
vacy issues, where appropriate, as part of its merger review”40. It is a mat-
ter of more detailed study, as well as persuading the FTC and EU
Commission, and then mustering the political will to provide for better
protection of informational privacy.

Ultimately what this article aims to show is that consumers can bene-
fit from better data protection legislation safeguards complemented by
developments going in linking human rights violations by the private sec-
tor to states and to the experimental field of using competition law struc-
tures to protect citizens’ informational privacy online.
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40 E. EDWARDS, op. cit.
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