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lNfRODUCTION 

Will the technology of the communication of digitally stored data via 
interactive computer services render obsolete the traditional publishing on 
paper? It would suffice to store the content of any book., journal, newspaper, 
image, sound, music, film or audiovisual work in a single database which 
is connected to a worldwide network of interactive computer services to 
permit any person in the world who can use these services to retrieve, 
download, copy or· print out the work. Thus the corporea! circulation of 
joumals and books could be replaced by the inclusion of this materiai in 
a database where it could be stored in digitai form and transmitted to the 
reader's technically sophisticated computer or television screen. The law of 
electronic publishing has not generated a particular discipline. lt is rather 
the need to comprehend · the developing · technology in legai terms which 
determines the classification of' on-line and off-line publishing within the 
hierarchy of legal rules. Since this technology and also its exploitation are 
global, the traditional method of the legal science according to which facts 
are analysed in relation to a national legal system may not yield satisfactory 
results. What is needed is the creative thought, developed upon a comparison 
of problems which arise in different national legal systems. This idea under
lies also the Green Paper 'Copyright and Related Rights in the Information 
Society', presented by the Commission of the European Communities. In 
this paper the Commission repeatedly pointed out that different national 
regulations, in particular in the field of copyright, may negatively affect the 
establishment of an efficient information infrastructure in the Community' s 
internal market1• Whereas the development of these infrastructures 'will 

* The arride in based on a seminar wich the author gave for the RAI on 12 march 1996. 
** Attorney at law, Munich, professor at the European Consortium for Audiovisual 

Training, Rome. 
1 Commission of the European Communities: Gteen Paper Copyright and Related Rights 
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mean economie growth, jobs and exports for all economies to the benefit 
of authors, producers and performers' which the European Union intends 
to boost with its programme INFO 20002, differences in national legislations 
may create barriers to the achievement of this aim. lt is difficult to foresee 
the legal implications of the use of a technology at a time when this techno
logy is in its infancy. The purpose of this article is thus confined to indi
cate the areas where problems may arise, by reference to cases which have 
arisen in diff erent national legai systems and to suggest solutions which 
permit the avoidance of a misallocation of resources. 

1. THE DEFINITTON oF THE TERMS 'ON-LINE' AND 'OFF-LINE PuBLISHING' 

The new technologies for the communication of digitised data may 
roughly be described as 'on-line' and 'off-line' publishing. Whereas tradi
tional publishing means the communication of information printed on paper, 
the new technologies permit the paperless communication of information 
on television or computer screens, but they may also permit the making of 
print-outs of the information by means of a printer which is attached to 
the computer or the copying of the data to a coporeal carrier. 

1.1. The Definition of the Term 'On-line Publishing' by Reference to the 
Definition of the Term 'Electronic Publishing' in the u.s. Telecommu
nications Act of 1996 

The legai order has not yet developed a unanimous definition of the 
term 'on-line publishing'. The u.s. Telecommunications Act of 1996 contains 
the following definition in Section 274, 'Electronic Publishing By Bell 
Operating Companies', subsection (h)3: 

in the Information Society, document coM(95) 382 final, at 58: 'It is dear that the intellectual 
property law applying to digitai dissemination or transmission will have to be harmonised. 
Without far-reaching harmonisation, freedom to supply services cannot become a reality, 
because differences of treatment will necessarily piacé obstacles in the way of trade between 
Member States;' and at 63: 'The introduction of exclusive broadcasting rights in some 
Member States and not in others only would seriously distort competition in cross-border 
broadcasting, and would at once provoke a displacement of broadcasting activities'. 

2 u.s. Information Infrastructure Task Force, Report of the Working Group on Intellec
tual Property Rights: 'Intellectual Property and the National Information Infrastructure', 
September 1995, at 149; EU Council Decision INFO 2000, of 20 May 1996, O.J. L 129/24 
of 30 May 1996. 

3 u.s. Telecommunications Act of 1996, Section 274(h). 
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'DEFINITION OF ELECTRONIC PUBLISHING 

1) IN GENERAL - The term 'electronic publishing' means the dissemina
tion, provision, publication, or sale to an unaffiliated entity or person, 
of any one or more of the following: news (including sports ); enter
tainment ( other than interactive games ); business, financial, legal, 
consumer, or credit materials; editorials, columns, or features; adverti
sing; photos or images; archival or research materiai; legai notices or 
public records; scientific, educational, instrnctìonal, technicaì, profes
sional, tracie, or other literary materials; or other like or similar infor
manon. 

2) ExcEPTIONS - The term 'electronic publishing' shaH not include the 
following services: 
a) Information access, as that tennis defined by the modification of 

final judgment. 
b) The transmission of information as a common carrier. 
e) The transmission .of information as part of a gateway to an 

information service that does not involve the generation or alte
ration of the content of information, including data transmission, 
address translation, protocol conversion, billing management, 
introducto.ry information content, and navigational systems that 
enable users to access electronic publishing services, which do 
not aff ect the presentation of such electronìc publishing services 
to users. 

d) V oice storage and retrieval services, including voice messaging 
and electronic mail services. 

e) Data processing or transaction processing services that do not 
involve the generation or alteration of the content of ìnformation. 

J) Electronìc biiling or advertising of a bell operating company's 
regulated telecommunications services. 

g) Language translation or data format conversion. 
h) The provision of information necessary for the management, 

contro!, or operation òf a telephone company telecommunications 
system. 

i) "fhe provision of directory assistance that provides names, addres
ses, and telephone numbers and does not include advertising. 

j) Caller identification services. 
k) Repair and provisioning databases and credit card and billing 

validation for telephone company operations. 
[) 911-E and other emergency assistance databases. 



10 Infonn,:itica e diritto I Diritto dell'informatica 

m) Any other network service of a type that is like or sinùlar to 
these network services and that does not involve the generation 
or alteration of the content of information. 

n) Any upgrades to these network services that do not involve the 
generation or alteration of the content of information. 

o) Video programming or full video entertainment on demand. 

Since the purpose of Section 274 of the u.s. Telecommunications Act of 
1996 lies in the establishment of limits for vertical concentrations between 
Bell telephone operating cornpanies and electronic publishing activities, the 
provision is more concerned with describing the content of the electronic 
publications - the provision does not refer to the technical means used for 
the communication - but it may be assumed that 'electronic' publishing 
means 'on-line' communication and thus a publishing which is performed 
via computers which are connected by means of telecommunications. Sum-· 
ming up, the definition of the term 'online publishìng' with regard to 
telecommunications in Section 274(h) of the u.s. Telecommunications Act 
of 1996 excludes services from the scope of the provision which do not 
deternùne the coment of the ì.nf ormation concerned so that the transnùssion 
of the information or the providing of the access to electronic publishing 
services are not covered. The definition of the term 'on-line publishing' by 
reference to the term 'electronic publishing' as used in the Act thus extends 
beyond the mere publication of printed materiai which is stored in electronic 
databases and transrnitted to a computer. The definition of the Act supports 
a broad definition of the term which would include the on-line commu
nication of any materia} which is stored in databases, including films and 
interactive multimedia works. However, the express exclusion of 'video 
programming or full video entertainment on demand' seerns to exclude 
from the term anything which does not constitute data which can be stored 
in a database bue which has the qualìty of a programme. It seems that the 
definition of the term 'on-line publishing' would include a single commu
nication of the information, different from traditional publishing, where 
publication occurs when a work is actually reproduced and distributed to 
the public4• The UK Copyright, Designs and Patents Act 1988 defines as a 

'publication' also the making of works available by me:ms of an eiectronic 
retrieval svstem. Thus the on-line oubiication of a work is made, when the , .l 

work is included in a database from which it can be accessed or downloaded 

·' See e.g. Artide 2 of the German Copyright Act, A;ticle 12 of the fo1lian Copyright 
Act or Artide 1 ì5 of the UK Copyright, Designs and Patents Act 1988. 
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withour that an actual electronic transfer of the data concerned would have 
to occur. It appears that the developing technology does not permit a 
narrow definition of the term, taking into account of the principle that 
exceptions should be given a narrow interpretation. 

Some of the new forms of on-line communications may briefly be 
referred to: 

- Electronic libraries, where the subscriber purchases the right to access 
and retrieve data stored in a database are a typical example of electronic 
publishing. The content of the database may vary: literary works, 
artistic works, musical works or images, sequences of images, films 
and audiovisual works. 

- Video-on-demand, where the subscriber obtains the possibility to 
choose certain films, videos or other audiovisual works which are 
kept in the database of the service, similar to the possibility to choose 
a video in a videotheque. The exdusion of full-video-on-demand ser
vices and video programming from eìectronic publishing in the sense 
of the u.s. Telecommunications Act of 1996, Artide 274(h)(2) letter 
(o), seems to lie in the particular interest to exdude this commercially 
interesting possibility of exploitation of audiovisual works from the 
restriccions which otherwise would be imposed upon Bell operating 
companies wanting to indulge into this business. Interestingly, 
Subsection 1 of the relevant provision expressly refers to images as 
subject-matter of electronic publishing. Therefore also sequences of 
images, film and other audiovisual works should be considered as a 
proper subject-matter of on-line publishing, since the technology 
employed does not justify a differentiation according to the vari.ous 
classes of works or objects transmitted. 
Pay-per-channel, where the subscriber obtains the right to see the 
programme of a television channel durìng a certain time. There will 
be no on-line publishing, due to the fact that the service offers a 
programme so that the service assumes the typical nature of broad
casting. 

- Pay-per-view, where the subscriber chooses from the offers of the 
service certain contributions onìy, similar to a person who makes a 
choice amongst the films played in a cinern.a. 
T elegames, where the subscriber may, interactively, participate in 
garnes, in particular video-games, which are offered by an on-ìine 
service. This service will not be considered as on-line publishing, 
Ìnsofar as the interactive nature of games and the degree of rhe sub-
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scriber' s persona! involvement does not permit the drawing of a 
parallel to the publishing of works. 

- T eleshopping, this means the offering, on-line, of goods and services, 
similar to the offers and advertisements in catalogues; in these cases 
the quality of teleshopping as on-line publìshing can be assumed 
whereas doubts may be permitted if teleshopping is an element within 
a sponsored television channel. 
Teleteaching, thìs service may constitute electronic publishing, in 
particular with regard to the elements which relate to the reproduction 
of works of literature and the arts or images and films. 
Inf ormation Services, these services will bave to be considered as 
electronic publishìng, insofar as they do not have the nature of pro
grammes. 

Conduding, there will be on-line publishing, if the service essentially 
consists in the offering of the retrieval and on-line transmission of works 
or similar objects stored in database, similar to the service of a library or 
videotheque, whereas on-line publishing cannot be assumed when the service 
has the nature of a programme. 

1.2. The Defùiition of the Term 'Off-line Publishing' 

No satisfactory definition of the term 'off-line publishing' has developed 
yet. The term is generally understood to comprise electronic publishing 
which is made on the basis of a material support such as a CD-ROM, CD

i or CD-E 5. It is asserted that a CD-ROM should be treated similar to a film6, 
but also similar to a database7• The traditional legal doctrines developed 
with regard to publishing will be applicable mutatis mutandis, taking inro 
account that the carrier of the subject-matter of the information to be 

5 A CD-ROM permits the transfer of the data w·hich are stored on ir to a computer, a CD

i to a television set and a CD-e permits also the user the modificarìon or deletion of data 
and the storage of new data on the material support. 

6 Mark Tumer, Do the Old Lega! Categories Fit the New Midtimedia Prod11cts? A 
l'efultimedùi CD-ROM as ,1. Film', (1995) 3 European Jnrellectu:tl Property Review, 107-109. 

7 Arnold Vahrenwald, The A,blùhing Jndustry faces Technologiml Change. (1996) 2 
Entertainmem Law Rcview, 50-61 at 5 l, footnote 11; the Common Posirion adopted by the 
Council on 10 July 1995 wìth a view to adopting the Directive of the European Parliament 
and of the Council on che legai prntection of databases, O.J. l 995 C288/14, as .i.mended by 
the European Parliamcnt ìn December 1995, document C4-0370/95-00ì393 (con), states in 
Reòtal 22 that dectmnic darnbases within the meanìng of this Directive rnay also include 
devices such as CD-ROM and co-i. 
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published is a materia! object so that the applicability of the provisions 
concerning the publication of works on paper may be justified. Also in the 
case of off-line publishing a differemiation according to the various classes 
of works published is not justified, taking Ìnto account that a CD-ROM or 
CD-i can reproduce text, graphics, images, sound and audiovisual works. 

1.3. Advantages and Disadvantages of On-line and Off-line Publìshing with 
Regard to Traditional Publishing 

On-line publications are directly accessible by users without intermediate 
trade, leaving out of account the service which may be needed to obtain 
the access. Accordìng to statistics consumers of on-line publications are 
essentially male, and the technology involved requires a certain technical 
capability which also limits access. Since advertising is addressed to women 
at a rate of some 70 per cent, the commerciai exploitability of on-line 
publishing appears limited at present. But the importance of on-line 
shopping will increase with the simplification of the technical process and 
equipment. Off-line publishing is considered expensive. The production of 
a valuable CD-ROM may cost dear due to the negotiations for the acquisicion 
of rights in pre-existing works. Agaìn, the market of off-line products is 
limited due to the consumers' technical facilities and capabilities. The CD

i player which can be used with a television set may reduce barriers which 
the involvement of computers may create for the consumer. 

2. TRE lNFRASTRUCTURE oF ON-LINE PuBLISHING 

The transmission of digitised data on-line presupposes the existence of 
networks for the communication of such data. This information ìnfrastruc
ture exists already, but a new infrastructure will develop and integrate the 
existing separate communications networks 'ìnto an advanced high-speed, 
interactive, broadband, digital communications system' 8• The technical net
work requìred for the informacion ìnfrastructure exists and is permanently 
adapted according to the technical progress and the conditions imposed by 
the legal order. The consequences which arise from the application of the 
existing legal order with regard to the devdoping technologies of on-line 
publishing wcre the subject-matter of the pubìic discussìon during the 

' u.s. Information lnfrastructure Task Force, Repon of September 1995, Note 2 above, 
at 8. 
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passing of the u.s. Telecommunìcations Act of 1996. The ìssues relating to 

the control over Internet and the media ownership regulation played the 
most Ìmportant roie in the controversy. In a statement of 02 August 1995 
the u.s. President threatened to veto the draft of the Bill, because it would 
promote mergers and concentrations instead of investment and competition, 
and on 21 February 1995 the Communicatìons Decency Act of 1995 was 
introduced to the u.s. Congress, a Bill 'to protect the public from the 
misuse of the telecommunications network and telecommunications devices 
and facilities' which was subsequently incorporated imo the Bill. Similar 
discussions take piace in other countries where those who shall create the 
new information infrastructure hesitate from investing unless they wìll be 
assured that their efforts can yield a return9• 

The regulations of tradicional publìshing are characterised by the concem 
that the concentration of media ownership could lead to dangers which 
derive from the power to influence the public opinion. The policy employed 
to prevent concentrations aimed at the maintenance of the plurality of the 
media. Also technical conditions determìned the content of these regulations, 
for example in the case of broadcasting where the licensing of frequencies 
by public authorities was necessary in order to organise the services. These 
technical constraints become increasingly irrelevant in the case of on-line 
publishing so that wìth this respect limitations of the freedom of speech 
and writing cannot be justified. But a clearance of the legal status of on
line publishing is required insofar as it is necessary to determine whether 
and up to which extent the new means of communication are subject to 
existing regulations or not. An important issue constitutes the applìcability 
of the laws concerning broadcasting. Is the establishment of an interactive 
computer service subject to licensing requirements by the national authorities 
which authorise broadcasting services? The global system of on-lìne 
publishing which has developed with the rise of the Internet to a world
wide communication system shows that regulation is not a precondition 
for success. In the case of cross-border services differing nationa! regulations 
might lead to a fragmentisation of markets. It seems that private economie 
activity in the market of on-line publishing may be expected if the industry 
can operate in larger maì-kets which are regulated as little as possible. For 
the future of on-ìine publishing this means that legislative activity should 

"The Gerrnan government plans a 'Multimedia Law' to be drnfreJ until ~mnmer 1996, 
thc purpose of which Ìt is to regulate civil and crimina! law issues rclating to new technologies 
concerning infr,rmation and cornrnunìcation, see frankfurter Allgemeìne Zeitung of 30 March 
1996. 
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be limited to the minimum which assures rhat free economie activity can 
develop without unnecessary Ìnterference by public administation. The 
subjecr-matter of the legislature may lie in the establishment of some guiding 
principles for the new media such as the regulation of the condìtions for 
the access to the services 10 and also in the regulation concerning the 
transparency in the ownership of the services with the aim to create rhe 
legal securiry about the applicability of rhe antitrust law which are relevant 
for the media sector of the economy. 

2.1. Telecommunications 

At the European level the services of data transnuss1on, services for 
closed user groups, value-added services, satellite communications and 
mobile telephony have already been opened to competition so that only 
the public voice telephony and the basic infrastructure of telecommuni
cacions are open to liberalìsation measures. The Commission adopted on 
18 October 1995 under the competition rules a Directive liberalising the 
use of cable television networks to deliver those services which are already 
open to competition, and on 19 July 1995 the Commissìon proposed, for 
consultation purposes, a draft Directive liberalising the voice telephony 
monopoly and the use of infrastructure to provide the voice service frmn 
01 January 199811• But since the regulation of the telecommunication by 
the Commissìon is directed towards the establishment of the internal market 
of the Communìty, the Community law opens up competition and does 
not, different from the u.s. Telecommunications Act of 1996, regulate the 
telecommunication in detail. Thus the Directives and draft Directìves of 
the Community do not relate to the issues of electronic publishing and the 
Internet, and they do not formulate a policy with regard to communications 
on the Internet. Concernìng packet- or circuit-swìtched data services, the 
Commission obligated Member States to abolìsh the adopted set of public
service specifications replacing them by declaration procedures of generai 
authorìsations 12• 

The flexibility of Cornmunity action in the establishment of the infor-

ic Wolfgang Hoffmann-Riem, Von der R1mdfimk- wr },folrì-Medin1komm1mikation, in 
"Jahrbuch Tclekommunikation und Gesellschaft 1995", R. v. Decker's Verlag, Heidelberg 
1995, 101-111 at J08. 

Il Communication of Mr. Ben Van Homte, Europe2.n Comrnissiofi, Directorate Generai 
xrn, Ref. CD XIIIAlb, of 30 January 1996. 

12 Cvmmission Directive 9Ci388/EEc •with 1·egard to the imrlementation of fui! competition 
in teìecommunications markets, 0./ L 74/JJ o{ 22 M,1rch 1996. 
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mation society depends also upon the fact that the different policies of 
Member States have to be taken into account. The European Community 
pursues actively the policy of establishing trans-European telecommunica
tion networks with the aim to facilitate the circulation of inf ormation in 
the internal market so that in particular small and medium-sized enterprises 
in the Community may benefit from Community wide operations. In a 
Decision of 09 November 1995 the European Parliament and the Council 
established guidelines for the development of the EURO-ISDN (Integrated 
Services Digital Network) as a trans-European network 13 which differs 
between basic services and telematic services. To the latter belong European 
file transfer, electronic mail and generalised access to data bases including 
videotext and videophony. Amongst the projects of common interest 
concerning the development of EURO-ISDN as a trans-European network 
are the the development of a range of services based on the EURO-ISDN, 

with account also being taken of the future introduction of a European 
broadband communications network. Concerning new digital media and 
the liberalisation of the telecommunications infrastructure, the European 
Parliament issued a Resolution on the Communication from the Commis
sion 'Green Paper on the liberalisation of telecommunications infrastructure 
and cable television networks' 14 in which it supported the view that the full 
liberalisation of infrastrucrures and services makes it necessary to define in 
a Directive, in advance of any liberalisation, the public service duties of all 
operators and to create a regulatory model which guarantees equal and 
non-discriminatory access for service providers. Such a Directive should 
cover the granting of licences, interconnection, access to networks for users 
and suppliers of services, guarantee of universal service financed by operators 
as a whole, prices of services, security of operation (network integrity), 
protection of intellecwal property, cryptography and electronic signatures, 
protection of private and persona! informati on and . consumer protection. 
Even if such a Directive may not provide for substantial regulatory measures 
of the Member States, there is a need for a harmonisation of these issues 
if the internal market of basic and value added telecommunications services 
shall be established. 

The operation of an on-line database may be subject to the regulatory 
requirements of national telecommunications law. Thus in the UK a VADS 

telecommunications licence has to authorise the operation of a value added 
or data service according to the Telecommunications Act 1984. However, 

13 O.J. L 282/16 of 24 November 1995. 
14 0.J. C 109/310 of 07 Apri! 1995. 
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the conditìons for the grant of the licence are not demandìng so that the 
procedure is simple according to Sectìon ì of the Act. The prìvatìsation of 
the basic telecommunications infrastructure in Europe creates the risk that 
the owners of the networks grant the access to on-line services at discrimi
natory conditions. In order to ensure a competitive market structure Ìt has 
been suggested to introduce a lìmìted common carrier system according to 
which organisations which provide basic telecommunication services are 
obligated to make their facilities available to on-line publishers at 11011-

discriminatory condìtions 15• 

2.2. lnteractive Computer Services 

On-line publishing may be performed in particular by interactive com
puter services. The u.s. T elecommunications Act of 1996 uses the following 
definition: 'The term 'interactive computer service' means any ìnformarion 
service, system, or access software provider that provides or enables com
puter access by multiple users to a computer server, including specifically 
a service or system that provides access to the Internet and such systems 
operated or services offered by librarìes or educational institutions' 16• Thìs 
definition seems broad enough to include also services which are operated 
in-house by companies or very small operators with limited facilities. 

2.3. The Internet 

The use of the Internet for on-line publishing is at the centre of the 
public interest. The definition given to the term 'Internet' by the u.s. Tele
communications Act of 1996 states: 'The term 'Internet' means the inter
national computer network of both Federal and non-Federal interoperable 
packet switched data neCTvorks'17• It should be remembered that, in spite of 
the admirable efforts of the u.s. in the establishment of this international 
computer nenvork, the applìcability of the u.s. Telecommunications Act of 
1996 is limited to the national territory of the u.s. beyond of which ir may 
be extended only in confonnity with intemational law. The Internet deve
loped without any substamial regulatory imervention and it is to be hoped 
that thìs will also be the basis for its future growth. 

1' Bemd Holznagel, Prohleme der Rundjimkregeltmg im Afa!timedùz Zeiti-iiter, ZUM 1996/ 
16-26 at l9 with regard to digita] broadcasting. 

H, u.s. Tclecomnmnications Act of 1996, Section 230(e)(2). 
'' u.s. T elecommm1ications Act of 1996, Section 23C( e)(l ). 
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3. STATE REGULATION IN THE MARKET OP ON-UNE AND OFF-LINE 

PUBLISHING 

Antitrust laws regulate agreements in restraint of trade and abuses of a 
dominant position in the market. Services providing electronic publishing 
will be subject to these regulations just as any other undertakings. But 
many national lega! systems have special laws which regulate antitrust issues 
in the media. Traditionally, these laws are directed to avoid concentrations 
in the press and broadcasting markets with the aim to maintain the plurality 
of the media. These laws may establish limits to monomedia concentration, 
to equity holdings orto cross-media ownership, but they may also contain 
exemptions from the application of the generai prohibitions of antitrust 
law for the benefit of publishers and the book trade. 

3.1. Regulations concerning the Media and On-line Publishing 

Undertakings providing on-line publishing services are subject to the 
regulation of antitrust, whether on a national or supra-national basis. But 
are they also subject to the special regulations applicable in the media 
market? In the absence of special legislation directed towards the regulation 
of electronic publishing the on-line services may have to observe the 
regulations applicable to other media such as broadcasting or the press 
services. 

3.1.1. Merger and Monopoly Contro! 

A special regulation concerning vertical concentrations of on-line 
publishing is contained in Section 274 of the u.s. Telecommunications Act 
of 1966 which regulates electronic publishing by Bell operating companies. 
Section 274(a) of the Act establishes the prohibition of the providing of 
electronic publishing services by Bell operating companies or their affiliates 
insofar as the on-line service is disseminated by means of the company's 
or the affiliate' s basic telephone service. According to Section 27 4(b) of the 
Act a separated affiliate or electronic publishing joint venture has to be 
operateci independently · from the Bell operating company. It shall keep 
separate books, records and accounts, in the case of a default of the 
electronic publishing affiliate or joint venture the debtors shall not obtain 
an access to the assets of the Bell operating company, it shall not use for 
its marketing policy the industriai property rights of the Bell operating 
company, the Act does not permit the Bell operating company to perform 
the hiring and training of personnel or to perform research and development 
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on behalf of the separated affiliate. The law also provides for the companies' 
duty to perform an annua] compliance review. The reguìation in the Act 
aìms at the maimenance of simìlar conditions for competition berween on
line publishing services, and it permits the comparìson of the economie 
performance of on-line services which are provided by affìlìates of compa
nies which supply the basic telecommunicatìons netv.rork with those provi
ded by independent on-line publishing services. 

Within the European Community merger controls in the media industry 
are special in that, even in the case of a merger which, by reason of ìts 
Community dimension, is subject to Council Regulacion 4064/89 on the 
control of concentrations between undertakings, a Member State may stìll 
take appropriate measures to protect legitimate interests for the purpose of 
the plurality of the media, so that national anti-tmst legislation may be 
applicable concurrently with the Regulation 18• 

3.1.2. The Applicability of the Rules concerning Broadcasting 

Will on-line publishing be subject to the rules concerning broadcasting? 
The language of the Council Directive 'Television wichout frontiers' of 
1989 seems to exclude point-to-point services from the scope of broadcasting 
in Artide 1(a) which states: states: 'Television broadcasting' means the initial 
transrnission by wire or over the air, including that by satellite, in unencoded 
or encoded form, of televi_sion programmes intended for reception by the 
public. It indudes the communication of programmes between undertakings 
with a view to their being relayed to the public. It does not include com
munìcation services providing items of information or other messages on 
individuai demand such as telecopying, electronic data banks and other 
simìlar services'. Wrhereas the Commission of the European Communities 
mentioned in the explanatory memorandum of 1995 concerning the proposal 
for an amendment of the Directive that no modification of thìs definiti.on 
would be envisaged, since the definition would also comprise newer services 
such as pay-per-vìew or near-video-on-demand the European Parliament 
recommended substantìal amendment in 1996i9. On the other hand rhe 

' 8 Arnold Vahrenwald, The Publishing !ndustry F,ices Techno!ogical Change, (1996) 2 
Entertainment Law Rcview, footnore 82. 

1° Commission of the European Communi1ies: 'Report un Applicatìon of Directive 89/ 
552/EEC and Proposal for a European Parliament .md Council Dìrective arnendir1g Council 
Directive 89/552/EJ:;c', Brussels, 31 May 1995, document COM(95) 86 final 95/C-074 (coD), 
at 25; however, thc Europcan Parliament, in its proposal for an amendment of the Directìvc, 
document A4-0018/96, O.J. C 65/96 of 04 March 1996, recommended the following nev; 
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Commission asserted that poìnt-to-point systems would not fall within 
this definition. But are not pay-per-view and near-video-on-demand point
to-point services? The Gerrnan State Treary concerning Broadcasting of 
1991 uses the following definition in Artide 2: 'Broadcasting Ìs the perfor
mance and distribution of presentations destined for the general public of 
any kind in word, sound and images by use of electronic oscìllations without 
a conductor or along or by mcans of a conductor. The term includes 
presentations which are distributed encrypted or which can be received 
against a particular remuneration or videotex'. The Heads of the State 
Chanceller.ies of the German provinces ('Lander') concluded in a Statement 
of 09 October 1994: '1. The definition of the term 'broadcasting' in Artide 
2(1) of the German State Treaty concerning Broadcasting of 1991 comprises 
also pay-tv, pay-per-view and near-video-on-demand. Insofar there is no 
need to modify the Treaty. In particular the variety of the present 
possibilities should be contrasted with first experiences drawn from real 
facts in order to avoid misdirections of the legislature'20. According to this 
Statement there will not be a 'distribution of presentations destined for the 
general public' if a presentation is made in the individual case upon the 
personal demand of a customer, and in any case the following services will 
not be considered as broadcasting: e-mail and electronic data exchange, 
electronic services for metering, gauging and security services, or the inte-· 
ractive electronic shopping, teleshoppìng, telebanking, telegames and tele
booking. However, the representatives of the German Provinces could not 

definirion ìn Artide l(l)(a): 'Televìsion broa<lcasting' means the initìal transmìssion by wire 
or over the air, including that by satellite in unencoded or encoded form, of teleYisìon 
programmes imended for receptio!l by the public whether for a nuss audience or for 
transmission by thc broadcaster for individua! deniand either simultaneous!y or sequt>ntially. 
It al.so includt>s the communication of programmes bertveen undertaking, wi.th o. view to 

i:heii:-being reLwed to the public. lr does not include communication services providing 
items of ìnformation or other messages on individua] demand such as tdecopying, electronic 
data b,mks nor the interactivc exchange of infum,ation of individuals, 'televìsion prograrnme' 
mcans an animatcd or non-animated sequence of images which may or may not be 
accompanied bv sound. 

2~ In thc Explanation of Arride 2 of 1:hc Gcrman State Treaty wncerning Broadcastìng 
of 1991 it waò stateci that thc term 'broad,asting' should be defined dynamically, so that it 
i~ open for new technological dewlopments: 'Bruadcasting comprises as a generic term 
hoth. thi: r,,dio and tcle,tision sectors, and also Aher sectors which do not strvc tbe individuai 
communicatìon. Scmern:e 2 conw.i11s for this n::ason nut :m extension c-.f the com:,.;pt of 
'broadcasting' as defincd in sentence !, but a substautia;ion, in particular wid1 regard to the 
sector pav-rv ami viJeott:xt. Accordingly, the physical methoJ used for the transmissì(,n 
does not mattcr with respect to rhis concept'. 
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agree upon the broadcasting quality of services on demand which diffet· 
not essentially from broadcasting programmes or transmìssions 2 i. These 
services are, for example, those which offer, beyond the mere transmission 
of films or catalogues for shopping, also an editorial content such as 
advertisìng or news. The discussion shows that there is still a substantial 
controversy about the classification of rhe new digitai services within the 
traditional concept of broadcasting. Taking into account that regulations of 
the broadcasting services in the past were necessary in order to ensure the 
freedom of speech and writing, it may be argued that in the digital era the 
plurality of the media and of opinion can be assured by the viewers or 
subscribers themselves. The increase in the offers of television broadcasting 
services led to a decrease of the market share of the public broadcasring 
organisations. Thus in Gemany the market share of the public broadcasting 
organisation ARD fell from 43.4 per cent in 1985 to 17 per cent in 1993, and 
that of the ZDF from 42.6 per cent to 18 per cent during the same period 21• 

It may be argued that with the increase of the number of new digitai 
services a special regulation of the content of the programmes of broadca
sting services would become obsolete, because the viewers themselves will 
be able to decide upon the programmes they prefer and the plurality of 
opinion would be provided by the plurality of the services offered. Howe
ver, the mere possìbility of the creation of market dominating positions in 
the on-line publishing sector of the economy the future importance of 
which cannot adequately be assessed at present may justify in the public 
interest the ìssuing of special regulatory measures similar to those which 
are drafted to avoid concentrations in the broadcasting industry. 

3.1.3. Regul.atìon through Licensìng or Notification 

The syscems providing for the licensing of broadcasting services and for 
the contro! of concentrations in the media market diffet considerably from 
country to country. When frequencies for transmissions of broadcasting 
are scarce, their allocation through che grant of a licence will automatically 
ensure a market share. The new technologies of broadcasting eliminate the 
barrier which was created by the need for the allocation of a freauencv. 

• ✓ 

But the existiug legal regulations which maki: dependent the operation of 

è! Antje Karin Pìcper, Mcdi.:1ircd1t ;m Spmm1mg4'eld ·:,cn Bmadmstmg und l·,foltimcdù,, 
ZL'M 1995/552-558 at 555. 

22 The Council of Europe's 'Statì,risches Jahrbuch 1994/1995, Filrnindustrie, Fernsehen, 
Video und neue Medien in Europa', Europiii~chc Audìovisuelle Informatiom,telle, Strashourg 
1994, at J 86, 
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broadcasting activities upon the grant of a licence by the public administra
tion23 may not take into account these changes. Often the licensing proce
dure will follow the rules of the public administration law so that not the 
cartel authorities and courts which are used to evaluate economie conditions 
but administrative tribunals will have competence in the case of contro
versies. It may be questioned whether the licensing requirement for broadca
sting activities should be rnaintained in the future, insofar as technical con
straints deriving from the necessity to allocate frequencies become obsolete. 
The application of the general legai system imposes the observation of 
ethical standards by the operators of on-line publishing which seems 
sufficient to ensure that the new media will operate in the public interest. 
Thus licensing requirements should only be maintained if the technical 
conditions necessitate the intervention of public authorities for similar rea
sons. Otherwise there is no reason why programmes which are financed 
privately by the advertising industry or by subscribers should be subject to 
public licensing requirements when joumals or periodicals, the traditional 
mass media, can be published without similar constraints. The public interest 
will be safeguarded if the operation of on-line publishing is made subject 
to a duty of notification with a public authority. 

3.1.4. Cross Media Ownership Regulations 

Criticai issues of merger control and the control of market dominating 
positions relate to the ownership of undertakings which are engaged in 
different sectors of the media economy24. The Italian Law conceming Broad-

23 See for example Artide 16 of the Italian Law concerning Broadcasting of 1990, Law 
No. 223, which states: 'Licence For the Establishment And The Operation Of Private 
Broadcasting Installations. (1) The distribution by broadcasting (radio and television) through 
other organisations than the public licensees is dependent upon the grant of licences according 
to this Artide. A licence will also be granted for the establishment of the installations 
concemed. (2) A licence may be granted for the operations of individual networks within 
the national territory or of individuai broadcasters and networks in the sense of Artide 3 
within local territories' ... '(3) The licence for the distribution of broadcasting (radio) is 
granted for the national territory and also for the locai distribution of commerciai or public 
operation'; Alfonso Contaldo, Video on Demand, Dir. autore 1995, 105-127 at 107. 

24 Roberto Barzanti, Intervention in: La Televisione fra Autonomia e Controlli, Atti di 
Convegno di Genova, 7-8 April 1995, Cedam, Milan 1995, 109-229 who refers at 214 et seq. 
to different laws of European countries which provide for limitations in ownership and cross 
ownership of broadcasting services; Gillian Doyle: The Cross Media Ownership Debate, 
Media Law & Practice, (1995) at 38; the UK Broadcasting Act 1990 contains cross-media 
regulations which prohibit a newspaper proprietor from owning more than 20 per cent of a 
company with a licence to provide Channel 3, Channel 5 or a national radio service. The 
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casting of 199025 contains a reguiation of cross media ownership Ìn Artide 
15(1) according to which a licence for television broadcasting for the national 
territory will not be granted, if the applicant exercises contro! over daily 
newpapers which exceeded 16 per cent of the whole annual circulation of 
newspapers in Italy. If the applicant holds already a licence, a second licence 
wiH not be granted if the circulation of his newspapers exceeded 8 per cent. 
If the applicant holds two licences, another licence will not be granted if 
the applicant exercises control over daily newspapers with a circulation 
inferior to the limits above mentioned. According to Artide 15(2)(3) of the 
Law transfers of shares or of an interest in shares will be prohìbited if the 
transfer leads to the establishment of a concentration of ownership in the 
mass media industry. Artide 15(4) of the Law provides that no more than 
3 licences for radio or television broadcasting may be granted to an appìicant 
for the national territory. However, it appears doubtful whether and to 
which on-line publishing services the laws concerning cross-media 
ownership control may be applicable. The answer will depend upon the 
interpretation of the terms 'broadcasting' and 'press' by national jurispru
dences according to which on-line publishing services may or may not be 
caught by the relevant provisicms. 

3.1.5. Reform of the State Treaty concerning Broadcasting in Germany? 

The German State T reaty concerning Broadcasting of 1991 regulates the 
maintenance of the plurality of opinion in Artide 2126• Assuming that the 

proprietor of a local newspaper may own a larger stake in a regional Channel 3 servicc if the 
,ervice covers a different local area but the proprietor of a national newspaper vvith a srake 
of 5 per cent in a holder of a licence for Channel 3, Channe! 5 or national radio service may 
not own more than 5 per cent in another similar company. The proprietors of locai newspapers 
may own up to 20 per cent of !ocal radio stations in the territory of the coverage of che 
newspaper. Similar restrictions are applicab!e to the proprietors of broadcasting organisations. 
Accordingly, the owner of a licence for Channeì 3, Channeì 5 or a national radio station may 
not own a share of more than 20 per cent in a national or local newspaper. The Act contains 
detailed provisions for the establìshment of the criterion of who has the contro! over a 
company and how thc shares ,hould be compounded when calrniatìng the criticai rhresholds. 
But the Act also contains special lìmitatìons which are designed to prevent monopoìy situations 
in a certain media. Thus within a category of broadcasting services only a limited number of 
licences for the operation ot sach services will be granted to a person. Only one ììcence wiìi 
be granted co a person or organisatior: for a national Cb.nnel 3 or 5 or national radio, tw~ 

regionJ.i Channel 3, six restricteJ radto and nventy Iocal radio. Simibr limits c .. 1.n be established 
by the government for mher services such as satellite televìsion or the radio. 

25 Italian Law com~erning Broadc,1stìng of 1990, Law no. 223. 
11' Artide 21 of rhe the German Stare Treaty concerning Broadcasling states: 'Safeguarding 
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activity of a certain on-line publishing service constìtutes broadcasting, this 
provision would also be applicable to the provider of the service. The 
possibilities of a reform of the rules in the State Treaty conceming Broadca
sting of 1991 are discussed with a YÌew to adaptìng the rules to the develo
ping technology 27• The models for regulation centre on the 'one man - one 
show' and the 'market share' concepts. Accordìng to the 'one man - one 
show' conceot a person mav not hold a fìnancial interest in more than one 

i ; 

broadcasting organìsation which supplies a nationwide programme whereas 
the 'market share' concept permits the holding of interests in several broad
casting organisations up to a certain upper limit established by reference to 
the market share28• The disadvantages of the 'one man - one show' concept 
whìch lìe in the problem to evaluate complicated structures of concentra
tions, in the need to dissolve existing concentrations and in the non 
susceptibility to consider cross-media ownership relations make its adoption 
unlikely. A model of the 'market share' concept envisages that in the case 
where an interest in the capitai of a company exceeds 50 per cent, the 
company's market share with regard to viewers should fully be attributed 
to the holder 29• An interest between 25 and 50 per cent should be attributed 
partially, and if the interest is below 25 per cent, an attribution of the 
market share should only be made if the · holder can exercise a relevant 
influence on the broadcaster. Another model envisages the full attribution 
of the market share of a broadcasting organisation to any holder provided 
that the broadcasting organisation has a market share of more than 5 per 
cent3°. By weighing a holder's interests the position of the holder in the 
market will be assessed. If the market share exceeds a critical value, say 20 
or 33 per cent, an inadmissible concentration wìll be assumed. However, 

of the Plurality of Opinion. (l) \'Vithìn the Federa] Republic of Germany an undataking 
may, in the individua] case, for the purroses of radio or televìsìon hwadcasting, distribmc 
up to two programmes, when::by ()nly one programme may be a full programme or a special 
programme essemial!y focusing on thc supply of information. 'Jì'lhen dctermining thc adrnissible 
number or programmes, also the orhcr programmes in the German hnguage of the organiser 
shall be taken imo consideration which can be received nationwide. Th<' fact. .. 

27 The Kirch group envisages the lam1ching of nine film pay-television channels this 
summer :md a Bertelsmarm consortiurn envisages to establish ten to fifrcen channels this 
autunm according to the Fìn:mcia! Times of Cl Aprii 1996. 

2~ Kurt Stockm:mn .1nd S,16ine Zi;:,;ehki, Nm1cliiemng dcs R11ndf,mf.?;tt1,.its"Iiertrag<'s. 21.,M 

1995/537-552 at 540, 541. 
29 G-enmut Assmùtiun of Privdte Broadca~tin" :rn,l Telecommunication, prc:ss re!e:1se of 

30 November 1994. · -

,J German Joinr Conforence of tbè' Working Group of the Medw lnsrirntiom of dw 
Provinces, Jecision of 17 Sepcember 1994. 
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the introduction of these models which are partially based on the policy 
which the u.s.-American Federa] Communications Commission pursues 
according to the Telecommunications Act of 1934 (as modified by the Act 
of 1996) may enforce the oligopolistic structure of the market in which 
several larger media groups operate. The discussion about the scope of 
applicability of the State Treaty concerning Broadcasting to on-line publi
shing services shows that the provisions in the Treaty which are intended 
to regulate the distribution of programmes by broadcasting do not 
necessarily suit the case of on-line publishing where the subscriber or viewer 
determines the content of the transmission. 

A possible reform of the State Treaty concerning Broadcasting ìn Ger
many with a view to the covering of the new digital media should also take 
into considerati on the State T reaty conceming Videotex of 18 March 1983 
which is now a pan of the State Treaty concerning Broadcasting of 1991. 
The State Treaty concerning Videotex defines videotex as 'a system for 
ìnformation and communication determined for the use of subscribers and 
offering services where information and other servìces for all subscribers or 
groups of subscribers ('offers') and individua! communication are electro
nically stored for demand, by use of the public telecommunications network 
and of videotex mediating services or similar technical mediating services 
ìndivìdually retrieved and typically made visible on the screen. This does 
not include the transmission of moving images'. Artide 1 of the Treaty 
thus differs between information which is offered upon demand ('offers') 
and individua! information. The term 'offers' comprises for any subscriber 
or group of subscribers certain informations and other services such as 
electronic billing, education or computer games. The Treaty does not relate 
to private data processìng systems which are accessible to a limited circle 
of persons and nor to the public. The exdusion of the transrnission of 
moving images from the scope of the Treary had the purpose to avoid 
doubrs about the applicability of the State Treaty concernìng Broadcasting 
to these transmissions, The Treaty regulates that private persons may offer 
videotex services, they may do this against a remuneration, provided that 
the user is informed abouc the conditions, or free. The Trearv establishes 
a duty of care which relates to the correctness of the informatio~ distributed 
and establishes a right of counter-rcpresentation. Advertìsing has to be 
recognìsable as sud,. Ethical st:andards bave to be observed (the provisions 
rdare amongst others to thc prohibition of the incitement of racial hatn~d, 
to the avoidance of cruelty or pornography and to the protection of minors). 
Also data protection is regulated by the Treaty and tbe persons who ope
rate services and the installatìon.s of videotex are hound by a duty of 
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confidentiality unless this obligation is obsolete because the information 
belongs to the public domain or does not need to be kept secret. The 
supervision of the Treaty is a matter of the Provìnces ('Lander'). The 
special regulation of videotex in a State T reaty makes it unlikely that the 
State Treaty concerning Broadcasting will be amended to include provisions 
which relate to the new digitai media. It is more likely and, by reason of 
the technology involved and the effect on the general public more reaso· 
nable, that on-line publishing will be dealt with by a particular State Treaty 
to be concluded by the German Provinces. 

3.1.6. Towards a German State Treaty concerning On-line Publishing 

\Xlith regard to the new services which are similar to broadcasting, the 
conclusion of a State Treaty concerning On-line Publishing is discussed in 
Germany. The purpose of such a Treaty would be, first, to establish the 
borderline between broadcasting services and servìces which are sìmilar to 
broadcasting but not subject to the same rules, and, second, ro establish the 
rules applicable to these servìces. It may be difficult to diff erentiate new 
services from broadcasting services. In the case where an on-line service 
which does not offer a programme but which, by reason of its nature, can 
have a sìmilar impact upon the public opinion, it can be justìfied to apply 
to the service the rules contained in the State Treaty concerning Broadca
sting. A new State Treaty concerning On-line Publishing could thus be 
applicable to the offering and using of media services in text, sound or 
images by use of electronic oscillations without a conductor or along or by 
means of a conductor which are not subject to the German State Treaty 
concerning Broadcasting. The rapid development of the new technologies 
prohibits the exclusive enumeration of services to which the scope of the 
Treaty would relate, but it will be applicable to services lìke teleshopping, 
banking services, on-demand senrices, text services, or similar services 
provided that they are addressed to the general public. 

The State Treaty concerning On-line Publishing should establish the 
genera! conditions for the operation of these services such as the duty to 
provide non-discriminatory access ,mcl to notify the service, including the 
description of the performances supplied. The serviccs could be obligated 
to publish their prices and to inforrn the subscriber during the transmission 
of the costs which he incurs. On-line publishing services which offer 
information relating to periodicals or which off er periodically data contai
ning ìnformatìon couid be obligated to name a person who carries the 
responsibilìty for the savice, similar to the regulations concerning prìnt 
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ìmprints. Ethical standards may be prescribed, similar to those contained in 
the Directive of the European Union 'Television without fromiers' 31 and 
which may contain prohibitions with the purpose of the protection of nùnors 
and morals. Different from the Directive, advertising should not be regulated, 
since these services are not programmes in which the proportion of advertising 
blocks and the 'edito rial' programme needs fixation in the interest of the 
public and the other broadcasters. Similar to the regulations in the press laws 
or treaties concerning broadcasting a State Treaty concerning On-line 
Publishing could contain rules establishing the duty to pubiish a counte:r
representation if a person was affected by a statement of facts, independemly 
of the fact whether the originai statement was wrong or true and whether 
the counter-representation is true32• In the case where the service avails of the 
information about the identity of the subscribers who received the wrong 
statement of facts or defamatory statement, the service should be obligated 
to communicate the injureà person's counter-representation to all recìpients 
or the defamation or wrong statement. If the identity of the subscribers 
cannot be, established, it may be reasonable to demand that the service 
publishes the counter-representatìon at a similar piace where the assertion 
complained of was published. Beyond, it does not seem to be appropriate to 
regulate also the issue of the correction of any defamation which the injured 
person may dernand from the service or the person concerned, because the 
generai principles of the law of tort wili be applicable. The observance of 
data protection should be regulated, in compliance with the Directive on 
data protection of the Eurooean Union. Finallv, it mav be provided that the 
supervision of the State T r;aty will be ensured by th~ competent authority 
of the public administration. This regulation of on-line publishing would 
establish the basic conditions to which servìces may operate and clarify the 
relation between on-line publishing and broadcasting. 

3.L7. The Role of the European Community 

The necessity for the harmonisation of the national antitrust laws 
applicable to on-line publishing activities within the European Community 
derives from the fact that these activities are increasingly imernational, 
extending to the internal market and even beyond. Therefore, there is a 

-'1 Councìl Directive 89/552/EEC, 'Television without frnm:iers', O.J. L 298 of 17 Ocmber 
1989. 

32 Concerning the right to daim a counter-repre~entation, retraction ,md rectific,1tio11 
accordìng w German !aw see Arnold Vahrenwald, Princes, C,roline of },fonaco Fights the 
Press, (1995) 4 Entertainment Law Review, 150-161 at 154. 
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need to coordinate the policy of the concentration in the electronic publi
shing media at least at the Community leveP3• The Commission is aware 
of the fact that the digitisation of the communications media will have a 
considerable impact on the development of the media market, since these 
technologies favour the globalisation of markets 34. Accordingly, larger orga
nisations from non-Member States which are not bound by the policy of 
the pluralism of the media which is applied in many Member States may 
be more competitive, because they are not bound by similar restraints in 
their home markets. The urgent need to harmonise the antitrust laws 
concerning the media of Member States was straightforwardly expressed 
by the Economie and Social Committee of the Union in February 199535 

and the Commission is already preparing a draft Directive which has the 
purpose to harmonise the different national laws and regulations concerning 
the concentration of the media36• It can be expected that the rules of the 
draft Direttive will use the criteria of the figures of actual viewers37 and 
possibly the criteria of the benefitial ownership by means of which a con
troller can establish who actually controls an undertaking. The harmoni
sation of the rules concerning media ownership in the Member States of 
the European Union will lead to legal security and encourage direct 
investment so that it has a benefitial effect upon the development of the 
economy, even if it may favour the concentration of the media. 

A Report concerning the transparency and control of the media in 
Europe by the European Institute for the Media of 199438 assumes the 
subsistence of a 'grey area' with regard to the new digital media which 
diff er from the traditional mass media by their direction to the individuai 

33 Emmanuel Crabit, Pluralism and Media Concentration, IRIS (1995) special issue, 12-
14 at 13. 

34 Commission of the European Communities, Communication to the Council and the 
European Parliament: 'Follow-up to the Consultation Process Relating to the Green Paper 
on 'Pluralism and Media Concentration in the Internal Market - an Assessment of the Need 
for CorrÌmunity Action', document COM(94) 353 final of 05 October 1994 at 36. 

3; See Arnold Vahrenwald, The Publishing Industry Faces Technological Change, (1996) 
2 Entertainment Law Review, 50-61 at 60, Note 87. 

36 Mario Monti, Plrtralisme et Concentration des Médìas, speech before the Commission 
for culture, youth and the sports of the European Parliament of 26 September 1995. 

37 The Position Paper 'Feasibility of Using Audience Measures to Assess Pluralism' 
prepared for the Directorate Generai XV, E/5 completed a review of audience measures for 
television, press and radio within the European Union and offered a definitive statement on 
the application of audience measures as indices of pluralism. 

38 The European Institute for the Media: 'La Transparence dans le Contr6le des Médias', 
Diisseldorf, November 1994, document EIM/3-012/94, at 188. 
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personaliry. The Report concedes that the rules concerning the audiovisual 
media are of lirnited applicability wìth regard to these new media, and 
examìnes briefly whether the rules concerning broadcasting are applicable 
to the new services. It is alleged that in Germany a minority of lawyers 
consider video-011-demand as broadcasting in the sense of Artide 2(1) of 
the German State Treaty concerning Broadcasting of 1991. In Spain the 
definition of the term 'broadcasting' in the Law concerning Telecommuni
cations, No. 31/87, may include interactive services, whereas the Law 
concerning Private Television, No. 10/88, seems hardly to be applicable. In 
France the discussion about the scope of Artide 2 of the Law of 30 
September 1986 ìs continuing, and the Report considers it as possible that 
agreement may be achieved that services will be excluded frorn the concept 
of broadcasting which assume the nature of a private correspondence. In 
Italy the text of Artide 1 of the Law No. 223 of 06 August 1990 rnay 
include on-line publishing services, in the Netherlands the Law of 21 April 
1987 as rnodified by the Law of 18 December 1991 seems to be applìcable 
to many of the on-line publishing services, and also in the UK many of the 
provisions of the Broadcasting Act 1990 may be applicable to the new 
services, However, the Report memions that Artide 72( 4) of the Act seems 
to exclude from the concept of Local Delivery Services communications to 
the public on-demand, sincc licences will only be required in the case 
where a sin:rnkaneous reception occurs at different places. Since the verifìca
tion of this 'grey area' was not essential to the Report, no particular Com
munity action was recommended to harmonise the laws of Member States. 
A particular problem for the drafting of provisions addressing on-line 
publishing in an anti-concentration Directive is that neither che technology 
nor the types of services which will succeed in the market can be idemified 
with security. The European Parliament's request39 to the Commission to 

draw up such a Directive, taking imo account of the development of the 
technology as the 'information society' approaches, competition lav,r being 
incapable of ensuring pluralism on its own, appears thus in a different light. 

3.2. The Regulation o( the Press and Electronic Pt~blishing 

The ownership of the press is in many countries subject to special rules 
the purpose of whìch it is to safeguard the plurality of the media in the 

'" Europe.rn Parli:unent, Rcsolutiun on the Cormrnmic:1tion from tbc Commission 'Grcen 
Paper on the liberalisatìon of telecommunications infrastrnctllrc and cable tdcvìsion 
networks', point 7, OJ C 109/310 of 01 M:iy 1995. 
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public interest. These special rules ma y be contaìned in antitrust laws. 
Artide 15 of the Italian Law concerning Broadcastìng of 1990, Law no. 
223, contains a particular regulation prohibiting market donùnating positions 
in the field of mass media which indudcs cross media ownership restraints40• 

Another national regulatìon is, for example, contained in the UK ~Fair Trading 
Act 1973. Accordìng to Sections 57 to 62 of the Act the cornpetent minìster 
has to refer proposecl newspaper rnergers or sales to the Monopolìes and 
Mergers Cornmission which then has to report back to the minister 'whether 
the transfer in question may be expected to operate against the public 
interest, taking into account all matters which appear in the circumstances 
to be relevant and, in particular, the need for accurate presentation of news 
ancl free expression of opinion' 4i. The applicability of these or similar 
provisions and of those of other countries which regulate concentrations of 
the media seems to depend upon the susceptibility of the term 'on-line 
publishing' to be classed within the categories of the terms 'newspapers' or 
'press' or other similar terms which may have been used by the legislators. 
With this respect it may be relevant that on-line publishing has not yet 
become a mass media whereas the justifìcation of the regulation of 
concentrations in the press lies also in the fact that dominant positions in 
the market of mass media products should be avoided. 

Concerning the duty of notification in the case of mergers che Gennan 
Act against Restraints of Competition contains a special regulation for the 
press media Ìn Artide 23( 1) Sentence 7 according to which concentrations 
of the press have to be notified even if the joint turnover of the undertakings 
concerned is rwenty times smaller than the joint turnover of undertakings 
in the other branches of the industry. It is asserted that this provìsion will 
also be applicable to the electronic publishìng industry 42• It is questionable 

• 0 See above, Note 23. 
41 Section 59(3) of the UK Fair Trading Act of 1973. 
"Detlev Mi.iller-Using and Richard Liicke, Nrne Teledienste 1md alter Rsmdfunkbegrifj; 

Archiv PT 1995/32-45 at 41; Artide 23 of thc German Act agaìnst Restraims of Competitìon 
statcs: 'Duty of Notification in the Case of a Concentration. (1) The concentration of 
undertakings has to be notified ìnstant!y to the Federa! Cartel Authority if the undertakings 
concerned achieve a joint turnover of at least DM 500 million in the year before the 
concentration ... (sentence 6:) In the case of undertakings the business of whicb consists in 
whole or partially in the marketing of goods, only three quarters of the tumover shall be 
taken Ìnto consìderation. (sentence ì:) 1n rhe case of unden:akings, the business of which 
consists in the publìshing, in the productiou or marketing of newspapers or periodicals or 
of their elements, with this respect tweacy times the turnover shall be taken Ìnto 
consìderation; sentence 6 is unaffocted'. 
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whether the Acts of the German Provinces' ('Lander') concerning the Press 
are applicable to on-line publishing. These Acts regulate different issues, 
for example the print imprìnt, the liability of journalists, the right of a 
victim of an umrne statement to claim a counter-representation in particular 
in cases of libel and defamation, or the public authorities' duty to supply 
information. Defining che scope of applicabilìty, most of these Accs focus 
on che quality of 'printed works' as corporeal representations of incellectual 
conceptions. Accordingìy, che represencations of data on screens will not 
be che subject matter of the regulation in the Press Accs, unless the laws 
state expressly that image carriers shall be treated similarly to printed 
works 43. Bue even if it were assumed that the scopes of che Press Acts 
comprised on-lìne publications, the direct applicability of many provisions 
would be questionable, in partìcular, because of the inferior effect which 
on-line publìshing has on the general public in comparison to the mass 
media press. 

33. Price-fi.xing of CD-ROMS 

In many countries publishers benefit from regulations which exempt 
price fixing of books from the generai prohibition of this marketing practìce. 
The European Court of Justice upheld the 'Net Book Agreement' whìch 
was drawn up by the UK Publìshers' Association i11 its judgement of 17 
January 1995•1_ However, the German Court of Appeals of Berlin of 17 
May 1995 which applied Arride 16 of the German Act against Restraints 
of Competition held that a CD-ROM does not fall within the term 'publi
cation' of the Act so that price-fixing would not be permissible•5• But 
taking Ìnto account that the pmpose of the exemption from the prohibition 
of price fixing in the case of publications lies in the aim to maintain an 
efficient book trade, the Court might well have arrived at the conclusion 
that the price fixing of CD-ROMS is permissible if they contain literary, 
dramatic or artistic works and if they are manufacmred by a publisher•''. 

43 Peter Schiwy and Walter Schiitz, Medienrecht, Luchterhand, 3rd ed., Neuwìed 1994, 
at 327. 

44 European Court of Justice of 17 January l 995, case C360/92P, 'Pub!ìshcrs' Associ:>.tion 
v Commission'. 

1' Genn:m Court of Appeals of Berlin of 17 \,fay 1995, 'r:v-ROM products', \virtschaft 
und \Veubewerb 1995/1030, upon appeal from thé German Federai Cartd Authority t>f 25 
Aprii 1994. 

'" Anmld Vahrenwald, The A,hlishing lndustry Paces Technologioil Change, (1996) 2 
Entcrtainme!lt Law Revìew, 50-61 at 59. 
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4. COPYRIGHT ÌSSUES OF ON-LINE Ai'\!D OFF-LJNE PUBLISHING 

In basic terms, the copyright gives the author or his heirs exclusive 
rights for the exploitation of the work during his lìfetime and a period up 
to 70 years after his death. Afrer the lapse of the copyright the work 
belongs to the public dom.:tìn and may freely be copied. This means that 
it may be copied freely, subject to the publisher's right which may protect 
the typographical setting47, subject to the rights of the owner of a database 
or to the protection against acts of unfair competition and passing off. 

4.1. The Creation of Works 

The creation of a multimedia work like a CD-ROM involves the coope
ration of a rnultitude of persons. T o whom does the copyright in che 
resulting work belong? The use of computers in the creation of a multimedia 
work may complicate the issue, since as an author might also be considered 
che person responsible for the runnìng of the computer to produce the 
work or there may be no authorship where the work is exclusively com
puter-generated. The allocation of the right of the commerciai exploitation 
of the works is a matter to be dealt with in the contracts concluded between 
the employer and his employees, or berween the independent contractor 
who is commissioned to create the product and the commìssioner, or 
between the producer and his staff~8• Conceming works made for hire, 
Section 201(6) of the u.s. Copyright Act states that the employer or other 
person for whom the work was prepared owns the copyright unless the 
parties exprcssly agreed otherwise. But this is different in many other 
countries where the copyright does not arise in the commissìoner. If the 
work Ìs made by an independent comractor, the copyright arises in the 
creator of the work. Accordingly, contracts relating to the creation of a 
multimedia work should carefully regulate to whom belong the rights of 
exploitation. In prìnciple, contractual dauses may be employed which are 
used in comracts far the productions of films, audiovisual works or com
puter software49 . 

17 For example, Section 1(1) of the UK Copright, Designs and Patçnts Act 1988 recognises 
the cop:vrighr in the cypogrJ.phicaì arr,rngement of ,, published edìtion which rdaLes to the 
layout of the individua] page for a duration of 25 years. 

"Arnold V;:ihrenwald, The D(:finition of Muhimedia in Térms of lnte!lect,wl Property 
L,z-w ,md the Prutection cf the M11ltimedù W'ork, seminar paper of the Fr;:i.nkfurt Elecrronic 
Medic1 Conference l 995, organised by CentreR:tr and the Frankfun Book Fair, at 3, 4. 

•·i Concerning contracb relating to the pmduction of films or audiovi,ual works see, for 
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4.1.1. Derivative Works 

The creation of a multimedia work which involves the use of pre
existing works may constitute a derivative work as which are defined works 
based upon one or more pre-existing works. A derivative work is a transla
tion, musical arrangement, fictionalisation, motion picture version, sound 
recording, art reproduction, abridgement, condensation or any other form 
in which a work may be recast, transformed, or adapted so that a work 
consisting of editorial revisions, annotations, elaborations or other modifica
tions, which, as a whole, represent an originai work of authorship, is a 
derivative work. In the case of derivative works the copyright extends only 
to the material contributed by the author of such work, as distinguished 
from the pre-existing materiai employed in the work. No rights in the use 
of the pre-exìsting materia} will be implied, and the copyright in the 
derivative work is independent of any copyright protection in the pre-
existing work50• · 

4.1.2. Composite Works 

Multimedia works may be composite works which are defined as mea
ning a new work in which a pre-existing work can be incotporated without 
the collaboration of the author of the latter work - the copyright in composite 
works will be the property of the author who has produced it, subject to the 
right of the author of the pre-existing work 51• This category seems to be 
applicable to works created by means of the new digital technology which 
facilitates the use of pre-existing works for the creation of new works. The 
exploitation of composite works need the authorisation of the right holder 
bf the original works. Accordingly, the creator of a composite work should 
obtain the necessary authorisations before he begins the production. 

4.1.3. Collective Works 

A collective work has been defined as a work in which a number of 
contributions, constituting separate and independent works in them_selves, 
are assembled into a collective whole52• According to French law a collective 
work means a work created at the initiative of a natural or . legal person 

example, Horst von Hartlieb, Handbuch des Film-, Femseh- und Videorechts, 3rd ed., C.H. 
Beck, Munich 1991, at 303-348. 

50 Arnold Vahrenwald, Note 48, at 4. 
51 See for example Artide L. 113-2 and -4 of the French Intellectual Property Code. 
52 Section 101 of the u.s. Copyright Act. 
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who edits it, publishes it and discloses it under his direction and name, and 
in which the personal contributions of the various authors who participated 
in its production are merged in the overall work for which they were 
conceived, without it being possible to attribute to each author a separate 
right in the work as created53• According to French and Italian law the 
copyright or the right in the economie exploitation of the collective work 
belongs, unless proved otherwise, to the natural or legal person under 
whose name it has been disclosed54. Multimedia products are likely to be 
collective works. A multimedia product combines different elements of 
text, film, music and sound so that it may fall within the category of the 
collective work provided it is put together according to individuai criteria55• 

The category of the cinematographic film or of the audiovisual work appear 
as a special case of the more generai category of the collective work. The 
imputation of authorship by way of analogy to the creation of the 'collective 
work' has, however, not yet been approved by jurisprudence. The concept 
of the collective work would bind all the authors participating in the 
development of a CD-ROM and, as a result, the economie rights would vest 
in the (natural or legal) person who managed its creation56• But, the appli
cability of the concept of the collective work to the multimedia product is 
controversia! and not yet approved by jurisprudence. lt is alleged that the 
number of the classes of collective works would be limited and could not 
be extended to new types of works with the aim to deprive the authors of 
the multimedia work of their copyright57• 

4.2. Rights in Pre-existing Works 

The production of a multimedia work may involve the use of pre
existing works. Producers may want to benefit from the advertising appeal 

53 Artide L. 113-2 of the French lntellectual Property Code. 
54 Artide L. 113-5 of the French Intellectual Property Code; Artide 38(1) of the Italian 

Coypright Act of 1941. 
55 According to Artide L. 112-3 of the French Intellectual Property Code the authors 

of collections of various works enjoy copyright protection provided the collections, by 
reason of the selection and arrangement of their contents, constitute creations of the mind. 

56 Arnold Vahrenwald, The Definition of Multimedia in Terms of Intellectual Property 
Law and the Protection of the Multimedia Work, seminar paper of the Frankfurt Electronic 
Media Conference 1995, organised by CentreBar and the Frankfurt Book Fair, at 6, 7, with 
reference to Pierre-Yves Gaultier, Les Oevres 'Multimedia' en Droit Français, Rev. lnterna
tionale du Droit d'Auteur, 1993/90-131 at 107, 109. 

57 Frédéric Pollaud-Dullan, Die neuere Entwicklung des Urheberrechts in Frankreich, 
GRUR Int. 1995/361-373 at 364. 
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of images, a literary text or a music which is well known by the public. 
The unauthorised use of these works may violate the copyright. The 
producer should thus examine, first, whether any copyright subsists, and, 
second, to whom it belongs, and then he should negotiate a licence to u,se 
the work for his purposes. 

4.2.1. New Types of Expoitation of Works 

It may be difficult to find out the person to whom belong the exploita
tion right in pre-existing works. New types of uses relating to the 
exploitation of a work cannot be transferred effectively according to 
Artide 31(4) of the German Copyright Act, if they are not known at the 
time the contract was made and if they constitute, from the economie 
and technical view, an independent and separate new kind of exploitation. 
Such new kinds of exploitation may be, with respect to the exploitation 
of a film in a cinema, the exploitation for purposes of broadcasting, the 
exploitation by videograms, multimedia or on-line services. Videograms 
are an example for a new technique for the exploitation of films. According 
to Articles 31(4) and (5) of the Act the right to exploit films through 
videograms will constitute a 'new type of use' so that the right to exploit 
films through videograms will belong to the film producer (in application 
of Artide 94 of the German Copyright Act), even if the film producer 
had previously transferred any rights of exploitation with respect to the 
film to another person, because at the time of the conclusion of the 
contract the exploitation through videograms was a yet unknown type of 
use of a film. On the other hand, the express grant of the right to exploit 
a film through videograms was held to include the right of exploitation 
on the different niethods of recordings, for example on video cassettes or 
discs58• It may be assumed that the on-line transmission of a work pro
tected by copyright will constitute a new type of use. The French copy
right law contains a less far going provision in Artide L. 122-7 of the 
Intellectual Property Code, according to the last sentence of which the 
eff ects of a complete transfer of the rights of performance and repro
duction shall be limited to the exploitation modes specified in the contract. 
Concluding, even if the exploitation rights were transf erred by the author 
of a work, he may still be the person to authorise new types of uses of 
the work. 

58 Arnold Vahrenwald, German Audio-visual. Law and Practice, course for the European 
Master of Audiovisual Management, Media Business School, Rome 1995, at 8. 
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4.2.2. Copyright Management 

The term 'copyright management' means the administration of rights 
and licences59• Sìnce copyright arises without formalities, persons who need 
the authorisation for the use of pre-existing works for purposes of the 
makìng and exploitation of new products may have diffìculties in the 
obtaining of information about the right holders. The new technologies 
which facilitate copying and the modifìcation of works Ìncrease the need 
to obtain the authorisation for the use of pre-existing works and to obtain 
licences for their exploitation. There are diff erent possibilities for an eff ective 
copyright management: 

Compulsory copyright management by collecting societies may faci
litate the utilisation of works for multimedia purposes. However, the 
introductìon of a system of compulsory licences administered by natio
nal collecting societies is likely to meet with objections from the 
industry involved60• 

Voluntary copyright management through centres for the administra
tion of rights61• 

Copyright management through clearing houses which could be used 
by right holders and users to negotiate contracts and charge fees or 
royal.ties 62• 

In France the SESAM collecting society was established to assist in 
partìcular the producers of multimedia products63• The tasks of SESAM are 

to ìdentify pre-existing or origina! works and their authors or creators 
in the fields of Ìnterest to the multimedia industrv and to obtain anv 
authorisations for the use of such works for 1~ultimedia purpos;s 
according to the French Intellectual Property Code, 
for the purpose of the identification of pre-existing or originai works 
and in arder to obtain any authorisations by the right holders of such 
works SESAM will have access to any databases operated by the French 
collecting societies, 

59 Arnold Vahrenwald, The Publishing lndustry faces Tedmologicttl Change, (1996) 2 
Entertainmem Law Review, 50-61 at 55. 

òè Comrnission of the European Communities: Green Pape, Copyright and Related 
Rights in the 1nformation Socie,y, document COM(95) 382 final, at 75. 

'' 1 Commission of the Emopean Communities: Green Paper Copyright and Rdated 
Rights in the Information So..:Ìet:y, <loeument coM(95) 382 final, at 75, 

62 Commissìon of the European Communities: Green Paper Copyright and Refated 
Rights in the Information Society, documem COM(95) 382 final, at 77. 
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- SESAM shall establish the charges, fees or royalties payable for the 
use of pre-existing or original works, it shall collect the sums and 
make the payments to the right holders by working as efficient as 
possible, 
SESAM shall comrol the use of the pre-existing or origina! works and 
fight and infrìngements of rights in these works. 

The French collecting societies play a particular role in the promotion 
of the numbering of audiovisual works. lt is envisaged that the numbers 
should also be contained in data which are in a digitai form so that an 
identificatìon of the works would always be possible. The numbers should 
also be used by distributors. The French collecting societìes promote the 
introduction of laws prescribing the numbering system for audiovisual 
works on a national and supra-national basis and they advocate that the 
technical equipment should be adapted to the use of the numbering system. 
Similar recommendations are made in the Report of the W orking Group 
on Intellectual Property Rights of the u.s. Information Infrastructure 
Task Force: 'Intellectual Property and the National Information Infra
structure'6~ where it is suggested to use an 'electronic envelope' which 
may contain information with regard to authorship, copyright ownership, 
date of creation or last modification and terms and conditions of autho
rised uses. 

4.3. Rights Arising from the Production of Works 

It may be appropriate to consider the creation of a multimedia product 
in parallel to a film. Accordingly, the producer of a CD-ROM will own the 
rights of commercial exploitation see e.g. Artide 45 of the Italian Copyright 
Act. 

Attempts were made to classify a multimedia product within the category 
of databases 65• However, the definition of a database as a collection of data, 
works or materiai arranged, stored and accessed by electronic means, and 
the electronic materials necessary for the operation of the database such as 
its thesaurus, index or system for obtaining or presenting inforrnation wili 
generally not suìt the multimedia product. 

"3 Philippe Gosset, Multimédùi et Aittorisations de Reproditction, Dossiers de L'Audio
visuel, No. 61, May/June 1995, 53-55 at 55. 

M u.s. Information Infrastructure Task Force, Report of September 1995, Note 2 above, 
at 191, 192. 

1'5 Arnold Vahrenwald, Note 48, at 8, 9. 
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4.3.1. Mora! Rights of Authors and lnteractivity 

Digital technology facilitates the manipulation and modification of works. 
The user may interactively determine the presentation of works and alter 
them. This not only raises the questìon whether and to what extent there 
is a copying of the original work, but it increases the risk that moral rights 
are violated which enable authors, in particular, to object to any distortion, 
mutilation or other modìfication of a work which would be prejudicial 
to their honour or reputation. The present lack of harmonisation of natìo
nal laws with regard to moral rights may create an obstade to the 
achievement of a global comunication of works via information infra
structures. It may be recomrnendable that authors should be able to waive 
the moral rights 66 or consent not to avail themselves of such rights over 
the databases where their works are entered or to limit the applicability 
of the right to integrity in the case of digital communications 67• It rnay 
also be conceivable to provide digitally stored works with references which 
pennit the identification of those who created the work and their individua} 
contribution - which would mean the institution of a mora1 right to 
referencé 8• 

4.3.2. Exclusive Rights Conferred by Copyright 

The copyright gives the author, artist or musician exdusive rights for 
the use of their works. An infringement of copyright will be caused by the 
unauthorised copying, distribution or perlormance of the work in public, 
the broadcasting or including of the work in a cable programme and the 
making of an adaptation of the work or the use of such adaptation for any 
of the infringing activities. On-line databases containing audiovisual works 
and private collections which rnay be created by copying will pose a consi
derable threat to the commercial exploitation of works. But ìs the tran
smission of a work in digitai form an act reprehensible by copyright? Is ìt 
a reproduction of the work, a distribution or a public perlormance, a 
broadcasting? 

M, Copyright Law Review Committee: 'Report on Mora! Rights', Australìan Government 
Publishing Service, 1988, 10-20 and 106. 

67 The Inscitute of Imellectual Property: 'Exposure '94: A Proposal for tbe New Rule 
of Intellecrual Property for Multimedia', February 1994, Japan; u.s. Information Infrastructure 
Task Force, Report of the Working Group on Imellectual Property Rìghts: 'lntellectual 
Property and the National Information Infrasr.ructure, September 1995, 146, 147. 

''' Paul Edward Geller, The Unù,1ersal Electronic Archive: lssues in lntemational Cop;•
right, (1994) UC 54-69 at 66. 
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- Copying (Reproduction) 
The new techniques of digital communications facilitate the copying of 

works and also permit an exploitaùon of the original work which is pro
bably not caught by the exclusive rights which belong to copyright owners. 
Thus there is discussion among lawyers whether the storage of data in the 
memory of a computer or the downloading of data into the memory of a 
computer which is connected to an on-line service constitutes a copying of 
the work. Without further indulging into the controversy, a brief reference 
may be made to the Report of the Working Group on lntellectual Property 
Rights of the u.s. Information Infrastructure Task Force of 199569 which 
stated the law as follows: 'When a work is placed into a computer, whether 
on a disk, diskette, ROM, or other storage device or in RAM for more than 
a very brief period, a copy is made. When a printed work is 'scanned' into 
a digitai file, a copy - the digitai file itself - is made. When other works 
- including photographs, motion pictures, or sound recordings - are digi-

, ùsed, copies are made. Whenever a digitised file is 'uploaded' from a user's 
computer to a bulletin board system (BBS) or other server, a copy is made. 
Whenever a digitised file is 'downloaded' from a BBS or other server, a 
copy is made. When a file is transferred from one computer network user 
to another, multiple copies generally are made. Under current technology, 
when an end-user's computer is employed as a 'dumb' terminal to access 
a file resident on another computer such as a BBS or Internet hose, a copy 
of at least the portion viewed is made in the user's computer. Without such 
copying into the RAM or buffer of the user's computer, no screen display 
would be possible'. Assuming that the downloading of a work within an 
on-line service is copying, the unauthorised private copying of the work 
may be exempted from infringing the copyright by reason of the 'fair use' 
exemption70• For example the German Copyright Act exempts in Artide 
53 the reproduction for private and other persona! uses from the exclusive 
rights of authors. Since the digita! technology facilitates copying, it may be 

69 Note 2 above, at 65, 66. 
70 In the case 'German Booksellers and Publishers Association v the Province of Lower 

Saxony' the District Court of Munich of 18 June 1995, referred to by Arnold Vahrenwald, 
The Publishing lndustry Faces Tecbnological Change, (1996) 2 Entertainment Law Review 
50-61 at 52, Note 17, held that the copying of articles and joumals through the library of 
the Technical University of Hanover on the orders of private users against fees did not 
constitute an unauthorised copying but was covered by the private use exemption according 
to Artide 53(2) no. 4a of the German Copyright Act. The provision states that small parts 
of a published work or single contributions published in newspapers or joumals may be 
copied or ordered to be copied for own use. 
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recommendable that the legislator excludes the digita! reproduction of works 
from the free use exemption. 

- Distribution 
Since the downloading has much the same effect as the distribution of 

the corporea! work, it is asserted that the on-line communication may 
constitute a corporea! distribution of the work so that the mere placing of 
the work in digitai form in a database from where it can be downloaded 
could amount to the issuing of copies to the public71• The subsistence of 
a corporea! distribution has been assumed where the work was simulta
neously printed out72• However, the concept of the distribution of a work 
implies according to the prevailing view that corporea! copies of the work 
are made and distributed73• If the on-line communication were a distribution, 
the concept of the 'exhaustion' of the copyright would come into play 
which is not necessarily useful in relation to digita! communications. The 
actual issuing of the work to the public will take piace when the file is 
downloaded by a user. By downloading the user creates a new copy, in 
addition to the copy in the database, so that the copyright in the work is 
not exhausted by the placing of the work in a database74. However, in the 
view of the u .s. Information lnfrastructure Task Force' s Working Group 
on lntellectual . Property Rights75 the doctrine of 'first sale' should not 
apply to distribution by transmission, 'because the transmission by means 

71 Chris Reed and lan Walden, Legai Problems of Electronic Bulletin Board Operators, 
the Intellectual Property Institute (CLIP) 1995 at 16, 17. 

72 Arnold Vahrenwald, The Publishing Industry Faces Technological Change, (1996) 2 
Entertainment Law Review, 50-61, at 53 with reference to the Austrian Supreme Court of 
04 October 1993, 'APA Image Broadcasting Network', Medien und Recht 1995/143. 

73 u.s. Information Infrastructure Task Force, Report of the Working Group on Intellec
tual Property Rights: 'Intellectual Property and the National Information Infrastructure', 
September 1995, at 69; the German District Court of Munich of 18 June 1995, 'German 
Booksellers and Publishers Association v the Province of Lower Saxony', referred to by 
Amold Vahrenwald, The Publishing Industry Faces Technological Change, (1996) 2 Enter
tainment Law Review 50-61 at 52, Note 17, held that the activity of the library of the 
Technical University of Hanover which copied articles and journals and transmitted them 
by fax or post on the orders of users did not amount to a distribution of copies, because 
the prevailing jurisprudence demanded that the materiai embodiment of the work must 
exist at the time the offer for the distribution is made. 

74 Chris Reed and lan Walden, legai Problems of Electronic Bulletin Board Operators, 
the lntellectual Property Institute (CLIP) 1995 at 17. 

75 u.s. Information Infrastructure Task Force, Working Group on Intellectual Property 
Rights, Report 'lntellectual Property and the National Information Infrastructure,' September 
1995 at 95. 
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of the current technology involves both the reproduction of the work and 
the distribution of that reproduction. In the case of transmissions che owner 
of a particular copy of a work does not 'dispose of the possession of that 
copy or phonorecord'. A copy of the work remains with the first owner 
and the recìpient of the transmission receives another copy of the work'. 

- Broadcasting 

The communication of works via an on-line service may be conceived 
of as a broadcasting 76• The Commìssion of the European Commun.itìes 
sustains a narrow view of the term 'broadcasting' in copyright law but a 
broader view of the term in telecommunìcations law. Whereas the Com
mission excludes, in principle, that point-to-point services could fall within 
the category of broadcasting, it considers rhat in the case of video-on
demand or pay-per-view the rules relating to broadcasting may be applicable 
in the field of telecommunications law and the European Parliament focuses 
on the fact that programmes are broadcasts intended for reception by the 
public whether for mass audience or for transmissìon for individual demand 
either simuÌtaneously or sequentially 77• The national laws which regulate 
the content of the broadcasting right as an element of the copyright differ 
substantially, because 'the term 'broadcasting' covers a host of different 
cases and variations, wìth the tedmique irrelevant' 78• If the broadcasting 
quality of an on-line service should be denied, it may constitute a cable 
programme service79• Assumìng that the authorìsation or prohibition of the 
inclusion of a work in a cable programme implies also the right or prohibi
tion of the transmission 80 the unauthorised inclusion or transmission of the 
work would violate the copyright. But if the inclusion or transmission of 

76 Amold Vahrenwald, Note 76 at 52; European .Parliamem, amendments proposed to 
the Directive 'Television without frontiers', OJ C 65/99 of 04 March 19%). 

' 7 Arnold V ahrenwald, Note 76 at 52; European Parliament, amendments proposed to 
the Directive 'Television without frontiers', O.J. C 65/99 of 04 March 1996). 

7' Werncr Rumphorst, Fine-tunìng Copyright for the Information Society, (1996) 2 
European Intellectual Property Review, 79-82 at 81. 

79 For example, Section 7(1) of the DK Copyright, Designs and Patents Act 1988 defines 
a cab]1;; programme service as 'a service which consists wholly or mainly in sending visual 
images, sounds, or other information by means of a telecommunicarìon system otherwise 
than by wireless telegraphy, for reception (a) at two or more places (whether for simultaneous 
reception or at dìfferent times in response to requests from indìfferem users), or (b) for 
presentation to members of the public, and which is not, or so for as it is not, except<:ct by 
or under the following provisions of this section'. . 

• 0 Sara John, What Rights Do Record Companies Have on the Information Super
highway?, (I 996) 2 European Intellectual Property Review 74-78 at 76. 
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a work on-line is broadcasting, statutory licensing provisions may be appli
cable according to which broadcasters may be authorised to use works in 
broadcasts against reasonable payments to collecting societies81• A substantial 
problem for the subsumption of the on-line communìcation of works Ìn 
the concept of broadcasting according to copyright law lies in the require
ment that a broadcast has to be made 'to the public'. The different views 
which are suggested permit a variety of solutions so that the Australian 
Copyright Convergence Group, with the aim to avoid further controversies, 
recommeded the introduction of another requirement - that 'broadcasting' 
to the public should be made for the commercial purposes 82• 

- Transmission 
In order to darify the controversia! issue of the legai status of the on

line transmissìon of a work protected by copyright, an electronic tran
smission right might be introduced as an exclusive right of the copyright 
owner which would cover digital communications of the work. This corre
sponds with the recommendation of the u.s. Information Infrastructure 
Task Force in the Report of the Working Group on Imellectual Property 
Rights of September 1995 whìch suggested an amendment of the u .s. 
Copyright Act according to which the exdusive right of pubiication should 
be defined as the distribution of copies or phonorecords of a work to the 
public by sale or other transfor of ownership, by rental, lease, or lending, 
or by transmission, and it defined the term 'transmission of a performance 
or display' as a communication by any device or process whereby images 
or sounds are receìved beyond the place from which they were sent. The 
European Commìssion is of the view that national copyright acts may 
need amendment to include a broadly defined digital transmission right. 
However, the express inclusion of the transmission right in national 
copyright laws should be made with a harmonised approach so that 
differences in national laws which can have the effect of impeding the 

81 For example, the UK Broadcasting Act 1990 provides for statutory licensing of the 
copyright in sound recordings in broadcasts and cable programme services. According to 

Section 135D of the Act the Copyright Tribuna! may setde the terms of payment and the 
conditions of such lìcences with regard to the relevant collecting sociery, Section 135E of 
the Act. 

s2 Report of the Australian Copyright Convergence Group: 'Highways to Change', 
1994, at 19: 'Tbe CGC is of the view that this approach would ensure tbat copyright owners 
would be entitled to remuneration in all appropriate circumstances where theìr works are 
made available to the copyright owners public, and would obviate the need for a definition 
of the public'. 
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establishment of a global infrastructure for the transmissions of works are 
avoided83• 

4.4. Copyright Infringement by On-line Publishers 

On-line publishers and also services providing access to on-line publi
shing may face liability for copyright infringement. With regard to u.s. law 
it has heen observed that a trend may be recognisable that courts tend to 
treat the operators of on-line servicès more like publishers and not as 
legally less liable owners of book stores84• Concerning the activities of on
line service providers the Working Group on Intellectual Property Rights 
of the u.s. Information Infrastructure Task Force observed that on-line 
services, by permitting the uploading of materia! by their subscribers, act 
as electronic publishers85• The Working Group considered that it would be 
premature to exempt or reduce the liability of on-line services for direct or 
contributory copyright infringement, and, focusing on their business rela
tionship with subscribers, the Report concluded: 'Between these two 
relatively innocent parties, the best policy is to hold the service provider 
liable'86• It seems that the u.s. Telecommunications Act of 1996 preferred 
the opposite policy with regard to the issue of the liability for the on-line 
publication of offensive materia! in Section 230(c): 'No provider or user of 
interactive computer services shall be treated as the publisher or speaker of 
any information provided by an information content provider'. However, 
Section 230(e)(2) of the Act expressly states that 'nothing in this section 
shall be construed to limit or expand any law pertaining to intellectual 
property', so that the principle according to which only the information 
content provider will meet liability may not be applicable in copyright law. 
But, the case Religous Technology Center v Netcom On-Line Communi
cation Services87 seems to indicate that the liberal telecommunications policy 
also has an impact upon the interpretation of terms of copyright law. 

83 Amold Vahrenwald, The Publishing Industry Faces Technological Change, (1996) 2 
Entertainment Law Review, 50-61 at 53. 

84 Louise Nemschoff, Multimedia and the Experience of a u.s. Lawyer: Criticai Issues, 
seminar paper of the Frankfurt Electronic Media Conference 1995, organised by CentreBar 
and the Frankfurt Book Fair, at 18. 

85 u.s. Information Infrastructure Task Force, Report of the Working Group on Intellec
tual Property Rights: 'lntellectual Property and the National Information Infrastructure', 
September 1995, at 122. 

86 Note 85 above, at 117. 
87 See below, Notes 92-94. 



44 Informatica e diritto I Diritto dell'informatica 

According to the UK Copyright, Designs and Patents Act 1988 the 
unauthorised installing of materiai protected by copyright in. an on-line 
database will violate the copyright by copying, and the act of possessing 
infringing copies may lead to another violation88• If the on-line service 
unauthorisedly permits the downloading of works, there may be infringe
ment through the issuing of copies to the public89, although courts in general 
require the issue of copies in material form90• There may be infringement 
of the copyright by permitting subscribers to make infringing copies, 
although 'a person does not necessarily authorise an act to be done merely 
because he intentionally puts into another's hands the means by whìch the 
ìnfringing act can be done if those means can be used for a perfectly 
legitimate purpose, even where it is known they will in fact inevitably be 
used for an infringing purpose' 91• In the case Religious T echnology Center 
v Netcom On-Line the u.s. District Court for the Norther District of 
California of 21 November 199592 held that the unauthorised posting of 
computer copies of teachings onto another computer would not amount to 
copying by the defendants, since their systems operated 'without any human 
interventi on', since another person had caused the copy to be made on 
their computers and since the copying was automatic and caused by a 
subscriber so that the operators of the Bulletin Board Service did not 

88 Chris Reed and Ian Walden, Legai Problems of Electronic Bulle4n Board Operators, 
The Intellectual Property Institute (CLIP), London 1995, at 11. 

8'I Chris Reed and Ian Walden, Legai Problems of Electronic Bulletin Board Operators, 
The Intellectual Property Institute (CLIP), London 1995, at 16, 17. 

90 u.s. Information Infrastructure Task Force, Note 2 above, at 69 with reference to 
Playboy Enterprises v Frena 839 F.Supp. 1552 (MD Fla 1993); the Austrian Supreme Court 
of 04 October 1994, 'APA-Image Broadcasting Network', Medien und Recht 1995/143, held 
that the transmission of a photograph via an electronic press information system, constituted 
a distribucion, since the work was simultaneously printed out; however, the German District 
Court of Munich of 18 June 1995, 'German Booksellers and Publishers Association v the 
Province of Lower Saxony', referred to by Arnold Vahrenwald, The Publishing Industry 
Faces Technological Change, (1996) 2 Entertainment Law Review 50-61 at 52, Note 17, held 
that the activity of the library of the Technical University of Hanover which copied articles 
and journals and transmitted them by fax or post on the orders of users did not amount 
to a distribucion of copies, because the prevailing jurisprudence demanded that the materiai 
embodiment of the work must exist at the cime the offer for the distribution is made. 

91 CoPINGER & SKONE JAMES on Copyright, Sweet & Maxwell, 13th ed., London 1991, 
para. 8-137. 

92 Religious Technology Center v Netcom On-Line Comìnunicacion Services, u.s. District 
Court for the Northem District of California of 21 November 1995, 1995 us Dist. LEXIS 

18173 (ND Ca.) referred to by Mark Haffke, Net Liability: 1s an Exemption from Liability 
for On-Line Service Providers Required?', (1996) 2 Entertainment Law Review 47-49 at 48. 
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commit copyright infongement. The Court held that where the bulletin 
board service provider merely stores and passes along all messages sent to 
it there would be no infringement of the right to reproduce copies which 
were uploaded by an idringer 93• The Court held that 'no purpose would 
be served by holding liable those who have no ability to control the 
information to which their subscrìbers have access, even though they might 
be in some sense helping to achieve the Internet' s automatic 'public 
distribution' and the users' 'public display' of files,' and that 'it does not 
make sense to adopt a rule that could lead to the liability of countless 
parties whose role in the infringement is nothing more than setting up and 
operating a system that is necessary for the functioning of the Internet. 
Such a result is unnecessary as there is already a party liable for causing the 
copies to be made'. However, the jurisprudence is stili developing and it 
has been observed that while the Court's rule Ìs probably correct from a 
policy view, it would not be supported by the definition of infringement 
in the u.s. Copyright Act.94 Taking into account that the liberal policy with 
regard to liabiliry-of on-line publishers in the u.s. Telecommunications Act 
of 1996 may have an impact upon future jurisprudence concerning 
copyright, it may be inferred that an on-line publisher will be liable for 
copyright infringement if he makes infringing materiai available for 
subscribers or users or if he knowingly permits infringìng materiai to be 
copied, distributed or broadcast by subscribers or users. 

4.5. Transborder Communications 

Copyright laws protect authors and works within national territories. 
Traditional publishing occurred primarily in national markets. The establi
shment of a global information infrastructure implies the communication 
of works beyond national borders. Can the transmission of digitised data 
from one country to another constìtute the infringìng importation of copies 
of a work protected by copyright? If yes, this could mean that the on-line 
publisher who offers his services on a global basis would need copyright 

'13 Michael Schwarz, report on Religious Technology Center v Netwm On-Line Com
munirntion Services, u.s. District Court for the Northem Dìstrict of California of 21 
Novcmbcr 1995, 1995 us Dist. LEXJS 18173 (ND Ca.), (1996) 3 European Intellectual Property 
Review D-84 at D-85. 

'" Michael Schwarz, reporr on Relìgìous Technology Ccmcr v Nctcom On-Line CL)mmu
nicatìon Services, u.s. District Court for the Nrnthern District of California of 21 November 
1995, 1995 us Dist. LEXIS 18173 (ND Ca.), (1996) 3 Europe:m Intellectual Property Review 
D-84 ar D-85. 
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licences covering the communication of the works whìch he ìncludes in his 
database for any countries in which he has subscribers. If he cannot obtain 
licences for all countries he may have to block the communication for 
those territories to which the transmission would constitute a copyright 
infringement. 

The u.s. Informacion Infrastructure Task Force concluded in the Report 
of the W orking Group on Intellectual Propert'y Rights 'Intellectual Property 
and the National Information Infrastructure' of September 199595 that a 
data stream can contain a work in electronic impulses, but that these im
pulses do not fall widùn the category of 'copies' or 'phonorecords' the 
unauthorised importation of which violates the u.s. copyright law, and the 
Report ìnferred that the transmission of a reproduction of a protected 
work via international communicacion links fails to conscitute an 'importa
tion' under the current law. The Report recommended an amendment of 
the u.s. Copyright Act according to which an infringing importation of 
copies or phonorecords in the u.s. would include the importation into the 
United States, whether by carriage of tangible goods or by transmission, 
without the authority of the owner of copyright of copies or phonorecords 
of a work which have been acquired outside the United States. 

According to Artide 107(1)(b) of the UK Copyright, Designs and Patents 
Act 1988 the importing into the U nited Kingdom of an arti de which Ìs, 
and which the importer knows or has reason to believe is, an infringing 
copy constìtutes infringement unless it is done for private and domestic 
use. But is a digita! data stream an article in the sense of the law? The 
British Copyright Councìl 96 considered that the importation resulting from 
communication of works should require the consent of the respective right 
owners. In its Communication ro the European Commission the Council 
observed that the communicatìon by digital means ìnvolves operations of 
emission, onward conveyance and reception of signals in various countries 
and found: 'There is an analogy with dispatch and importation of books 
and records, the difference (which we do not consider of consequence) 
being that the import consists of signals rather than hard copy. The commu
nìcation right should, internationally, require ali right owners (who may be 

95 u.s. lnformation Infrastmcture Task Force, Report of thc Working Group on Inrel
iectual Property Rights 'Intellectual Property and the Natìonal lnformation Infrastructure' 
of September 1995 at 109. 

% British Copyright Council, Submission to the European Commissìon: 'Digitai Techno
logy in the Field of Copyright ami Rebted Rights', (1996) 1 European Intellectu:il Property 
Review 52-55 at 54. 
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different in different countries) to be taken into account in each country of 
transmission and reception. A special regime (as under Directive 93/83/EEC 
['Satellite and Cable Directive']97, Artide 1,298) can regulate communication 
within the European Union'. The Satellite and Cable Directive defines the 
concept of the 'communicatìon to the public by satellite' according to 
which a single act of broadcasting is subject to the laws of one country 
only, that is to say to the laws of the country where the signals are intro
duced imo the chain of communication. The development of the technology 
and the increasing international structure of networks may not lead to the 
consequence that by use of the application of the country of origin rule a 
service should be able to resort to a state wh~ch does not provide for a 
sufficìent protection of copyright. The European Commission 99 is of the 
view that a global solution relating to transborder communications is desi
rable, but it conceded that in the intellectual property sphere this principle 
can be applied only if there is a far-reaching harmonisation of the relevant 
rights at the same time. 

4.6. Enforcement of Copyright 

The enforcement of copyright in the digital age creates particular pro
blems for the copyright owner who has to prove the infringement according 
to the general principles of the law of civil procedure 100• In the Green 
Paper of the u.s. Information Infrastructure Task Force, 'lntellectual Pro
perty and the National Infomation Infrastructure', of July 1994101, it was 
stated that the copyright owner should be able to prove copying through 
circumstantial evidence establishing that the defendant had access to the 
originai work and that the two works are substantially simìlar. However, 
this idea was not further developed in the final Report of the Working 

97 Directive 93/83/EEC, Copyright and neighbouring rights relating to satellite broadcastìng 
and cable retransrnission ('Satellite and Cable Directive'), O.J. 1993 L 248/15. 

98 Artide 1(2)(6) of the Satellite and Cable Directìve states: 'The act of communication 
to the public by satellite occurs solely in the Mcmber State where, under the control and 
responsibility of the broadcasting organisation, the programme-canying signals are Ìntroduced 
into an uninterrupted chaìn of communication leading to the satellite and down towards the 
earth'. 

'f) Commission of the European Communities, Green Paper; Copvright and Related 
Rights in the Informatìon Society, document coM(95) 382 final of 19 July 1995 at 41. 

100 Allyson Nyssen, The Liu· of Evidence: Online with the Computer Age?, (1993) 10 
European Imellectual Propcrty Review 360-365. 

101 Green Paper of thc u.s. Information Infrastructure Task Force, 'Intcllectual Property 
and the Nationai Infomation Infrastructure', of July 1994, at 66, 67. 
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Group on Intellecrual Property Rights of September 1995. The Report 
stressed that the law conceming the validity of on-line licences for the uses 
of works is not clear102, and jurìsprudence will have to establìsh rules which 
should be similar in ali coumries to which on-line publìshing relates. In 
order to cope with the unauthorised digital copying Ìt has been suggested 
to introduce an 'accessright' complìmentary to the copyright 105• According to 
this accessright persons who possess materia} protected by copyright would 
be prima facie infringers unless they can prove that their possession is covered 
by the authorisation of the copyright owner. Also technical marking of 
products is possible in order to avoid piracy of off-line products for example 
by the copyright stamp introduced by the Italian colleccing society SIA.E. 

5. PROTECTION OF ON-LINE AND OFF-LINE PuBLISHING BY SPEC1AL LAws 
CONCERNING DATABASES AND UNFAIR COMPETITION 

5.1. Protectìon for Databases 

The common position of the European Parliarnent and of the Council 
of Europe with a view to adopting the Directive on the legal protectìon of 
databases obligates Member States to take legislative measures in order to 

ensure the protection of databases provided for in the Directive. The text 
of the Directive in the Comrnon position suggests the introduction of a sui 
generis right for owners of the rights in a database against the unauthorised 
extraction and/or re-utilisation of a substantial part of the content of a 
database, independem of whether the content of the database enjoys pro
tection by copyright. In Artide 1(1) of the Directive a database is defined 
as a collection of works, data or other independent materials arranged in 
a systematic or methodical way and capable of being individualìy accessed 
by electronic or other means. It has been asserted that this st,ti generis right 
which has a duration of 15 years n1ight well be extended towards the 
recognition of a publisher's right, filling the gap between copyright law, 
the protection of the typographicaì arrangemem1c4 and the law protecting 

1c2 u.s. Information !nfrastrncture Task Force, Report of the Working Group on Intel
knual Property Rights 'Inte!lcctual Property and the National Information Infrastructure' 
of September 1995 at 58. 

1"3 Simon Olswang, Accessright: An Evolulionary Path /or Copy,ight mto tbc Digi1:til 
Era?, ( i995) 5 European Imellectual Properry Review 215 at 217. 

1~4 Secti0n 1(1) of the UK Copyright, Designs and Patents Act 1988 confers copyright on 
'the rypographical arrangement of published edìtions'. 
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against unfair competition 105• In the text the Directive on the legal protection 
of databases mentions expressly, that a CD-ROM or CD-i may constitute a 
database and, accordingly, be protected 106• 

5.2. Protection against Acts Constituting Unfair Competition 

National laws protecting against acts of unfair competition may be 
available to prevent the unauthorised uses of works contained Ìn electronic 
publications. T aking into account that the copyright laws provide a special 
regulation of the protection against unauthorised reproductions, it may be 
said that a resort to the law of unfair competìtion can only be subsidiary. 
This means that, in general, the communication of works by electronic 
means wìll not constitute an act of unfair competition, unless the activity 
assumes a particularly unfair nature 107• This may be the case if the copying 
of data and their distribution which does not constitute copyright infringe
ment endangers the economie basis of the injured company or if the access 
to the data was obtained under breach of confidence. 

Concerning off-line publishing the Provincial Court of Frankfurt of 4 
July 1995 held that the manufacture and sale of a CD-ROM containing the 
data relating to a telephone directory which were taken over from a CD

ROM of the Deutsche Telekom constituted an act of unfair competition 108• 

Independent by of a possible violation of copyright, the taking over by the 
defendant of the plaintiff's performance was held reprehensible, because 
the defendant destroyed the plaintiff' s advantage in competition by marke
ting the copied product at a lower cost price which constituted the particular 
unfairness. In a judgement of 29 March 1996 the District Court of 
Mannheim109 held that even ifa CD-ROM which contains data relating to a 

rn, Harald Heker, Im Spanrmngsfeld von Urheherrecht 1md Wetthewerbsrecht', Zl!M 

1995/97-103 at 103. 
106 Recital 22 of rhe Directive according to the Decision on the cornmon position adopted 

by the Council with a view ro adopcing a European Parliament and Council Directive on 
the legai protection of databases (on Council agenda for adoption on 26 February 1996), 
which amendeà the former text which had stated: 'Whereas electronic database, within the 
meaning of this Directive also include devices such as CD-ROM and CD-i'. 

1~ì Arnold Vahrenwald, The Publishìng lndHst1y faces Technological Change, (1996) 2 
Emenainment Law Review, 50-61 at 58. 

108 Arnold Vahrenwald, The Publishing Industry Faces Technological Change, (1996) 2 
Emertaìnment Law Rcview, 50-61, Note 70a. 

109 District Court of ìviannheim of 29 March 1996, Frankfurter Allgemeìne Zeitung of 
30 March 1996 at 17. 
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telephone directory is not directly copied but ìf a similar product is made 
by copying the data from the telephone directory, there would be an 
inadmissible taking over of the plaintiff's pedormance which lied in the 
compilation of the data contained in the directory. The copying was also 
considered to violate the German Data Proteccion Act according to which 
the copying of a data collection requires the authorisatìon of the person 
concerned, the plaintiff. 

6. DEVELOPMENTS IN THE LAW RELATING T0 ON-LINE AND OFF-LINE 

PUBLISHING 

The international protection of authors operates on the principle of 
national treatment. This means that the standard of protection prescribed 
by the Berne Convention, for example for literary works of authors, must 
be provided for in the copyright laws of the other countries of the Union 
not only for their own nationals but also for the works of authors from 
the other countries. An essential task for the successful operation of the 
new technologies is the attainment of a similar level of protection interna
tionally, which means that copyrights and neighbouring rights need further 
harmonisation. The most efficient way to achieve an improvement in 
copyright protection on the international level would thus involve the 
amendment of the provisions of the Berne Convention by expressly defining 
che digita! transmission right as an exclusive right. But concerning the 
establishment of rights for new classes of works, independent of an amend
ment of the Convention, countries of the U nion are restrained by Artide 
20 of the Convention according to which the countries of the U nion reserve 
the right to enter ìnto special agreements among themselves, insofar as such 
agreemems grant to authors more extensive rights than those granted by 
the Convention 110• 

6.1. The Report of the u.s. Information Infrastructure Task Force's Working 
Group on Intellectual Property Rights: 'lntellectual Property and the 
National lnformation lnfrastructure' of September 1995 

The Report of the Working Group on lntellectual Property Rights 
'Intellectual Property and the National Information Infrastrucmre' which 

110 Arno!d Vahrenwald, The Publishing lndustry Faces Technological Ch,mge', (1996) 2 
Entertaìnment Law Review, 50-61 at 56, 57, 
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was published in September 1995 deals on 238 pages comprehensively with 
the issues of the protection of works which are communicated on-line. 
More than half of the Report is dedicated to copyright problems 111. The 
Report recommended a modìfication of the u.s. laws, the inclusion of an 
exclusive transmission right into the copyright law which would not create 
a new right but constitute an express recognition that by means of new 
technologies the distribution right can be exercised by means of a transmis
sion112. With regard to the publi~ performance right, the Report suggested 
that that in the case where a work is publicly performed by transmission, 
then there would be a public performance, whether or not the distribution 
right is involved. Accordingly, since some transmissions may constitute 
also reproductions or distributions of copies to the public, transmissions 
which constitute public performances would also be public performances 
in the sense of the copyright 113• The Report recommended the indusion of 
the term 'transmission' into the definition of 'publication' so that it would 
be dear that a transmission, even if the first or solely on-line, would publish 
the work, unless the communication was private, for example ìn the case 
of an e-mail or an internal communication within a private interactive 
computer system 114• Another recommendation related to the amendment of 
the provisions concerning acts which infringe the copyright - it should be 
added that also the importing of unauthorised transmissions would violate 
the copyright. The Report made a proposal for an extension of the 
exemption from the exdusive rights which the copyright confers in favour 
of libraries and the visually impaired. It was suggested that devices which 
circumvent copyright protection systems shal! be prohibited115• The Working 
Group recommended that copyright management information that is to 

111 See for example Leslie A. Kurtz, Copyright and the National Information lnfra
struct11re in the United States, (1996) 3 European Intellectual Property Revìevv, 120-126. 

112 u.s. Inforrnation Infrastructure Task Force, Report of the Working Group on Intc1'
lectua! Property Rights: Intellecwal Propeny Rights and the National lnformation Infra
structure, September 1995, 213, 214. 

w u.s. I~formation Infrastructure Task Force, Report of the Working Group on Intel
lectual Property Rights: Intellectual Property Rights ,md rhe National Information Infra
strucmre, September 1995, 214, Note 536. 

114 u.s. Information Infrastructure Task Force, Report of the Working Group on Intel
lectual Property Rights: Intellectual Property Rights and the National Information Infra
structure, September 1995, 220. 

115 u.s. Information Infrastmcrure Task Force, Report of the Working Group on Intel
le<.:tua.l Property Rights: Intelle<.:tua1 Property Riglm and the National Information Infra
structure, September 1995, 230-234. 
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say information which relates to the name or other identifying information 
of the right holder and terms and conditions for the use of the works 
should be protected 116• 

6.2. The European Commission's Green Paper concerning 'Copyright and 
Related Rights in the Information Society of July 1995 

Different from the u.s. Report which culminates in the proposal of 
legislative action, the Commission's Green Paper attempts an identification 
of the problems created by the digital communication of works in Europe117• 

The purpose of the Paper is to unlash a discussìon of the related problems 
which then will be analysed in a White Paper or Book and action recorn
mended. 

6.3. WIPO (the World. lntellectual Property Organisation) and the Berne 
Convention 

The World Intellecrual Property Organisation ('w1Po') at Geneva admi
nisters the Berne Convention. In order to extend expressly the protection 
to the expìoitatìon of works by digitai technologies, WIPO established two 
working groups. One of the Committee of Experts is working towards the 
establishment of a possible Protocol to the Berne Convention. This Protocol 
will relate to che protection of computer programs as literary works, the 
protection of databases as compilations of information other than works 
and the possible elimination of compulsory licensing for broadcasting and 
special provisions for the use of materials in digita! distribution systems. 
Y et the memorandum of the third session of the Committee of Experts did 
not include a reference to the transmission right118• Another group is dealing 
with a possible New Instrument for the Protection of Performers and 
Producers of Phonograms which elaborates the possibility of a public per
formance right concerning sound recordings119• 

116 u.s. Infonnation Infrastructure Task Force, Report of t,\e Working Group on Inteì
lcctual Propeny Rights: Intcl!ectual Property Rights and the Natìonal Information Infra
strucrure, September 1995, 235, 236. 

117 See for example Mìke Pullen, The Green Paper on Copyright anJ Related Rights in 
the Inform,,tion Society (ls lt Alla Question of Binary Numbers?), (1996) 2 Entertainment 
Law Review, 80-84. 

118 See Copyright, November 1994, at 214 et seq. 
11'1 w1.ro document INRICEIHI/3 and mémoran<lum, INRICEIIII/2, Comité d'Experts sur 
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In preparation of the fourth session of the Cornrnittees of Experts the 
European Cornrnunity and its Mernber States and also the United States 
of America drafted proposals. In these proposals the European Commu
nity alleged that acts of digitai transmission belong to a wider debate 
taking place with regard to authors' rights and neighbouring rights and 
new technologies. The Member States suggested to examine this issue 
globally and recommended to wait for the response to the Commission's 
Green Paper 'Copyright and Related Rights in the lnformation Society'. 
The proposals of the U nited States were in line with the Report of the 
Working Group on Intellectual Property Rights: 'Intellectual Property 
and rhe Narional Information Infrastructure', September 1995. In parti
cular, the u.s. proposals mentioned that in world-spanning digital distri
bution networks, the differentiation between copyright and neighbouring 
rights would become irrelevant. It was proposed that the recognition of a 
digitai transmission right for both the Berne Protocol and the New 
Instrument should be considered. The u.s. also suggested that the use of 
equipment and services which defeat hardware or software based anti
copying systems should be prohibited. T echnical means to limit unautho
rised copying 120 and statutory royalty payment systerns for blank digitai 
media to compensate right owners for 'inevitable' copying were recommen
ded121. The discussions at the WIPO World Fornm on the Protection of 
Intellectual Creations in the Information Society of October 1995 showed 
that process of discussion is continuing and that no prevailing doctrines 
concerning the applicability of the Berne Convention and the copyright 
laws of the countries to the technologies of digital communìcations have 
emerged122• During the fifth session of rhe Committee of Experts on a 
Possìble Protocol to the Berne Convention and the fourth session of the 
Commìttee of Experts on a Possible lnstmment 123 progress was achieved 
wìth regard to the 'digitai agenda', and drafts of the documents will be 
circulated later this year. 

un Eventuel Instrnmcnt Relatif à la Protection des Droìts des Artistes Interprètes ou 
Executants et des Producteurs de Phonogrammes, Troìsième Sessìon, Gencva, -12 to 16 
December 1994, rapport. 

120 Such a sytem ìs the Serial Copy Management System employed in the United States 
and Japan. 

121 Arnold Vahrenwald, The Publishing Industry F,rces Technologìcal Change, (19%) 2 
Entertainment Law Review, 50-61, at 57. 

ui Tlmmas Dreier, Harmonisienmg des Urheberrechts in der lnfotmationsgeselischaft, 
ZUM 1996/69-72. 

123 WJPO document sco/cE/V/9-!NRicE/IV/8. 
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6.4. The GAIT and TRIPs Agreement. 

An agreement which provides for the harmonisation of national copy
right and neighbouring righrs is the TRIPs Agreement conduded within the 
Uruguay round of trade negotiations in the GATI 121. The Agreement envi
sages a minimum protection for intellectual property rights whìch is aligned 
to the Berne Convention. Y et the Agreement does not regulate the problems 
concerning the audiovisual sector. Since the Agreement aims at the suppres
sion of the tracie in counterfeit goods, it does not contain provisions which 
would regulate digital communications. 

Assuming that on-line publishing rnay, in certain cases, constitute 
broadcasting in the sense of copyright, Artide 14 of the TRIPs Agreement 
may become relevant. Concerning the protection of performers, producers 
of sound recordings and broadasters Artide 14(3) of the TRIPs Agreement 
obligates Members to provide broadcasters wìth the right to prohibit the 
unauthorised fixation, reproduction of fixations and the rebroadcasting of 
wireless means of broadcasts, as well as the communication to the public 
of broadcasts, as well as the communication to the public of television 
broadcasts of the same. 'Where Members do not grant such rights to broad
casting organisarors, they shall provide owners of copyright in the subject
matter of broadcasts with the possibilityr of preventing the above acts, 
subject to the provisions of the Berne Convention (1971)'. 

6.5. The Electronic Libraries Project 'Biblioteca universalis, of the G7 Group. 

By means of the digitai communications technology libraries will 
beèome publishers. The electronic libraries project ('Biblioteca universalis') 
was set up by the G7 group at a conference in Brussels in February 1995. 
The G7 group which combines the seven leading industriai nations 
organised a meeting at a ministerial level to discuss problems of the 
information society. The Biblioteca universalis project is one amongst 
eleven projects, and it is directed towards the creation of a vast dìstributed 
virtual collection of human knowledge accessible to the general public via 
networks, estabiishing a global network interconnecting local electronic 
librarìes125• The project is based on the idea that the major lìbraries of the 
G7 and other countries cooperate by collecting in dìgitised form bibliogra-

124 GA:JT = General Agreement on Tariffo and Trade; TRIPS = Trade-relatcd Aspecrs of 
Imcllectual Property Rights, ìnduding Trade in Counterfoit Goods. 

w Builetin EU J/2 1995/145. 
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phic records and the information content itself (text, graphics, stil1 image, 
sound and video infonnation). The project wiH be implemented by using 
the advanced digital communication technologies so that the user can 
access the Biblioteca universalis from his personal terminal, browsing 
'through a poem of Vietar Hugo or to look at the poet's drawings or 
link the 16th century discoverìes to outer space shutdes reports' 126• The 
Biblioteca universalìs will be accessible on-line, using advanced retrieval 
functionalities. 

The Biblioteca universalis could, potentially, contain the whole cultural 
heritage of mankind in digitally stored data, literary and dramatic works, 
musical works, sounds, images, films audiovisual works, whether protected 
or not, accessible via an Ìnternatìonal network and upon a harmonised 
bibliographical system. Works protected by copyright will only be included 
in the databases upon the discretion of the countries involved in the project. 
The project may revolutionise the traditional publishing industry and many 
other branches of the entertainment sector of the economy. T o computerìse 
libraries means to transform them imo operating systems for the production 
and distribution of copies of the items on-demand by end users 127• The 
knowledge contained in libraries of the whole world will be accessible to 

anybody connected to the system by an interactive computer service. The 
project should attempt to define the conditions for the access. These con
ditions should be non-discriminatory and transparent. The efforts of publì
shers and authors should be rewarded by payment schemes which are 
similar in any country participating in the project. It could be useful to 
apply to the data stored in the electronic lìbraries methods of identification 
so that the source of the data downloaded will be recognisable. The wish 
has been expressed that national copyright laws should be harmonised with 
regard to the application for purposes of eiectronic libraries128• This means 
that the protection by copyright or related rights should include the 
transmission of the work in the form of digital data and a harmonisation 
of the right of reproduction concerning the subsequent use of the data 
receìved, for example the harmonisation of the fair use or private use 
exemptions in relation to reproductions. 

126 G7 Pilot Projects, Progress Report June i 995. Biblioteca Universalis, Final report, 
Febmanr 2. 1996, 'Architecmre'. 

117 J(;ll Éling, Electrcmic Copyright Management Sistem, for Libraries ,md in Grnerni, in: 
Problemi Giuridici deìl'Informatìca nel MFC, Gìuffrè, Milan 1996, 1-30 at 8. 

m Sandy Norman, The Electronic Environment: The Lìbrarìan's View, (i996) 2 European 
Intellenual Property Review, 71-73 at 71, 72. 
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7. ETHICAL LIMITATIONS OF ON-LINE PuBLISHING 

In principle, on-line publishing encounters the same limits as any other 
traditional publishing or broadcasting. The posta! secrecy of the freedom 
of speech and wricing, the protection of privacy which are often referred 
to as the basis of the freedom concerning the use of the Internet or inte
ractive computer services cannot free a user from the duty to respect the 
rights of other persons and to refrain from violations of the criminal law. 
Thus the use of the Internet or of other interactive computer systems for 
purposes of a criminal action will not render the criminal activity lawful. 

7.1. Defamatìon 

The new technologies for communication via computers supply the 
information via multiple transmission facilities so that a network can be 
created even without a centralised body which assumes the task of exercìsing 
the control of the content. A single host dumb terminal network may be 
built up by a centrai computer which receives, stores and redisrributes the 
information. The law of defamatìon developed with regard to traditional 
publications, in particular by the press media. The problems concerning 
the defamation through electronic publishing may in particular relate to the 
definition of the term 'publication', the form of the 'publication', to the 
legai qualifìcation of rhe materiai complained of, the ownership of the 
nerwork and the computers, the access to the 'publication', che editorial 
control over the 'publication' and the international jurisdiction 129• 

The subject matter of the defamation may vary, depending upon the 
publication. Different from publications in the press where the motives 
underJying a defamatory statement will often be the purpose to increase 
the circuiation of the publìcation, the defamation in the case of electronic 
publishing will rather be direct that is to say its only purpose will be the 
creation of a wrong and negative impression in the reader of the message 
about another person or undertaking. A month ago I read in the Internet 
the following invìtatìon: 'It's the Retum of the Insult in Writers Forum. Hey 
you Banana noses! Give and Get Your Due in an Art-of-Flaming Contest'. 
Certaìnly, such an invìtations should nor be taken too seriously, but it 
illustrates the challenge whìch the supposed anonyrnity of the Internet causes. 

The law of defamation dìffers from country to country. In general, the 

•~·1 Amold Vahrenwald, The Legal and Ethical Dimensìons of Online P1,b!ìshing, Joçu
mentation preparecl for the MILIA, Cannes 1996, p. 6. 
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law of that country will be applicable where the publication occurs and 
where the publication is circulated. In the case of on-line publishing the 
relevant date when the publication is made may be the date when the text 
or images are made accessibìe and the pubiication may be considered 
circulated in those countrìes where Ìt is accessed. Again, there ìs a diff erence 
between the distribmion of a traditional publication and an on-line publica
tion, because the access to traditional publications is, by reason of their 
corporea! nature, much easier to prove than in the case of digitai data which 
may be accessed, read or regarded, but not stored in the receiving computer. 
Accordingly, the phintiff of a suit concerning defamation may have problems 
of proving the scope of the cìrularion of the electronic publication. 

7.2. Obscenity, Sex Dìscrimination and Racial Hatred 

In January 1996 CompuServe of Germany indicated in an official state
ment that is had blocked customers' access to certain Internet-Newsgroups. 
These lnternet-Newsgroups provided in particular images relating to sex 
and sex with children. CompuServe was informed by the competent Public 
Prosecutor in Munich that the relevant Internet-Newsgroups allegedly 
violated the German criminal iaws. CompuServe decided to block the access 
to the relevant Newsgroups until rhe legal questions are cleared, latest umil 
the termination of the crìminal court proceedings. CompuServe indicateci 
that it was not involved in the choice of the relevant Newsgroups and that 
it did not influence the criteria of the choice. The Public Prosecutor is 
concerned that the content of rhe information provided by certain lnternet
Newsgroups contains pornography relating to children, unbwful pornogra
phic materia! for adults and other pornographic materia! which is lawful 
fur adults but the making available of whìch for children is prohibited. 
CompuServe stated that as a mere provider of access it dìd not have the 
possibìlity to influence the content of the data provided on the Internet so 
that it could not be liable far the origin or the kind of the content of the 
Internet. Also in January 1996 the Public Prosecution, Mannheim, Ìnvesti
gated in a case which concerned the offence of the ìncitement of the people 
through the communication of inciting information via the Internet. Infor
med by the Prosecutor about the facts, six online services which provided 
access to the Internet blocked the access of their customers to the service 
which offered the materia! complained of 1" 0• 

un Arnold Vahrenwald, The Lega! and Ethical Dimensùms o( Online Publishing, dncu
mentation prepared for the MILIA, Cannes 1996, PF· 8, 9. 
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In the absence of special legislation public order violations via on-line 
communications will be treated according to the ordinary principles of 
criminal law. In the case of on-line publishing, particular attention may be 
paid to the perpetrator and the place where the criminal offence occurred. 
Pornography, and in particular the protecrion of minors is of relevance. 
According to Section 274(h)(2)(c) of the u.s. Telecommunications Act of 
1996 states that the transmission of ìnformation as port of a gateway to an 
information service which does not involve the generation or alteration of 
the contem of information, does not constitute electronic publìshing, even 
if the transmission comprises ìntroductory information and navigational 
systems provided that they do not affect the presentation of the electronic 
publishing to users. The u.s. Communications Decency Act of 1996 which 
amends Section 223 of the T elecommunications Act of 1934 by stating in 
subsection (e) that, in addition to any other defences available by law, a 
person shall not be guilty of obscene or harassing use of telecommunications 
facilities under the Communications Act of 1934 solely for providing access 
or connection to or from a facility, system or network not under that 
person's control. The issue whether the service which provicles the access 
exercises any 'control' over the servi ce which contains the obscene or haras
sìng communication would thus assume essential importance. German cri
minal law seems to focus on the fact of the 'mere publicly making otherwise 
accessible' of the inclecent materia! in Artide 184(3) no. 2 of the German 
Criminal Code. Thus the off ering of hard pornography to closecl user 
groups via teletex will be offensive, unless the access was lìrnited to a small 
cirde of users. Likewìse Artide 130(2) no. l(b) of the Gennan Criminal 
Code incriminates the publicly making otherwise accessible of publications 
which incite the people to hatred against a part of the population or against 
a national, racial, religious group or a group which is determined by its 
customs. It seems that, different from u.s. law, the element of the 'publicly 
making otherwise accessible' of the publication complained of would also 
render those services liable which oniy provide the access to the Newsgroups 
which offer the offensive materia! even if they do not have the possibility 
to influence the content or to modify it131• 

Di Arnold Vahrenwald, Note 130 at l O; on 11 June 1996 thc Distrìct Court for the 
Eastern District of Pennsylvania granted an imerlocutory injunction in ACLU v Reno, directed 
against the enforcement of provisions in Sectìons 223(a) :md (L\) of the Tdecommunìcations 
Act. The provisions corn:erncd in partìcular the prohibition w provide obscene aml patently 
offensive information via telecommunicacions and interactive conmuter services to persons 
under 18 years. The Court held that then:· is no effectÌYe way to determìne the idei=itìty or 
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7.3. Technical Possibilities to Lìmit the Communìrntion of Offensive Materia! 

The technical means available to limit the risks for services offering 
access to on-line publishing permit the comrol of the content of the on
line publishing. Compuserve thus established a CompuServe Parental Con
trols Center. It offers a Microsystems Software, incorporateci is Cyber 
Patrol Internet filtering software by means of which parents can limìt the 
Internet access to certain times of a day and limit the total time spent on
line in a day or week. Parents can also block the access to those Internet 
sites they deem inappropriate and contro! access to applications. Passwords 
may be introduced and transmissions may be encrypted. Technical equip
ment may be provided to limit access to certain publications. It is also 
possible to check which user had access to a certain data or information. 
The technology is progressing in this field, and the possibilities to control 
or monitor transm1ss1ons may cause problems in the future in particular 
with regard to data privacy. 

8. LIABILITY RELATING To ON-LINE AND OFF-LINE PuBLISHING 

The discussion of liability issues of on-lìne and off-line publishing will 
centre on the problems of liability for defamatory statements and other 
offensive materiai. Comparisons wiH be drawn to the law concerning 
traditional publishing. 

8.1. The Schemes of Liability in Traditional Publishing and Broadcasting 

Problems relating to liability in the case of a defamation centre on the 
issues of the attributability of the dafamatory statement and on editorial 

the age of a user who is accessing materia! through e-mail, exp!oders, newsgroups or chat 
rooms, and that there ìs no method currently avaible for web page publishers who lack access 
to Common Gateway lnterface scripts to screen recipients on-line for age. 'Tagging' indecent 
spcech would require content providers to label ali of their indecent or patently offensive 
materiai by imbedding a sting of characters. To be effective, a tagging system would require 
a worldwide consensus among speakers to use the same tag to label indecent materiai. Unti! 
such software exists, all speech on the Internet will continue to trave! to whomever requests 
it, without hindrance. The Court found: 'Plaintiffs hilw established a reasonable probabilit)' 
of eventual success in the litigation by demonstratìng that 223(a)(l)(B) .:md 223(a)(2) of the 
CDA are urn;onstìtutional on their face to the extent that thev reach indecencv. Sections 
223(d){l) arn.1 (2) of rhe CDA are unconstitutional on their foce: Accordingly, pl;ntiffs have 
shown irreparable inju1y, no party h:ts any interest in the enforcement of an unconstiturional 
law, and therefore, rhe p11blìc interest will be served by granting the prclirninary injunction' ... 
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control. Directly liable will be the person who wrote the defamatory state
ment and who, knowingly, caused its publication. In the case of electronic 
publishing a parallel may be drawn to traditional publications. Much will 
depend upon the question who has and who could or should have exercised 
editoria! contro! over the defamatory publication. The operator of a bulletin 
board service may try to escape liability upon the reason that he is ignorant 
of the content of the messages132• 

Concerning liability in the case of on-line publishing a parallel may 
possibly be drawn to liability in the case of broadcasting. Concerning off
line publishing it may be justified to apply the rules concerning audiovisual 
works or films or the press. However, in the case of criminal liability, the 
application of legai provisions by way of analogy will not be permissible 
so that particular problems may occur if the interpretation of the law does 
not permit the applicability to digitai communications. 

8.1.1. Rights of the Vìctim of a Defamation 

Concerning liability for violations of the generai personality right through 
defamatory statements in the press, also particular legai rules developed. 
These rules are not only special with regard to the establishment of the 
liability but also with respect to the damage. According to the German 
jurisprudence a person who is the victim of a statement of untrue facts, 
may claim, from the disturber the removal of the disturbance, in application 
of the principles of tort law. Violated persons have the following rights133: 

First, they may, on the principles of tort law, apply for an injunction 
against the disturber, for example the journal or author, in the case where 
there is a risk or danger of a (repeated) violation of a legally protected 
position. They may, second, ask for a counter-representation which is regu
lated in the press laws, broadcasting and media laws and related treaties of 
the German provinces, based on the general personality rights. Third, and 
also on the principles of tort law, an injured person may claim a correction 
of the untrue facts from the disturber. Fourth, and in relation to materiai 
and immaterial injuries, the victim may claim damages, in the latter case, 
however, only subject to the conditions that there is a serious violation of 
the generai personality rights, fault of the tortfeasor and no other remedy 
providing a compensation. Yet these remedies of which a victim of a defa-

132 Nick Braithwaite and Robert Carolina, Multimedia Defamation, International Media 
Law, March 1994, 19-21 at 20. 

, 133 Arnold Vahrenwald, Princess Caroline of Monaco Fights the Press, (1995) 4 Enter
tainment Law Review, 150-161 at 150. 
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mation made in the traditional media a vails himself such as the rights to 
claim a counter-representation, retraction and rectification may not easily 
be available by way of analogy to the defamation via online transmissions. 
This may be different, if the persons who accessed the defamation could 
be established. In such a case it may be conceivable that the 'removal of 
the disturbance' could be achieved if the liable person corrected the state
rnent and apologised in an appropriate form. 

8.1.2. Damages 

The methods for the calculation of the amount of damages awarded in 
the case of defamatory statements differ considerably between the various 
national lega! systems 134. Factors are the seriousness of the defamatory 
statemem, the consequences for the vicrim, the imention of the wrongdoer 
and the number of the circulation. In comparison with traditional publishing 
the establishment of the 'circulation' of an on-line publication wìll be very 
difficult, taking into account that on-line publications are often limìted to 
academic circles. 

8.2. The Liability of the Providers of Basic Seruices, of On-line Services and 
of Content Providers 

In the u.s. the Statement of the Attomey General of Minnesota con
cerning Internet jurisdiction of September 1995 was received with much 
attention. The Attorney Genera! said: 

'Warning to all Internet users and providers. This Memorandum sets 
forth the enforcement position of the Minnesota attorney Generaì's Office 
with respect to Certain Illegal Activities on the Internet. Persons outside 
of Minnesota who transmit information via the Internet knowing that 
information wìll be dissemìnated in Minnesota are subject to jurisdiction in 
Minnesota courts for violations of state criminal and civil laws'. 

This means, in the case of on-line publishing, that whoever causes in
formation from any place whatsoever to be transmitted on the Internet or, 
very likely, any other interactive computer service, which can be received 
in Minnesota will be liable accordìng to that state' s jurisdiction. It may be 
assumed that the legal situation is similar in many other countries. 

,i, Amold Vahrenwald, Princess Carolinc of ivfonaco Fights the Press, (1995) 4 Enter
tainmcnt Law Review 150-161 who, at 158 to 160, compares the English and German laws 
concerning the award of damages for violations of the generai personality right through the 
publication of untrue facts. 
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In the absence of special legislation public arder violations via online 
communications will be treated according to the ordinary principles of 
criminal law. In the case of online publishing, particular attention should 
be made to the definition of the liable person and the place where the 
criminal offence occurs. Section 274 of the u.s. Telecommunications Act of 
1996 concerns electronic publishing by Bell operating companies. Subsection 
(h)(2)(c) of this provision states that the transmission of information as part 
of a gateway to an information service which does not involve the generation 
or alteration of the content of inf ormation, does no constitute electronic 
publishing, even if the transmission comprises introductory information 
and navigational systems provided that they do not affect the presemation 
of the electronic publishing to users. Also other provisions of the u.s. 
Telecommunications Act of 1996 seem to focus on the fact whether a 
person can decide upon the content of the information transmitted or not135• 

135 Title V of the u.s. Telecommunications Act deals with obscenity and violence. Section 
5.02 of the Act concerns obscene or harassìng use of telecommunications facilities, It amends 
Section 223(a) of the Communications Act of 1934: 

a) Whoever -
1) in interstate or foreìgn cornmunications -
A) by means of a telecommunications device lmowingly -
(i) makes, creates, or solicits, and 
(ii) initiates the transmission of, any comment, request, suggestion, proposal, irnage, or 

other communication which is obscene, ìewd, lascivious, filthy, or indecent, with intent to 
annoy, abuse, threaten, or harass another person; 

B) by means of a telecommunications device knowingly -
(i) makes, creates, or solicìts, and 
(ii) ìnitìates the transmission of, any comment, request, suggestion, proposal, image, or 

other communication which is obscene or indecent, knowing rhat the recipient of the 
communicatìon is under 18 years of age, regardless of whether the maker of such 
communication placed the cali or initìated the communìcation; 

C) makes a telephone cali or utilìses a telecommunications device, whether or not 
conversation or communication ensues, without disdosing his identity and wìth Ìntent to 
annoy, abuse, threaten, or harass any person at rhe called number or who receives the 
communication; or 

2) knowingly permits any telecommunications facility under his contro! to be used for 
any activity prohibited by paragraph (1) with the intent that it be used for such activìty, 
shall be fined under title 18 Unìted States Code, or imprisoned not more than two years, 
or both;" 

The Telecommunications Act of 1996 also adds new subsections (d) and (e): 
d) Whoever -
1) in interstate or foreign communicatìons lmowingly -
A) uses an interactive computer service to send to a specific person or persons under 

18 years of age, any comment, reguest, suggestion, proposal, Ìmage, or other communication 
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Accordingly, in u.s. law the definition of the terms 'information content 
provider' and 'information service' assume importance136, because the se-

that, in context, depicts or describes, in. terms patendy offensive as measured by comemporary 
communìty standards, sexual or excretory activities or organs, regardless of whether the 
user of such service placecl rhe call or inìtiated the communication; or 

2) knowingly pen;1its any telecommunications facility under such person's commi to be 
used for an activity prohibited by paragraph (1) with the intent that it be used for such 
activity, shall be fined under tide 18, United States Code, or imprisoned not more than two 
years, or both. 

e) In addition to any other defenses available by law; 
1) No person shall be held to have violated subsection (a) or (d) solely for providing 

access or connection to or from a facility, system or network not under that person's 
contro!, including transmission, downloading, intermediate storage, access software, or other 
relateci capabilities that are incidental to provìding such access or connection that does not 
include the creation of the content of the communication. 

2) The defenses provided by paragraph (1) of this subsection shall not be applicable to 
a person who is a conspirator with an entity actively involved in the creation or knowing 
distribution of communications that violate this se<.:tion, or who knowingly advertises the 
availability of such communications. 

3) The defenses provided in paragraph (1) of this subsection shall not be applicable to 
a person who provides access or connection to a facility, system, or network engaged in the 
vìolation of this section that is owned or controlled by such person. 

4) No employer shall be held liable under this section for the actions of an employee 
or agent unless the employee's or agent's conduct ìs within the scope of his or her 
employment or agern.,7 and the employer (A) having knowledge of such conduct, authorises 
or ratifies such conduce, or (B) recklessly disregards such conduct'. 

Section 230 subsection (c) of the of the u.s. Telecommunications Act of 1996 concerns 
liability for activities relating to the use of offensive materia] and states: 

e) PROTECTION FOR 'GOOD SAMARITAN' BLOCKING AND SCREENING OF OFFENSIVE 

MATERIAL - No provider or user of interactive computer services shall be treated as the 
publisher or speaker of any information provided by an information content provider. No 
provider or user of interactive computer servìces shall be hdd lìable on account of -

1) any action voluntarily taken in good faith to restrict access to materiai that the provider 
or user considers to be obscene, iewd, lascivious, filthy, excessively, violent, harassing, or 
otherwise objectionable, whether or not such materia! is constitutionally protected; or 

2) any action taken to make available to informatìon content providers or others the 
technical means to restrict access to materiai described in paragraph (1). 

Ll6 Section 230 of the u.s. Te!ecommunications Act of 1996 which concerns the protection 
for private blocking and screening of offensive materiai and the Federai Communications 
Commission regulation of computer servìces prohibited, defines in subsection (f): 

3) INFORMATION CONTENT PROVIDER - The term 'informatìon content provider' means 
any person or entity that is rcsponsible, in whole or in part, for the creation or development 
of information provided by the Internet or any otl1er interactive computer service, induding 
any person or cntity that creates or develops bloçking or screening software or other 
techniques to permit user comrol over offensive materia!. 

4) lNFORMATION SERVICE The term 'information service' means the offerìng of a 
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paration between the different functions of an information content provider 
and a mere information service will be helpful for deciding the question of 
the liability. 

8.2.1. The u.s. Policy concermng the Internet and lnteracfÌ've Computer 
Services 

Section 230 of the Telecommunications Act of 1996 which concems the 
protection for private blocking and screening of offensive material, FCC 

regulation of computer services prohibited, establishes a policy with regard 
to the Internet and other interactive computer services in (a) and (6): 

a) FmDINGS - The Congress finds the following: 
1) The rapidly developing array of Internet and other Ìnteractive 

computer services available to individual Americans represent an 
extraordinary advance in the availability of educational and infor
mational resources to our citizens. 

2) These services offer users a great degree of control over the infor
mation that they receive, as well as the potential for even greater 
control in the future as technology develops. · 

3) The Internet and other interactive computer servìces off er a forum 
for a true diversity of politìcal discourse, unique opportunities for 
cultural development, and myriad avenues for intellectual activity. 

4) The Internet and other interactive computer servìces have flouri
shed, to the benefit of all Americans, with a minimum of govern
ment regulation. 

5) Increasingly, Americans are relying on Ìnteractive media for a 
variety of political, educational, cultura!, and entertainment services. 

b) PoLICY - It is the policy of the Uniteci States to -
1) pro mote the continued development of the Internet and other 

interacti:ve computer services and other interactive media; 
2) preserve the vibrant and competitive free market that presently 

exists for the Internet and other interactive computer services, 
unfettered by State or Federal regulation; 

3) encourage the development of technologies which maximise user 
control over the information received by individuals, families, and 

capabìlìty for generating, acquiring, storing, rransforming, processing, retrieving, ucilìsing, or 
rn.i.king available information via tdccommunications, and ìndudes electronìc publìshing, 
but does not include any use of any such capability for the management, contro! or operarion 
of a telecommunìcations system or the management of a tdecommunications service'. 
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schools who use the Internet and other interactive computer 
serv1ces; 

4) remove disincentives for the development and utilisation of bloc
king and filtering technologies that empower parents to restrict 
their children's access to objectionable or inappropriate online 
materiai; and 

5) ensure vigorous enforcement of criminal laws to deter and punish 
trafficking in obscenity, stalking, and harassment by means of 
computer. 

8.2.2. Regul,ation of the Internet 

Concerning the regulation of the Internet and other interactive compu
ter services Artide 230 subsection (d) of the Bill 'Telecommunications Act 
1996' states: 

FCC [= Federa! Communications Commission] REGULATION OF THE 

INTERNET AND OTHER INTERACTIVE COMPÙTER SERVICES PROHIBITED -

Nothing in this Act shall be construed to grant any jurisdiction or authority 
to the Commission with respect to content or any other regulation of the 
Internet or other interactive computer services. 

8.2.3. Conclusions 

According to the u.s. Telecommunications Act of 1996 the essential 
factor which is decisive for liability seems to be the possibility to affect the 
content of the information. It can hardly be expected from an on-line 
service to examine whether the use of the data might conscitute copyright 
infringement or give rise to an action for defamation. The on-line service 
provider should thus obtain a written statement from the information or 
content provider in which the latter recognises .that: 

- the on-line service does not regulate the content of the on-line service, 
- the information or data which the information or content provider is 

uploading will be considered to be in the public domain, • 
- the information or content provider will save harmless the on-line 

service in the case of any claims arising in relation to the data or 
information uploaded by the information or content provider, 

- the information or content provider warrants that he has any rights 
necessary to provide the data or inf ormation uploaded, 

- the on-line service will not take any responsibility with regard to the 
content of the data or information. 
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With regard to the liability of the providers .of basic services such as the 
telephone companies, it seems that no question of liability can arise, due to 
the lack of causality between a possible violation of rights and the perfor
mance of the basic service137• 

8.3. Evidence Relating to Criminal and Civil Law Li,ability in On-line and 
Off-line Publishing 

The rules concerning evidence are, in general, contained in the laws 
concerning criminal and civil procedure. Obtaining evidence in electronic 
publishing may be difficult, because the pressing of a single button may 
destroy data or even databases. 

8.3.1. Criminal Law 

The European Council's Recommendation of the Committee of 
Ministers to Member States concerning Problems of Criminal Procedura! 
Law Connected with Information T echnology of 1995 covers many aspects 
which are of interest to interactive computer systems138• 

The recommendation takes into account of the 'unprecedented deve
lopment of information technology and its application in ali sectors of 
modem society', of the fact that an increasing part of economie and social 
relations will take place through or by use of electronic information systems, 
that evidence of criminal offences may be stored and transferred by these 
systems and that criminal procedural laws of member states do often not 
yet provide for appropriate powers to search and collect evidence in these 
systems in the course of criminal investigations. The purpose of the 

u7 However, the question of the liability may also be solved by focusing on the 'granting 
of access' to the information complained of. German criminal law seems to focus on the 
mere 'publicly making otherwise accessible of the indecent material' in Artide 184(3) no. 
2 of the German Criminal Code. Thus the offering of hard pomography to dosed user 
groups via teletex will be offensive, unless the access was limited to a small cirde of users. 
Likewise Artide 130(2) no. l(b) of the German Criminal Code incriminates the publidy 
making otherwise accessible of publications which incite the people to hatred against a part 
of the population or against a national, racial, religious group or a group which is determined 
by its customs. 

138 The European Council's Recommendation of the Committee of Ministers to Member 
States concerning Problems of Criminal Procedura! Law Connected with Information 
Technology, adopted by the Committee of Ministers on 11 September 1995 at the 543rd 
Meeting of the Ministers' Deputies, document CM/Del/Dec(95)543, Annex 38, point 10.3.c, 
No. 14. 



Amold Vahrenw,tld I The Law of On-fine and Ojf-line Pt,blishing 67 

recommendation is that governments of Member States should be guided 
by the prìncìples appended to che recornmendation. These principles are 
separateci Ìnto seven diff erent parts, dealing with: 

1) Search and seizure: it should be differered between searching com
puter systems and seizing data and intercepting data in the course of 
a transmission; the provisions of search and seizure should be applied 
mutatis mutandis; a search may be extended to computers connected 
via a network; 

2) Technical surveillance: the laws pertaining to technical surveillance 
for the purposes of crìminal investigations such as the interception of 
telecommunications should be reviewed with regard to the conver
gence of information technology and telecomunications; the invesci
gating authorities should have the right to avaìl themselves of technical 
measures which enable the collectìon of traffic data in the investigation 
of crimes; data collected Ìn the course of a criminal investigation 
should be secured in an appropriate manner; 'criminal procedural 
laws should be reviewed wirh a view to making possible the inter
ception of telecommunications and the colìection of traffic data in 
the investigation of serious offences against the confidentiality, inte
grity and availability of telecommunication or computer systems'; 

3) Obligations to cooperate with the investigating authorities: subject to 
legai privileges or protection, provisions should be made that investi
gating authorities can order persons to submit any specified data 
under their contro! in a computer system which may serve as evi
dence; these provisions should ensure that investigating authorities 
have the power to order persons to provide the necessary ìnformation 
to enable access to a computer system and the data; specific 
obligations should be Ìmposed on operators of public and private 
networks which offer telecommunication services to the public so 
that investigating authorities may avail thernselves of the necessary 
technical measures which enable the interception of telecommu
nications; likewise obligations should be imposed on service-providers 
who offer relecommunication services to the public to provide 
information to identify the user to investigating authorities; 

4-) Electronic evidence: procedures and tecl,_.nical methods for handling 
electronic evidence should be further developed in a way as to ensure 
rheir compatibility between states; criminal procedural law rules 
concerning evidence relating to traditional documents should apply 
to data stored in a computer system; 
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5) Use of encryption: 'Measures should be considered to minimise the 
negative effects of the use of cryptography on the investigation of 
criminal offences, without affecting its legitimate use more than is 
strictly necessary'; 

6) Research, statistics and training: the development of the information 
technology should be assessed continuously with a view to the 
possible risks with regard to the commission of criminal offences; 
data relating to these offences should be collected and analysed; the 
criminal justice personnel should establish special units and be trained 
specifically; 

7) International cooperation: if immediate action is required the 
investigating authorities should have the power of search if the other 
computer systems are located in a foreign jurisdiction and upon an 
unamb-iguous legal basis to be established through negotiating interna
tional agreements; existing mutuai legal assistance instruments should 
be supplemented to permit the request of foreign authorities to collect 
evidence, to search computer systems and seize data with a view to 
the subsequent transfer. 'The requested authorities should also be 
authorised to provide trafficking data related to a specific telecommu
nication, intercept a specific telecommunication or identify its source'. 

Of interest for European attempts to adapt the laws of criminal proce
dure to technological change may serve the u.s. Federai· Guidelines for 
Searching and Seizing Computers of 1994139 which were established by an . 
interagency group, the 'Computer Search and Seizure Working Group'. 
Yet the purpose of the European Council's Recommendation did not lie 
in the establishment of detailed rules but in the creation of a set of principles 
for further action by the states. 

8.3.2. Civil Law 

Concerning international interactive computer systems problems of 
evidence may arise in civil law. Courts will apply the national laws applicable 
in the country concemed. The rules differ in the various national systems, 
and Ìt cannot be expected that the European Community which has 
authority in economie issues according to Artide 2 of the Treaty on Euro
pean Union will develop initiatives aimed at the harmonisation of the 
relevant laws of civil procedure of Member States. 

m u.s. Federai Guidelines for Searching and Seizing Computers of July 1994, Bureau of 
National Affairs publication, Criminal Law Reporter, voi. 56, No. 12, of 21 December 1994. 
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In English law there ìs a genera! rule that where the orìginal of a 
document exists it must be produced 140• But, the 'origina!' of an electronic 
mail cannot be read by human eyes so that a copy on a paper or on the 
computer screen must be made. This does, however, not prevent the copy 
from being admissible in the court. Concerning the authenticity of the 
copy which is produced from the originai of the message, ora] evidence of 
wìtnesses may be given. 

Interesting proposals concerning evidemial issues were made in the 
UNCITRAL's Draft Model Law for Electronic Data Interchange141• Artide 8 
of the draft states: 

Admissibility And Evidential Weight Of Data Messages. 

1) In any legai proceedings, nothìng in the application of the rules of 
evidence shall apply so as to deny the admissibility of a data message 
in evidence: a) on the sole grounds that it is a data message; or, b) 
if it is the best evidence that the person adducing it could reasonably 
be expected to obtain, on the grounds that it is not in its originai 
form. 

2) Informacion in the form of a data message shall be givttn due evidential 
weight. In assessing the evidential weight of a data message, regard 
shall be had to the reliability of the manner in which the data message 
was generated, stored or communicated, to the reliability of the 
manner in which the integrity of the information was maintained, to 
the manner in which its originator was identified, and to any other 
relevant factor. 

3) Subject to any other rule of law, where subparagraph (b) of paragraph 
(1) of Artide 8 is satisfied in relation to information in the form of 
a data message, the information shall not be accorded any less weight 
in any legal proceedings on the grounds that it is not presented in 
its originai form'. 

Artide 11 of the draft states: 
Attribution Of Data Messages. 

1) A data message is rhat of the originator if it was communicated by 
the originator itself. 

2) As between the originator and the addressee, a data message is deemed 

H, Chris Reed, 1btthenticating Electronic Aftiil Messages - Smne Evidentùd Problems, 
Modem Law Review (1989) 649-660 at 652. 

141 Gregor Heinrich, Hannrmised Global Interchange? UNC!TR,".L's Draft Model Law 
for Electronìc Dat.1 lnterchange, (1995) 3 Web Journal of Current Legai lssues. 
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to be that of the originator if it was communicated by a person who 
had the authority to act on behalf of the originator in respect of that 
data message. 

3) As between the originator and the addressee, an addressee Ìs entitled 
to regard a data message as being that of the originator, and to act 
on that assumption, if: a) in order to ascertain whether the data 
message was that of the originator, the addressee properly applied a 
procedure for that purpose which was (i) previously agreed by the 
orìginator; or (ii) reasonable in che circumstances; or b) the data 
message as received by the addressee resulted from the actions of a 
person whose relationship with the originator or with any agent of 
the originator enabled that person to gain access to a method used 
by the originator to identify data messages as its own. 

4) Paragraph (3) shall not apply: a) after the addressee has received 
notìce within a reasonable time from the orìginator that the data 
message is not that of the originator; or b) in a case within paragraph 
(3)(a)(ii) or (3)(6), at any time when the addressee knew or should 
have known, had it exercised reasonable care or used any agreed 
procedure that the data message was not that of the originator. 

5) Where a data message is that of the originator or is deemed to be 
that of the originator, or the addressee is entitled to regard the content 
of the data message as received as being what the originator intended 
to transmit, and to act on that assumption. The addressee is not so 
entitled when ir knew or should have known, had it exercised reaso
nable care or used any agreed procedure, that the transmission resulted 
in any error in the content of the data message as received. 

6) The addressee is entitled to regard each data message received as a 
separate data message and to act on that assumption unless it repeats 
the content of another data message, and the addressee knew or 
should have known, had ìt exercìsed reasonable care or used any 
agreed procedure, that the repetition was a duplìcatìon and not the 
transmission of a separate data rnessage». 

It may suffice to mention that the u.s. Federal Rules of Evìdence have 
been ad;pted to the technical progress 142• 

'" 2 u.s. Fed. R. Evid. 1001(1) gives a Jcfinition of 1he tcrm 'writing' which includes any 
mechanical or dectronic recording or other form of data compilation, 1001(3) explains as 
an 'originai' writing any printout or other output readable by sight, if that printout accurately 
reflects data storcd in a computer or sìmìlar de vice. 1002 estab!ishes that the proof of the 
content of a writing, recording or photot;raph n:quires thc originai writing, rccording or 
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9. DATA PROTECTION THE DATA PROTECTION DIRECTTVE 95/46/EC 

The technological progress increases rhe demand for the protection of 
privacy. The right to privacy may comprise the rìght to be left alone and 
the right to exercise control over one' s persona! informacionH3• Privacy Ìssues 
in relation to on-li.ne publishing are of a mi.xed technical and legal nature: 

rhe electronic leash created by the enhanced tradcing capabilities of 
personal communications systems whereby the movements of an 
ìndividual can be tracked, 
the data shadow which a user of an online system causes and which 
permits inferences with regard to his intelligence, life style and habits 
or preferences, 
the registration of the consumer's use of services and consumption, 
the surveilbnce at home through systems of security services by 
electronic means which may be combined with electronic publishing 
equipment without the knowledge of the user, 
the uncontrolled use and marketing of personal information, 
lacking security measures of services dealing with persona! inf ormation, 
cross-border transfers of persona! information. 

Within the sector of electronic publishing information may be stored 
about consumers who Ìnteractively communìcate wìth che relevant services. 
Also the mere way how a person reacts when it uses the electronic means 
of communication may be stored which permits condusions with reference 
to the intelligence and other factors. This inf ormation may be commercially 
exploited in a manner over wlùch the person concerned has no contro!. It 
has been observed 144 that 'there will be a need to build privacy into the 
system by means of encryption or other methods, that stili allow for the 
interactive transactions to take place'. 

pbotograph. The Advisory Committee notes to rule 1001: 'Traditionally the rule requiring 
the originai centred upon accumulation of data and expressions affecting lega! relatìons set 
forth in words and figures. This meant that the rnle was one essentially related to writìngs. 
Present day techniques have expanded methods of storing data, yet the essential form which 
the ìnformatìon ultìmately assumes for usable purposes is words and figures. Hence the 
considerations underlying the rule tlictate it~ expansion w include computers, photographic 
systems, and other modem developments'. 

" 3 Akay Information Consulting Inc.: 'Privacy and rhe Canadian Information Highway', 
March 1995, p. 1. 

w Judith Merians, An Q,uen 1iew of New Teclmology and the Erztertainment Indmtry, 
in: New Technologies: Their Influence on international Audiovìsual Law, ICc!Dossier of 
the Instìrute of Intematìonal Business Law and Practice, Paris 1994, 39-45 at 44. 
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The protection of privacy is regulated differently in the Member States 
of the European Union. The Directive 95/46/Ec of the European Parliament 
and of the Council of 24 October 1995 on the protection of individuals 
with regard to the processing of personal data and on the free movement 
of such data145 which was adopted by the European Parliament and the 
Council of the European Union focuses on the right to privacy which is 
recognised in Artide 8 of the European Convention for the Protection of 
Human Rights and Fundamental Freedoms 146• The importance of the 
Directive may be derived from the number of 72 Recitals which are very 
useful for the explanation of the background and the interpretation of the 
Articles. 

According to Artide 1 of the Directive the Member States of the Euro
pean Union shall protect the fundamental rights and freedom of natural 
persons, and in particular the right to privacy, with respect to the processing 
of personal data. This provision imposes on Member States of the Union 
the obligation to protect privacy - a right which was not established in ali 
Member States before147• The purpose of the Directive is to harmonise the 
_laws in the Member States of the European Union so that the undertakings 
of the internal market are subject to similar rules; according to Artide 
32(1) of the Directive Member States shall adapt their laws to the requi
rements of the Directive within three years that is to say by October 1998. 
The scope of applicability of the Direccive is related to the techniques used 
to capture, transmit, manipulate, record, store or communicate sound and 
image data relating to natural persons. However, concerning the processing 
of sound and image data carried out for purposes of journalism or for the 
purposes of literary or artiscic expression in particular in the audiovisual 
field, the principles of the Directive are to apply in a restricted manner 
according to Artide 9 of the Directive. 

143 0.J. L 281/31 of 23 November 1995. 
146 Artide 8 of the European Convention European for the Protection of Human Rights 

and Fundamental Freedoms states: '(1) Everyone has the right to respect for his private and 
family !ife, his home and his correspondence. (2) There shall be no interference by a public 
authority with the exercise of this right except such as is in accordance with the law and 
is necessary in a democratic society in the interests of national security, public safety or the 
economie well-being of the country, for the prevention of disorder or crime, for the 
protection of health or morals, or for the protection of the rights and freedoms of others'. 

147 E. Susan Singleton, Data Protection Developments, Computer Law & Practice {1994) 
14-16 at 15, refers to the position of the UK which objected to this provision that her 
constitution does not recognise a basic right to privacy so that the implementation of the 
Directive would mean a substantial change to English law. 
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The Directive provides 1·18 that 

persona! data are any information relatìng to an idencified or identi
fiable person (data subject), 
processing of data means operations performed on personal data 
whether or not by automatic means (collection, recordìng, organisa
tion, storage, adaptation or alteration, retriev,-1, consultation, use, dì
sclosure by transmission, dissemination or otherwise making available, 
alignment or combinacion, blocking, erasure or destruction), 
a controller is the person or body which determines the purposes and 
means of the processing of personal data, 
a processor is the person or body which processes data on behalf of 
the controller, 
personal data may be processed only if the data subject has given his 
consent and if processing is necessary 149, 

subject to exceptions, it is prohibited the processing of personal data 
revealing racial or ethnic origin, political opinions, religious or 
philosophical beliefs, trade-union membership and the processing of 
data concerning health or sex life15°, 
Artide 9 of the Directive states: 'Member States shall previde for 
exemptìons or derogations from the provisions of this Chapter 151, 

Chapter IV152 and Chapter Vl153 for the processing of personal data 
carried out solely for joumalistic purposes or the purpose of artistic 
or literary expression only if they are necèssary to reconcile the right 
to privacy with the rules governing freedom of expression,' 
the controller must previde a data subject from whom data are col
lected with information on the identity of the controller, the purposes 
of the processing and other information such as concerning the 
recipienr if this is necessary to guaranree faìr processing in respect of 
the data subject154, 

148 See Arnold Vahrenwald, The Legai and Ethical Dimensions of Online Publishing, 
documentation prepared for the MILIA, Cannes 1996, p. 22. 

1+9 Artide 7 of the Directive 95/46/Ec. 
150 Artide 8 of the Directive 95/46/Ec. 
m Chapter H of che Directive 95/461F:c concerm Genera! Rules on the Lawfulness of 

the Processing of Persona! Data. 
152 Chapter IV of the Directivc 95/46/Ec concerns the Transfer of Persona! Data to 

Third Countries. 
153 Chapter VI of the Directive 95/46/Ec concerns thc Supervisory Authoricy and \Vor

king Party on the Protection of Individuals wirh Regard to che Processing of Persomì Data. 
'" See Artide, l O and 11 of the Directive 95/46/Ec. 
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the data subject has a right of access to the data within reasonable 
intervals which includes the right to information about the data 
processed, the purposes of the processing and the recipients or 
categories of recipients to whom the data are disclosed, 
restrictions with regard to the scope of the data subject's rights may 
be 11:ade if t~is is iecessary ~or purposes of n!tional s~cu_rity, defence, 
pubhc secunty, tne prevent1on and prosecut1on of crmunal offences, 
for the protection of the data subject or of rights and freedoms of 
others and also for important economie or financial interests of a 
Member State or of the Union, 
the data subject has a right to object to the processing on compelling 
legitimate grounds relating to his particular situation or if the data are 
used for direct. marketing 155, 

the confidentiality of data processing is provided by the provision 
that data may be processed on instructions from the controller, 
the security of data processing is provided by the implementation of 
technical and organisational measures to protect data against unlawful 
or unauthorised destruction, loss, alteration, disclosure or access and 
processing, and by the duty to impose the obligatìon on the processor 
to act upon the instruction of the controller, 
the tran~fer of data to third countries may only be made if these 
countrìes ensure an adequate level of protection, 
Member States shall establish a supervisory authority which is respon
sible for monitoring the application of the Directive in the Member 
State, 
the controller must notify the supervisory authority before carrying 
out automatic processing operations, the notification must relate to 
the name of the controller, the purpose of the processing, the 
description of the category of data, the recipients of the data and the 
transfer of data to third countries, 
a working party on the protection of individuals with regard to the 
processing of persona! data is established which is composed of 
representatives of the supervisory authority of Member States and 
which shall examine the application of the Directive by Member States 
and advise the Commission on the level of protection in the Com
munity and in thìrd countrìes and make recommendations on all 
matters relating to rhe protection of persons with regard to the 
processing of personal data. 

155 Artide 14 of the Directive 95/46/Ec. 
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The implementation of the Dìrective by Member States will require 
considerable efforts, takìng into account of the broad definition of the term 
'personal data'. It has been criticised that the administrative efforts needed 
will be very costly 156 and do not take into consideration the technological 
evolution so that, in fact, the Directive could prevent the establishment of 
a global information infrastructure 157• 

10. AnvERTISING AND TRADE MARKs IN ON-LINE PuBLISHING 

Since on-line publishing has not yet become a mass media, its attracti
veness for the advertising industry is limited. However, the global market 
structures of on-line publishing demand a regulation of the issue which 
facilitates global advertising strategies. The issue of advercisìng on the In
ternet or interactive computer services invoìves in particular problems 
deriving from trans-border advertising. It suffices to mention that in Por
tugal advertising for cigarettes is unlawful and comparative advenising in 
Germany. Will the company which launches an advertising campaign on 
the Internet have to comply with the laws of all coumries where the 
advertising can be accessed? The problem has not yet arìsen, but with the 
increasing commercial exploitation of interactive computer systems it ìs 
likely that advertising will assume more importance. In the u.s. the Federal 
Trade Commission issued Ìts first release concerning advertising on 'Infor
mation Superhighway' on 14 September 1994. The advertisement concerned 
the unlawful credit programme: 'For just $ 99 we will show you how to 
create a brand new credit file' ... The European Commission is reported to 
have suggested in Ìts Admedia project report - the future of media and 
advertising, that advertisers will have a period of five years for experimen
tation with the new media, since interactive technologies are unlikely to 
reach mass audiences before 10 or more years15~. In the absence of an 
express regulation of advertising on the Internet or interacrive computer 
services Ìt seems that the advertiser would have to comply with the strictest 

156 The expcnses for the implementatìon of the Directive were estimated in 1993 by the 
UK banking services to amount to S:: 80 to f, 100 million and the running costs to .I: 60 to 

.I: l00 mìllion per annum, see E. Susan Singleton: 'Data Protection Developmems', Com
puter Law & Prncticc (1994) 14-16 at 15. 

is; Jan Berkvens, VCill the Data Protection Directìve Prevent a Glohal lnfrmnation Infra
structure?, Computer Law & Practicc (1995) 38-44 at 39. 

15" Arnold Vahrenwald, The A.dvertising Lav:,· of the European Union, (1996) 5 European 
Imellectual Propeny Rcview, 279-291 at 290. 
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standard of any country where the advertisement can be accessed on-line 
in order to avoid liability. 

10.1. Self Regulation of Advertising 

Apart from regulacions by the legislatures, advercising is essentially a 
matter of self-regulacion of the relevant bodies of the advertising industry. 
T aking into account of the importance of advercising in the tradicional 
media, it is evident that the increasing importance of on-line publishing 
will attract advercisers. This may be the case even if on-line publishing 
seems to be a nearly exclusively male activity, and advercising is, in generai, 
addressed to women at a rate of some 70 per cent. In particular the Euro
pean self-regulation of advertising may be concerned in the case of on-line 
publishing, due to the fact that many on-line publishing services will ope
rate beyond national borders. The European Advercising Standards Alliance 
(EASA) was established in 1991. lts purpose is to bring together the 
organisacions which operate the self regulation in European countries. The 
organisation represents the interests of its members - the national self
regulatory · bodies of E uropean countries - so that it does not serve as a 
supra-nacional European authority of self-regulation. One of the aims of 
the Alliance is to promote a system whereby complaints received against 
advercising in foreign media can be speedily and effectively dealt with by 
reference to the relevant self-regulatory body in the country of origin of 
the advertising action. The Alliance is developing a convergence of the 
principles of self-regulation in the face of a growing number of proposed 
Directives emanacing from the Commission of the European Communities, 
in order to promote the role of nacional bodies of self-regulation159• The 
Alliance facilitates the settlement of cross-border complaints 160• The prin
ciple should be that the advertising is subject to the laws and regulations 
of that state where the medium which carried the advertising action 
originates, that is to say where the broadcasting was emitted or where the 
journal was published. However, some codes of self-regulation apply the 
principle that the rules of the country shall be· applicable, to the nationals 

159 JeanJ. Boddewyn, Global Perspectives on Advertising Self-Regulation, Quorum Books, 
Westport Connecticut and London 1992, 17. 

160 Cross-border complaints concem complaints against advertising which originate from 
another state, for example in the case in which joumals or television-programmes which are 
made and broadcast in one country contain advertising which is also distributed or received 
in another country and meets with complaints. 
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of which the advertising action was addressed 161• Beyond, the Alliance 
offers a place for the discussion of any issues of self-regulation in Europe, 
whether it involves the advertising industry, consumer bodies or lawma
kers. However, in the view of the Alliance the aim of the creation of a 
unitary European code of self-regulation is secondary due to the substan
tial dìff erences in the concepts of the regulation of advertising in the 
European countries 162• 

10.2. On-line Advertisìng and the Directive 'Television without Frontùrs', 
89/552/EEC 

Taking into account that nacional laws will be applicable to on-line 
publishing wherever the on-line publication is received163, in principle, the 
advertising should comply with the strictest standard of any country to 

which the on-line publication is addressed. The relevance of the applicability 
of different national laws derives from the fact that on-line publishing by 
interactìve computer services or the Internet will often involve trans-border 
transmissions of data or information. The proposal for an amendment of 
the Directive 'T elevision without frontiers' contains a revised definition of 
advertising 164: «'television advertising' means any form of announcement 
broadcast in return for payment or for similar consideration by a public or 
private undertaking in connection with a trade business, craft or profession 
in arder to promote the supply of goods or services induding immovable 
property or rights and obligations in return for payment. It does not in
clude teleshopping». 

Teleshopping is defìned as meaning television programmes and spots 
containing direct offers to the public with a view to the sale, purchase or 

161 For example, in the case of the Swiss Code of self-regulation, see Alliance Director
General's Activìty Report No. 6, March 1995-May 1995. 

162 Roberto Cortopassi, Re-Examining ihe Origins; a New Oi,tlook on the Future, 
Alliance Update No. 3 of April 1995, p. 2. 

163 In the u.s. the Statement of the Attorney Generai concerning Internet jurisdiction of 
September 1995 was received wìth much attemion. The Attorney Genera! said: 'Warning to 
all internet users and providers. This Memorandum sets forth the enforcement position of 
the Minnesota Artorney General's Office with respect to Certain Illegal Activities on the 
Internet. Persons outside of Minne~ota who transmit information via the Internet koowing 
that information will be disseminated in Minnesota are subjcct to jurisdiction in Minnesota 
courts for violatioris of state crìminal and civil laws'. 

IM Artide 1 of the proposal for an amendment of thc Directìve 'Tclevision without 
frontiers'; for the amendment by rhe European Parliamem see O.]. C 65/96 of 04 March 
1996. 
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rental of products or with a view to the supply of services in return for 
payment. Teleshopping is, in generai, considered as advertising165• However, 
its exclusion from the concept of televìsion advertising ìs justified in cases 
in which it is not included in television broadcasting programmes. Accor
dingly, teleshopping channels are not subject to time limits applicable to 
television advertising. With respect to telepromotion, promotion of products 
or services by means of games or studio shows, the Commission observed 
that this form of programme should be treated as a form of advertising 
which is lawful in principle and therefore subject to any provisions on 
advertising contained in the Directìve 166• 

In the view of the Commission the amended Directive will be applicable 
to other new forms of communication such as pay-per-view or near video
on-demand167. The Commission thus seems to assert a broader view of the 
term 'broadcasting' in the law of telecomrnunications than in the law of 
copyright where it excludes the applicability of the concept of 'broadcasting' 
to any point-to-point services and the European Parliament sustains the 
view that 'tdevision broadcasting' means rhe initial transmission of television 
programmes whether for a mass audience or for individual demand either 
simultaneously or sequentially 168• Whereas it is unanimous that the term 
'television broadcasting' ìncludes transmissions through the intermediary 
of cable operators 169, it is not yet clear whether the Directive or the proposai 
for an amendment of the Directive would be applicable to advertising on 
the Internet or interactive computer services 170• The Commission suggested 
in its Admedia project report - the future of media and advertising171 that 

165 See, for example, Werner Schroeder, Teleshopping und Rimdfimkfreiheit, ZUM 1994/ 
471, 474; Rupert Stettner and Wolfgang Tresenreiter, Sperrstunde im Teleshapping, Zl:M 

1994/669, 674. 
166 Proposal for an amendment of rhe Directive 'Television without frontiers', p. 40. 
1" 7 Cornmission of thc European Comrnunities, report on application of Dìrective 89/ 

552/EEC and proposal for a European Padiament and Council Directive amending Council 
Directive 89/552/EEC on the coordination of certain orovisions laid down bv !aw, regulation 
or administrative action in Member Srntes concemidg the pursuit of television broadcasting 
activities, document COM(95) 86 final at p. 25. 

1<,s Arnold Vahrcnwald, Note 121 at 53; European Parliament, amendments proposed to 
the Directive 'Televisìon without frontiers', O.J. C 65/99 of 04 March 1996. 

1"9 .Judgements of the European Courts of justice, case 155/73 'Sacchi' (1974) ECR 409 
and 52/79 Procureur du Roi v Debauvc (1980) FCR 833. 

17c Arnold Vahrenwalcl, The Adve1tising Lnc of the Eiiropean Union, (1996) 5 European 
lntellectual Property Revìew, 279-291 at 285. 

,.,i Multimedia Busine,s Analyst, 'lnteractive advertising gers off to slow start' voL 2, no. 
8, 31 January 1996, p. 14. 
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advertisers will have a period of five years for experimentation with the 
new media since interactive technologies are unlikely to reach mass audiences 
before 1 O or more vears172• 

10.3. Trade Marks and On-line Publishing 

The use of online publishing over the Internet involves a great number 
of different names and fictitious names. The Internet Assigned Numbers 
Authority ('IANA') allocates the Internetworking Protocol Addresses ('IP 
addresses') by means of which the computers differentiate themselves from 
other machinest 73• IANA is a private enterprise which has delegated rhe 
administration of IP addresses to InterNIC Regìst~ation Service, which Ìs 
operated by a company called Network Solmions. Internrc (Internet Net
work Information Center) which works under the sponsorship of the Na
tional Science Foundation (u.s.) employs a policy according to which names 
will be registered on a first-come fast-serve basis, and if the name would 
violate another person's trade mark, InterNIC allows the applicant to change 
the name requested. In the case where the applicant has trademark 
protection for his name, he will be able to continue the use of the name 
if he agrees to defend, indemnify and hold harmless InterNIC in the event 
of a lawsuit 174• There are also domain narnes whereby the rìght field indicates 
the top-level domain which in general indicates the type of organisation or 
the country. Thus 'uk' indicates 'United Kingdom', 'net' indicates an or
gainsation operating a computer site or network and 'com' indicates a 
commercial organisation 175• Internic also administers domain names. 
Disputes concerning the use of domain names relate to the names 
'wired.corn' and 'wired.net', the continuing use of the dornain 'mtv.com' 
by a former employee of the Mrv cable televisìon channel, the use of the 
domain name 'kaplan.com' by a competitor of the Stanley Kaplan Review 
which, however, was not active on the Internet and the use of the domain 
name 'ronald@mcdonalds.com' to which the McDonald's company 

172 The Commission ìs more carefuì in approach than u.s. authorities, see statement of 
tbe Attornev Generai of the u.s. state Minnesota, Note 163. 

175 Dan L. Burk, Tr,.idemarks Aumg the InfobaÌm, Richmond Journal of L:rw & Techno
logy, Aprii 10, 1995, paragraph 1 O. 

' 74 NSI Dornain Di,pute Resolution Policy Stacement, URL ftp://rs.internic.net/policy/ 
internic-donuin- Lixt Quly I 995) revìsed as of 23 November l 995, http://rs.imernic.net/ 
<lomain-info/imernic-domaìn-4.html. 

' 75 Dan L. Burk, Trademarks Along che Infobhn, Richmond Joumal of Law & Tcchno
logv, April IO, 1995, paragraph 13. 
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objected 176• The administration of the domain names by InteINIC means 
that users of the Internet will have to get acquainted with the u.s. trademark 
law if they want to employ their name or trademark for registration of a 
domain name. 

11. SECURITY 0F COMMUNICATIONS ON-LINE 

The security of communications in on-line publishing can be provided 
by technical and legal means. On-line publishing services may provide for 
access contro! by user identification and authentication procedures and 
special software may be designed to contro! the use of the work 
transmitted 177• 

11.1. Encryption 

The increase of the use of communication via information infrastructures 
led to an increase in the need of encryption. Since the 'overhearing' of the 
communication of digita! data is possible without leaving tracks, an efficient 
encryption system is a need for the maintenance of confidentiality of the 
data. 

11.1.1. The Admissibility of Encryption 

The legal conditions for encryption differ between countries. Whereas 
in France encryption is not permissible unless licensed by public authorities, 
it is even covered by the constitutional principle of the secrecy of telecom
munications in Germany178• Public safety authorities may supervise and 
register telecommunications under certain circumstances. Thus the public 
prosecution can tap communications in application of Artide 1 00a of the 
German Code of Criminal Procedure 179, and the secret services for the 

176 Dan L. Burk, Trademarks Along the Infobahn, Richmond Joumal of Law & Techno
logy, April 10, 1995, paragraphs 15 to 22. 

177 u.s. Information Infrastructure Task Force, Report of the Working Group on 
Intellectual Property Rights: 'Intellectual Property and the National Information 
Infrastructure', September 1995, at 183-185. 

178 Johann Bizer, Kryptokontroverse, in: Jahrbuch Telekommunikation und Gesellschaft 
1995/214-223 at 215, 216. 

179 Artide 1 00a of the German Code of Criminal Procedure states: Supervision Of 
T elecommunications. The supervision and registration of telecommunications may be ordered 
where certain facts justify the suspicion that a person as perpetrator or accomplice has 



Amold Vahrenwald I The Law of On-line and O{Fline Publishing 81 

'Protection of the Constinnion', che Federal Intelligence Servìce ('BND') 
and the Military Counter-intelligence ('MAD') for the purpose of the 
prevention of an imminent danger for the constitutional free and democratic 
arder of the republic and the security of the foreign troops of NATO 

countries on Germany territory. The BND may also tap the not wired 
international telecommunications for the purpose of strategie controls, for 
example in o.rder to prevent the threat of an armed attack or terrorist 
attacks. The person whose communication was supervised or registered has 
to be informed after the purpose of the measure has been achieved180• The 
power of the public safety authorities includes also the decoding of en
crypted messages 181• The operators of telecommunication services may be 
obligated to cooperate with the public safety authorities according to Artide 
1006(3) of the German Code of Criminal Procedure, but this obligation 
cannot be extended to services which offer the encryption of data. 

11.1.2. Licensing and Prohibition of Encryption 

The public discussion concerning encryption relates in particular to the 
question whether it should be prohibited or, at least, licensed. The licensing 
of encryption equipment by public authorities 182 permits che safety 
authorities to keep a copy of the key for the decoding of the encrypted 
data and to license the operation of the encryption of data and their commu
nication183, The French Act concerning Encryption 184 contains a comprehen
sive regulation of the issue which subjects also the operation of encryption 

committed 1.a) the crime of a high treason ( ... ) 2. the crime of a counterfeiting ( ... ), 
trafficking in human beings ( ... ), a murder ( ... ). Accordìng to Artide 1006(1) of the Code 
the order must be in writing and may only be given by the judge, and, in a case of an 
ìmminent danger also by a public prosecutor up to a duration of three days. 

i,c Article 101(1) of the German Code of Crìminal Procedure. 
" 1 johann Bizer, Kryptokontroverse, in: Jahrbuch Te!ekommunikation und Gesellschaft 

1995/214-223 at 215, 216. 
112 Ansgar Heuser, Verschlusselung im Spanmmgsfeld ·von staatlichem Anspruch und 

individueller Freiheit, in: jahrbuch Telekommunikation und Gesellschaft 1995/224-228 at 
226. Reference may be made to the 'Clipper-Chip initiative' of the u.s. governmem according 
to which the keys used for encryption would be J.dministered by the state as a trustee. The 
public authorities would make use of rhe keys only ìf thc legai presuppositions for tapping 
are met. Howcver, this initiative met witb considerable obiections from industrv. 

m Johann Bizer, Kryptokontmverse, in: Jahrbuch Tclekt;mmunikation umi Gesellschaft 
1995/214-223 at 220. 

'"' 'Décret No. 92-1358 de 28 décembre 1992 définissant Ics conditions dans lcsquelles 
sont. souscrites les dédarations et accordées les autorisations concernant Ics moycns et 
prestations de cryptologie'. 
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to licensing. The administration of the keys may lead to risks which cannot 
be controlled by the user, for example that not authorised persons may 
obtain an access. The prohibition of encryption facilitates the operation of 
monitoring services but it would deprive the content of the constitutional 
principle of the secrecy of telecommunications of an essential element. 
Although services and equipment for encryption would become unlawful, 
private users and industry may develop his own facilities for encryption. 
On the international level the regulations conceming encryptìon of the 
different states should be included in law enforcement treaties. 

11.1.3. /nternational Regulations concerning Encryption 

The NAFfA ('North American Free Trade Agreement') of 1994 provides 
that Member States make it a criminal off ence to manufacture, import, sell, 
lease or otherwise make available a device or system which is primarily of 
assistance in decoding an encrypted prograrnme-carrying satellite signal 
without the lawful authorisation of the lawful distributor of the signal, and 
a civil offence to receive, in connection with commercia! activities, or further 
distribute, an encrypted programme-carrying satellite signaì which has been 
decoded without the authorisation of the lawful distributor of the signal or 
to engage in the activity prohibited as a criminal offence. The tenn 'encryp
ted programme carrying signal' means: 'a programme-carrying satellite signal 
which is transmitted in a form whereby the aural or visual characteristics, 
or both, are modified or altered for the purpose of preventing the unautho
rised reception, by persons without the authorised equipment that is 
designed to eliminate the effects of such modification or alteration, of a 
programme carried in that signal'. 

The European Council's Recommendation of the Committee of Mini
sters to Member States conceming Problems of Criminal Procedural Law 
Connected with Information Technology 185 states that measures should be 
considered w minimise the negative effects of rhe use of cryptography on 
the ìnvestigation of criminal offences, without affecting Ìts legitimate use 
more than is strictly necessary'. It has been feared that the Recommendation 
would permit a limitation of the use of encryption, but it seems clear that 
in the view of che Council and also of European countries, for example in 

rns The Eurooean Council's Recommendation of thc Cominittee of Ministers to Mcrnber 
States concernin'g Problerns of Criminal Procedural Law Connected with Information Te
chnology, adopted by the Committ<:e of Ministers on l ! September 1995 at the 543rd 
Meeting of the Ministers' Deputies, documrnt cM/Del/Dec(95)543, Annex 38, point 10.3.c, 
No. 14. 
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the UK, the Recommendacion reflects the need to achieve a balance between 
the Ìnterests of the industry in the confidemiality of ìoformacion and the 
interests of governments in the safeguarding of national security 186. 

Within the framework of the programmes concerning the information 
society, the European. Commission is drafting a proposal concerning the 
establishment of Europe-wide Trust Services (ETS) for public information 
services. The draft proposal is concerned with the task to provide 
information on how to guarantee the integrìty and confidentiality of data. 

11.2. Digitai Signatures 

Although digital signatures are a means to be employed essentially in 
individua! communications on-line, the concept may assume relevance for 
on-line publishing. Digital signatures and passwords may permit an 
authentication of an electronic data interchange message, when a statement 
of origin such as fax reports will not suffice to establish authentication 187• 

Concerning the trustworthiness of evidence to be authenticated, 'according 
to the majority rule, an electronic data interchange message should be 
considered authentic if the computer and transmission methods are appa
rently reliable, when neìther the source of information nor method or 
circumstances of preparation or transmission indicate a lack of trustwor
thiness'188. 

The British Standard Code of Practice for Informatìon Security Mana
gement of 1995 defines the term 'digital signature' as follows: 'A digita! 
signature is a special form of message authentication, usually based on 
public-key cipher techniques, which provides authentication of the sender, 
as well as assurance of the integrity of the message content'. By means of 
the digitai signature the recipiem of the message will be assured that the 
content of the message has nor been altered after the sìgnature. Digital 
signatures are of particular relevance in the case of electronic data imer
change. However, digitai signatures may only replace the traditional signa-

I% Penny Campbell, Council of Europe Recommendation Relating to Encryption -
Clarification of Possible De·velopments, Computer Law & Practice (1995) 178-179 at 179. 

187 According ro Robert W. McKeon, Jr.: 'Electronic Data Interchange: Uses and Legai 
Aspects in the Commercia! Arena', (1994) Journal of Computer & Information Law, 511-
536 at 519, fn. 46, identification messages may be falsified and the ìdentiiication message 
only identifies the machine, not the sendcr. 

188 Robert W. McKeon, Jr.: 'Electronic Data Interchange: Uses and Legai Aspects in the 
Commercia! Arena', (1994) Journal of Computer & Information Law, 511--536 at 519, Note 
48, with reference to United States v. Mìller., 771 F. 2d 1219, 1237 (9th Cir. 1985). 
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ture of documents if an appropriate technical and legal framework for a 
public code system is established 189• Digitai signatures may possibly be 
used to mark a digital product so that even if unauthorised copying ca1mot 
be prevented, it may permit the rightholder to verify that unauthorised. 
copying took place190• The protection of a digita! signature could be provided 
by criminal law if it is considered as the contents of a computer so that a 
hacker who modifies the signature or abuses it may be guilty of a criminal 
offence. A first statute regulating digital signatures ìs the Utah Digìtal 
Signature Act 191• The Act provides for a reliable means of signing compu
ter-based documents and a legal recognition of digital signatures using a 
technique relying on asymmetric cryptography. 

11.3. Passwords 

Protection may be provided by technological means, since a software 
may be written to control the access, and cryptography and digitai signa
tures may also provide security in the case of on-line transmissions192• 

The security on the Internet was strongly improved over the recent 
months. The protection of passwords was strengthened so that the user 
is protected against connection stealing if his portable computer is replaced 
against another one, and the standards for encryption were published in 
July 1995193• 

11.4. Technìcal Equipment 

The advancement of the technique generates technical equiprnent which, 
complemented by the appropriate software, permits the regulation of the 
access to on-line publications, the regìstration and metering of the relevant 

189 Clive Davis, Lega! Aspects of Digitai Signatures, Computer Law & Practìce (1995) 
165-168 at 168. 

190 Clive Davis, Legal Aspects of Digita! Signatures, Computer Law & Practice (1995) 
165-168 at 166. 

191 Utah Digitai Sìgnature Ace, approved in the Generai Session of the Utah Legislature, 
22 March 1995, EDl Law Rcview 2: i57-196, 1995. 

M Jim Cìark (President of Nets,'.ape Communications Corp.): Keynote Address, given at 
the INTERNEW:9TELECOM.95 Conference of the Imernational Telecommunication Union, The 
Internet and the !TU, Geneva, 07 October 1995. 

m Christian Huitema (Research Director of INRIA): Keynoie Address, given at the 
INTliRNET@rELECOM.95 Conference of rhe lnternational Telecommunìcatìon Union, The 
Internet and the rru, Geneva, 07 October 1995. 
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transmissìons and control the use of the on-line publication. Thus 'techno
logical solutions can be used to prevent or restrict access to a work; iimit 
or control access to the source of a work; limit reproduction, adaptation, 
distribution, performance or dispiay of the work; identify attribution and 
ownership of a work; and manage or facilitate copyright licensing' 194• It 
may also be conceivable to prohibit devìces, products or components which 
circumvent technological methods of preventing unauthorised uses of on
line publications. A corresponding proposa1 was made by the u.s. Working 
Group on lntellectual Property Rights of the National Information Infra
structure Task Force in its Report 'Intellectual Property and the National 
Information Infrastructure' 195• However, it does not seem advisable to aim 
at a limitation or prohibition of the use of new technologies, because this 
may, in the end, lead to a misallocation of resources and favour the national 
economies which are not hampered by such restrictions 196• 

12. ScHEMES FOR REMUNERATION rn ON-LINE AND 0FF-LINE PuBLISHING 

The transmission of on-line publications will be made freely, unless the 
parties stipulated otherwise. In genera!, the service will conclude a contract 
with its subscribers which specifies the terms and conditions relating to the 
service' s use. Whereas in the common law the nature of contracts relating 
to on-line publishing services do not pose particular problems, the 
classification of this contractual type in the civil law countries may cause 
problems; the contract by means of which the service transmits digita! data 
to the subscriber may be analysed as an atypical contract with reference to 
provisions in the civil code which concern the leasing contract and the 
contract of saleì97 • The right holder of works which are not in che public 
domain but protected by exclusive rights has an interest to receive a 
remuneration far the transmission. There are different possibilities for the 
stipulation of a remuneration. 

19' 'lntellectual Properry and the Narional Information Infrastrncture', the Report of the 
o.s. Working Group on Intellecnial Property Rights, September 1995, p, 178. 

1" 'Imellectual Property ami the National lnformation lnfrastructure', the Report of the 
u.,. Working Group on Intel!ecwai Propen:y Rights, Septernber 1995, p. 230. 

196 Arnold Vahrenwa.ld, The Publishing lndustry lìw!s Technological Change, (1996) 2 
Entertainment Law Review, 50-61 at 50. 

•'' 7 Raìner Moufang, Datenbanh.nrtrage, in: Urhebervertragsrecht, Festgabe fur Gerhard 
Schricker zum 60. Geburtstag, CR Beck, Munich 1995, 571-595 at 583, 584 and 585 with 
regard to on-line contracts in the German legal systern. 
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12.L Rental of Works 

Conceming rhe remuneration for the use which is made of works for 
purposes of the on-line communications such as by downloading from 
electronic databases, a possible solution was indicated by the European 
Commission in Ìts Green Paper 'Copyright and Related Rights in the 
Information Socìety' 198• The Commission proposed that the transmission 
of a work from a database to a personal computer may amount to a 
'rental' of the work as opposed to a public broadcasting so that the on-line 
communication of a work from a public library should be treated similarly 
to the borrowing of a copy of a work from a public library. According to 
the Council Directive conceming Rental Rights 199 an author has a right to 
obtain an equitable remuneration for any rental of his work, a right which 
could, by way of analogy, be applicable to any case of commun:ication of 
a work via digitai downloading from a database. The Rental Rights D:irective 
provides in Artide 4 that authors and perlormers enjoy a rìght to an 
equitable remuneration which they cannot waive so that contractual dauses 
cannot be invoked against this provision. According to the Directive 
Member States may regulate whether and to what extent collecting societies 
will administer the right to obtain the equitable remuneration. The Ìntro
duction of a system of compulsory royalties in some countries only may 
constitute an impediment to the establishment of an intemational digital 
communications system 200• 

12.2. Contracts 

In genera1, the communication of a work protected by copyright via 
an on-line service implies the grant of a licence, namely a licence to use 
or access the work. The licence should expressly define the scope of rhe 
lawful use which may be made of the work. However, the law of on-line 
contracts is not yet settled, and in particular rhe paperless comrnunications 
between the parties may give rise to problems. In the case of conditions 
for the transmissions of works communìcated on-line, the user can accept 
or reject the terms. The remuneration stipulated for the communication 

1''" Comniission of the European C(Jnummities Green Paper, 'Copyright and Related 
Rights in the lnformation Society', document COM(95) 382 final of 19 July 1995 at 58. 

' 9" Dircctive 92/ l 99/EEC concerning Rental and lending rights and certain rights relating 
to copyright, O.J. 1992 L 346/61. 

rn Arnold Vahrenwald, The Publishing Industry Faces Teclmologù:al Change, (1996) 
Entertainment Law Review, 50-61 at 54. 
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of works may be dependent upon the single work communicated or 
upon a monthly basis. Concerning contractual royalties it has been 
observed that no particular methods have emerged for the negotiation of 
the appropriate amount, owing to the fact that the market is only 
developingw1• 

12.3. Clauses Securing a Remuneration m Contracts Concernìng Off-line 
Publishing, Limitations of Use 

The acquisition of a CD-ROM may be bound up with cond.itions for its 
use. This may, in particular, be the case, if the CD-ROM does not relate to 
entertainment but to professional purposes. Thus, it may be stipulated that 
the purchaser has the right to give back the CD-ROM and change it against 
an updated version at a preferential price if the publisher has produced a 
new edition. The contract may provide that the purchaser does not obtain 
the property but a mere licence for the use of the CD-ROM which exdudes 
the right to pass it on or to transmit its content to third persons. It may 
be provided that the use shall be limited to the purchaser personally and 
that copies for use in-house may only be made against an additional remu
neracion. Thus principles similar to those applied in software use contracts 202 

may be applicable which indudes that licence agreements which exceed the 
exdusive rights conferred by copyright or which concem information in 
the pubìic domain may be subject to the general prohibitions of the antitrust 

201 Bernard M. Nyman, The Author-Publisher Agreement, (1995) 4 Entertainment Law 
Review 127 at 137. 

202 Concerning agreemems on use of software see for example Hemy Carr and Richard 
Arnold, CompHter Soft,oare: Legai Protection in the Uniteci Kingdom, Sweet & Maxwell, 
2nd ed., London 1992, 155-160; Jochen Pagenberg and Bernhard Geissler, Licence 
Agreements, Carl Heyrnanns, 3rd ed., Cologne 1991, 595-601; Herberr Stumpf and Michael 
Gross, Der Lizenzvertrag, Recht und Wirtschaft, 6th ed., Heidelberg 1993, 622-631; 
conceming software use contracts, Artide 69c of the German Copyright Act may be 
relevant which states: 'Restricted Acts. The rìgbt holder shall have the exdusìve right to 
do or to authorise: 1. the permanent or temporar;r reproduction of a computer program 
by any means and in any form, in part or in whole. Insofar as loading, displaying, 
running, transmissìon or storage of the computer program necessitare such reprnduction, 
such acts shall be subject to authorisation by the righe holder; 2. ( ... ); 3. any form of 
distributìon of the origina! of a computer program or of copies thereof, including rental. 
Where a copy of a computer program is put imo circulation bv way of sale on the 
territory of the European Cornmunities with the consent of the right holder, the distri
bution right in rcspect of that copy will be exhausted, wìth the exception of the rental 
right'. 
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bws and have to be in writing2: 3_ The contractual practice concerning 
contracts relating to products of off-line publishing has not yet been tested 
before the German Federal Cartel Authority. 

201 Rainer Moufang, Datenbankvertrage, in: Urhebervertragsrecht, Festgabe fiir Gerhard 
Schricker zum 60. Geburtstag, C.H. Beck, Munich 1995, 571-595 at 587, 594; Artide l 8 of 
the German Act against Restraints of Competition states: 'Annulmenr of Tying Agreemrnts. 
(1) The carte! authority may decbre agreemems betwecn enterprises in respect of goods or 
commerciai services to be of no effecr either imrnediatelv or as from some future date to 
be determined by it, and forbid the implementacion of 1;ew, simiiar agreements, insofar as 
thc latter impose on one of the parties: L restrictions as to its freedorn to use the supplied 
goods, othcr goods or commerciai services, or 2. restrictìons as to the purchase of other 
goods or commerciai services from, or thcir sale to, third parties, or 3. restrictions as to thc 
sale of rhe supplieà goods to thìrd partics, or 4. (. .. ) and insofar as a) by mch agreements 
a significane nnmber of enterprises in relation to competition in the market are similarly 
bound and unfairly restricted in theìr freedom of competition, b) by such agreements 
market ent1-y by other enterpris.:s ìs unùirìy restricted, or e) by the extent of ,uch restrictions 
competitìon in the market for these or other goods or commerciai services is substantially 
irnpaired. (2)' ... Artide 34 of the Act state:;: 'Form of Carte! Agreements ami Decisions. 
Cand agreements and decisions (Articles 2-8) ;:md agreements concaining limitations of the 
kind referred to in Artìcles 16, 18, 20 and 21 have to be in writing' ... 




